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SET NAMES utf8
SET FOREIGN_KEY_CHECKS = ©

DROP DATABASE IF EXISTS xdctf
CREATE DATABASE xdctf
USE xdctf

DROP TABLE IF EXISTS " file
CREATE TABLE "file
fid" int(10) unsigned NOT NULL AUTO_INCREMENT
filename  varchar(256) NOT NULL
oldname™ varchar(256) DEFAULT NULL
view  int(11) DEFAULT NULL
extension  varchar(32) DEFAULT NULL
PRIMARY KEY fid
ENGINE=InnoDB AUTO_INCREMENT=11 DEFAULT CHARSET=utf8

SET FOREIGN_KEY_CHECKS = 1
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<?php
/**
* Created by PhpStorm.
* User: phithon
* Date: 15/10/14
* Time: TF47:58
*/

$DATABASE = array/(

"host" => "127.0.0.1",

"username" => "root",

"password" => "ayshbdfuybwayfgby",
"dbname" => "xdctf",

)s

$db = new mysqli($DATABASE[ "host'], $DATABASE[ 'username'], $DATABASE[ 'password'], $DATABASE[ 'dbname’]);
$req = array();

foreach (array($_GET, $_POST, $ COOKIE) as $global_var) {
foreach ($global _var as $key => $value) {
is_string($value) && $req[$key] = addslashes($value);

}
}

define("UPLOAD_DIR", "upload/");
function redirect($location) {
header("Location: {$location}");

exit;

?>
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<?php
/**
* Created by PhpStorm.
* User: phithon
* Date: 15/10/14
* Time: TF48:45
*/

require_once "common.inc.php";

if ($_FILES) {

$file = $_FILES["upfile"];

if ($file["error"] == UPLOAD_ERR_OK) {
$name = basename($file["name"]);
$path_parts = pathinfo($name);

if (!in_array($path_parts["extension"], array("gif", "jpg", "png", "zip", "txt"))) {

exit("error extension");

}

$path_parts["extension"] =

. $path_parts["extension"];
$name = $path_parts["filename"] . $path_parts["extension"];
// $path_parts["filename"] = $db->quote($path_parts["filename"]);

// Fix
$path_parts['filename'] = addslashes($path_parts['filename']);

$sql = "select * from “file' where “filename ='{$path_parts['filename']}' and " extension ='{$path_parts['exten

sion']}'";
$fetch = $db->query($sql);
if ($fetch->num_rows > @) {
exit("file is exists");

}

if (move_uploaded_file($file["tmp_name"], UPLOAD_DIR . $name)) {

$sql = "insert into “file® ( ~filename’, “view , “extension’) values( '{$path_parts['filename']}', O,

_parts[ 'extension']}")";
$re = $db->query($sql);
if (!$re) {
print_r($db->error);
exit;
¥
$url = "/" . UPLOAD_DIR . $name;
echo "Your file is upload, url:
<a href=\"{$url}\" target='_blank'>{$url}</a><br/>
<a href=\"/\">go back</a>";
} else {
exit("upload error");

}

} else {
print_r(error_get_last());
exit;

}

}

?>

"{$path
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<?php
/**
* Created by PhpStorm.
* User: phithon
* Date: 15/10/14
* Time: TF49:39
*/

require_once "common.inc.php";

if(isset($req['filename'])) {
$result = $db->query("select * from “file  where “filename ='{$req['filename']}'");
if ($result->num_rows>0){
$result = $result->fetch_assoc();

$filename = UPLOAD_DIR . $result["filename"] . $result["extension"];
if ($result && file_exists($filename)) {
$db->query(‘'delete from “file® where “fid =' . $result["fid"]);
unlink($filename);
redirect("/");

}
}
?>
rename
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<?php
/**
* Created by PhpStorm.
* User: phithon
* Date: 15/10/14
* Time: TF49:39
*/

require_once "common.inc.php";
if (isset($req['oldname']) && isset($req[ 'newname'])) {
$result = $db->query("select * from “file  where “filename ='{$req['oldname']}"'");
if ($result->num_rows > 0) {
$result = $result->fetch_assoc();
} else {
exit("old file doesn't exists!");

}
if ($result) {

$req[ 'newname'] = basename($req[ 'newname']);
$re = $db->query("update “file' set “filename ='{$req[ 'newname']}', “oldname ='{$result['filename’']}' where " f
id ={$result['fid'1}");
if (!$re) {
print_r($db->error);

exit;

¥

$oldname = UPLOAD_DIR . $result["filename"] . $result["extension"];
$newname = UPLOAD_DIR . $req["newname"] . $result["extension"];

if (file_exists($oldname)) {
rename($oldname, $newname);

¥

$url = "/" . $newname;

echo "Your file is rename, url:
<a href=\"{$url}\" target="'_blank'>{$url}</a><br/>
<a href=\"/\">go back</a>";
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old filename(exclude extension) : ' extension='
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update file set filename ='upload.jpg', oldname ='',6extension=""' where "fid ={$result['fid"']}"
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old filename{exclude extension) : upload.jpg

new filename(exclude extension) : upload.php

rename
Your file is rename, url: /upload/upload.php
go back
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