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rootakali:~/Desktop# file bf930316910b451c94c41ce8a9d851a8
bf930316910b451c94c41ce8a9d851a8: POSIX tar archive (GNU)

root@kali:~/Desktop# |

2. BB &R ESfag.b64Fkey.pub. ZiXFRsaCtfToolfigas, TR&extflagi#tiTbase64f#his, RiFN
flag.b64.bin

python3 RsaCtfTool.py --publickey ~/Desktop/key.pub --uncipherfile ~/Desktop/flag.b64.bin
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Traceback (most recent call last):
File "RsaCtfTool.py", line 106, in decrypt
stderr=DN)
File "/usr/lib/python3.7/subprocess.py”, line 411, in check_output
*xkwargs).stdout
File "/usr/lib/python3.7/subprocess.py”, line 512, in run
output=stdout, stderr=stderr)
subprocess.CalledProcessError: Command '['openssl', 'rsautl', '-raw', '-decrypt', '-in', '/tmp/tmpd7iosd
ey', '/tmp/tmpkxts72tf']' returned non-zero exit status 1.

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
File "RsaCtfTool.py", line 810, in <module>
attackobj.attack()
File "RsaCtfTool.py", line 620, in attack
self.unciphered = self.priv_key.decrypt(self.cipher)
File "RsaCtfTool.py", line 109, in decrypt
return self.key.decrypt(cipher)
File "/usr/local/lib/python3.7/dist-packages/Crypto/PublicKey/RSA.py", line 174, in decrypt
return pubkey.pubkey.decrypt(self, ciphertext)
File "/usr/local/lib/python3.7/dist-packages/Crypto/PublicKey/pubkey.py”, line 93, in decrypt
plaintext=self._decrypt(ciphertext)
File "/usr/local/lib/python3.7/dist-packages/Crypto/PublicKey/RSA.py", line 237, in _decrypt
cp = self.key._blind(ciphertext, r)
ValueError: Message too large
rootakali:~/RsaCtfTool# ||
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python3 RsaCtfTool.py --publickey ~/Desktop/key.pub --privatekey
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roota@kali:~/RsaCtfTool# python3 RsaCtfTool.py —publickey ~/Desktop/key.pub —private
BEGIN RSA PRIVATE KEY
MIHSAgEAAjISqZ4knufPPAy/1joAlmF3K8nNIuHj+/XxuRKB6Xg+IRFep+Bw64TKs
VoPTWyi6XDJCQwIDAQABAjIzrQnKBvUPnpCxrK5x85DWuS8dbTtmFP+HEYHE3wja
TF9QEKV6ZDCUBers1jQeQwlSMQIaAImWgwYMdrnA3lgaaeDqnZG+0Qcb6x2SSjcC
GgCZzedK7ebHrf/daEy8R451mHCO8gaS91IVAhIMZEB1y+1i/LC1L27xXycIhqKPe
aoR6qVfZAh1lbPhKLmhFavne/AqQbQhwaWT/rqHUL9EMtAhk5pem+TgbW3zCYF8v7
jOmjI31NC+0sLmx5
END RSA PRIVATE KEY
rootakali:~/RsaCtfTool# |}
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GgCZzedK7e6Hrf/daEy8R451mHC08gaS9lJVAhIMZEB1y+i/LC1L27xXyclhqKPe
aoR6qVfZAhlbPhKLmhFavne/AqQbQhwaWT/rqHUL9EMtAhk5pem+TgbW3zCYF
8v7

jOmjJ31NC+0sLmx5

----- END RSA PRIVATE KEY-—
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