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22, ##Modbus
23, 51

24, can_has_stdio?
25, MISCall

26, 3-1

27, EEIEREME

28, banmabanma

29, BATHI BT R B
30, simple_transfer
31,Just-No-One

32, warmup

33, Erik-Baleog-and-Olaf
34, Py-Py-Py

35, reverse it

36, mysql

1, base64stego
R ¥ 7 M base 64 IN#% (fEbase 64 1% IN%E, EARKWEH )
(BHT: https://www.trOy.wang/2017/06/14/Basebasteg/ #T — & KIMEED

(RIZJRHE, asciibdR 8 — KRz — A FRE, ibase6diE A 6L — i Hl KR — 478/, HHUXT
FEFAL R 5 AR R R — A “TI7, RERENTFHEAEN 7R, R T base6d L,
T 7€ base 64 % 3L h N & R A, 49— B XK &5 4060 — 3 R AR W BISCH, W] LUK flaghé b oy — 33
il J& ¥% 4> Ko ek AE B — BU i 53 402 — 33k o)

23— F Base64 It

BASE64 & —Fh4mtd 77 R, & —Faris i 4 77 .
WL JE I EE R — AR 8, B MFER N AZa-z0-9+/
H 64 NMERF: 26+26+10+1+1=64

HS R 65 NFRF, ‘=" RERFER.

64 MFRFRE 6 AL BEHIRE R, Ko BlE N 0~63.


https://www.tr0y.wang/2017/06/14/Base64steg/

Value Char| Value Char |¥alue Char Value Char
a0 4 15 A 32 g 43 w
1 E 17 R 33 h 49 X
2 G 13 5 34 i a0 ¥
3 D 15 T 34 J ol z
4 E 20 1) 36 k o2 0
g F 21 v 37 1 o3 1
& G 22 W 38 m o4 2
T H 23 i 39 n o5 3
g I 24 ¥ 40 o o6 4
g J 25 Z 41 jul af g
10 E 26 a 42 q o8 6
11 L 27 b 43 r a9 T
12 N 23 = 44 s G0 3
13 H 25 d 45 t 61 3
14 0 30 & 46 u 62 +
15 P 31 £ w8 Wang

X, KEA 3 M EFRBIEL T Basebd wIGEHAE N 4 NEH
g
thtm, /8" Tr0" 25t Base64 4ifgJ5 28 4" VHIW

FLAY, - T°-7AA 11TV ST DaITut SHuEa =22 vy

T r 0

0] 1/0{ 10/ 10 0]0[1(1 1070/ 1/ 0] Of 0] 1| 1| O] O O O
Vv H | w

TR R RN 3 AN MR AL SR 8x3=24, T LUKEHiH: 5 B 6x4.
MBEFHEORR 3 B, WART R 6 M8, T4 BB HHh R4 5 6 AL B,
Bh, 7 R — S RN E, (5 HOR 6 [

WG, FERELJE R RN 1 A 2 M= REFRMOBET

bt S RFEETrOy" 254 Base64 il /5735 35" VHiweQ=="

T r 0 ¥y
0201/ 0100011100 210001100000111100f0 000000 0
v H ' w i d BEES : Wwww.irGy.wang
RS AT I 0.
X & Base64 4ufig 75 K.
f# S

1. 18 Base64 Z/FHE EHES, ¥y it H $(VHwWeQ==-> VHWweQ -> 010101000111001000110000011110010000).

2. \NEZEIA, 8 MLi—H, ZRALIITIHE, 5 ASCII 501010100 01110010 00110000 01111001 0000 -> ¥ & J5
4 1 ->01010100 01110010 00110000 01111001 -> TrOy)

base64% X H [R5 R#E



EELEK 0, RIEMBKMEAERLZRT, frliX BN EASRRFEN. RN UAERETRE.

A 2SS HES 0 NEM TRE? FABSUR R B E S SBE S HERN, BIEKEE 1 PaZEm.
BRI TR/,

AL 0 RAE N &G — N7/ il AR AR 2, IR R A2 T &5 — A7 /F st i aT i 2>, J5 )
AR IER.

ME— IR R R )E — N TR, T E

01010100 u[1j1[1ra[u[1[n 00110000 0[1]1[1\]'1[0 0 1 n[o[o[mm

v H I w R | EEEE : www.trfy.wan

L FA LA aT T ~ FE—non ~ P ART A A PR e T A )

{=]

R IR E S VHIweQ=="5"VHIweR==", 15 Bl 4 F B2 Tr0y’.

B4R, —1T base6d ML AEH 2 M55, MERA 22 MRS L. FriABAVEFIRBAT, 4 R F4FH,
XA A E % T — KB base64 KRR
IR, WERGR flag ¥4 8 Az —#t ], EHEMATT.

ik

B E: https://www.troy.wang/2017/06/14/Base64steg/
import base64
flag = 'Troy{Base64isF4n}' #flag
bin_str = ''.join([bin(ord(c)).replace('@b’', '').zfill(8) for c in flag])
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz@0123456789+/"
with open('@.txt', 'rb') as 0, open('1l.txt', 'wb') as f1: #'Q.txt 'R, '1.txt' HTHRES)EH base6s
for line in f@.readlines():
rowstr = base64.b64encode(line.replace('\n', "''))
equalnum = rowstr.count('=")
if equalnum and len(bin_str):
offset = int('@b'+bin_str[:equalnum * 2], 2)
char = rowstr[len(rowstr) - equalnum - 1]
rowstr = rowstr.replace(char, base64chars[base64chars.index(char) + offset])
bin_str = bin_str[equalnum*2:]
fl.write(rowstr + '\n')

i -



import base64

bé4chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
with open('stego.txt', 'rb') as f: #stego.txt ATEbase64E L H N & K% 3L
flag = "'
bin_str = "'
for line in f.readlines():
stegb64 = str(line, "utf-8").strip("\n")
rowb64 = str(base64.b64encode(base64.b64decode(stegh64)), "utf-8").strip("\n")
offset = abs(b64chars.index(stegb64.replace('=", '')[-1]) - b64chars.index(rowb64.replace('=", "')[
equalnum = stegb64.count('=") # no equalnum no offset
if equalnum:
bin_str += bin(offset)[2:].zfill(equalnum * 2)
for i in range(@, len(bin_str), 8):
print(chr(int(bin_str[i:i + 8], 2)),end="")

25 N A AT 45

\AppData'Local \Pro s\Python\Python3T\py

_four_point_five

finished with exit code 0

flag{Base_sixty four_point_five}
2, easycap

THTRER-ANBRWREN, FMwiresharkiTIH, sGBER, KB EHESR T flag:

366cae544cdB5008e5fdd56155a.pcap

B 80 WEW G BRO SifA) e BEY ZEw IED ZEH
® QB Q e =

Vi

== ._',L &_" -:‘\ EES
[ ]top. strean eq 0 I
Ho Time Sewrce Destination Protocol  Lemgth  Inf | A
1 0.000008 172.31.98.199 192.155.81.86 TcP 74 466
2 0.029197 192.155.81.86 172.31.98.199 TCP 74 78¢ v
< >

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: IntelCor_4b:f8:c3 (e4:b3:18:4b:¥B:c3), Dst: ArubalHe c9:7d:7a (9c:1c:12:c9:7d:7a)
Internet Protocol Version 4, Src: 172.31.98.199, Dst: 192.155.81.86

Transmission Control Protocol, Src Port: 46046, Dst Port: 7898, Seq: @, Len: @

9c 1c 12 c9 7d 7a e4 b3 18 4b f@ c3 e8 0@ 45 @@
@@ 3c c3 38 40 @0 40 @6 56 ab ac 1f 62 c7 c@ 9b
51 56 b3 de 1le d2 ae 97 bd 11 99 @0 @0 @@ a@ 92
72 10 T4 9e @@ @0 02 @4 05 b4 04 @2 @8 @a @3 f5
7e 29 00 00 00 @0 01 03 03 o7

@ 7 30b6E366cas5440dBE008 5 FAdEE1EE s poap #4082 - BT 82 (100.0%) || ERE: Default

£ Wireshark - i&fz TCP i (tcp.stream eq 0) - 32b6f366cae544cd85008e5fdd56155a.pcap

FLAG:385b87atc8671deed7550290d16a8071

3, Avatar

—ikE ), JefformostsrE—TF, &AM AR, HstegsolveEdE— T & KM 4, HEGHEwinhex+HFH—
T, KIHEWER,



BREMTE, ... £ Filoutguessit 43 5 i 3k T B A5 B -

luchao@ubuntu: ~/Desktopfoutguess

MF(F) 4RIB(E) EAR(V) EE(s) £im() FEEI(H)

ubuntu: yutguess$ outguess -r ../123.jpg -t hid.txt
Keading f123
Extractlng usable bltﬂ 28734 bits
Steg retrieve: , Len: 41

y@ubuntu: tguess$ cat hid.txt

5
We _should blow up the bridge at midnight
UEE C 555

dubuntu:

hitps://blog.csdn.netivhkjhwbs

We should blow up the bridge at midnight
HERR

4, What-is-this

B, R—MRARROAH, BowinhexhHE—T, RAFILAMHL, BURR—IMEHE, £)F
B RNZpEIRIE,

FocTeeccame gaeay T @ | T Bamae T e

picljpg picd.jpg

PskE R, EWBE: 1, BRAHE2, §KE3, &F—#oflag
Filk—T B HfE, Hstegsolveit Bk & — T

AZADI TOWER

| i || * H Tave
Il




5 X3E

(KDUNR B, SEBR...... )

#Z22dRQGARMWZxaDBvaHRqcHRfc3d7Z22Z20Z3MjfQ== base64f#% —T: ggQ@gQ1fghOohtjpt_sw{gfhgs#}
PREAAXBEE R T ? R IR

BGHKALEARX, #HT— TS ggQ@gQ1fghOohtjpt_sw{gfhgs#}

27—#: gQg1qO0hjts{fgtg@Qfhotp_wghs}
4F—#F: ggqht{ggQht_gsQ10jsft@fopwh}
7F—#: gfiggapfQhth@0_ggossQhw#1t{}
14F—#: gigpQt@_gsQw1{fggfhhOgosh#t}
AN R — T ikik, SREMLAX, , ,

F ggght{ggQht_gsQ10jsft@fopwh} FHiR—F PLHEEERL:

PV

4F —# 1 ggght {gght_g=010]sf#@f opwh}

| eEET Ay

BIIBE 4FE—4: gzght {zzaht_g=ql0jsfH@f opwh}
FIRHE 4F—# : ffpgs {ffpzs_frpllirefi@enove}
EIFBE 4F — 12 ceofr{eeofr_eqol Thod#@dmuf}
FARBEE 4F—# : ddneq{ddneq dpnlOgpeti@clmte}
BB T 4F —12 : condp {cemdp_coml 0f ob#@bk1sd}
EAABE 4 —1= : bbleo{bblco_bnllOenafi@aikrc)
BTEBE AT —42 1 aakbn{askbn_ambk10dnz#@zijgb}
FORBE 4F—#: zzjan{zzjam z1jl0clyf@vhipal
BOEBE AT —42 1 yyizl {yyizl_vkilObkx#@zghoz}
FIVEEHE 4T —14 : xxhvk [zxhyk_xjhl0ajwi@ef ooy}
BT 45— wwex ] Iwwgxj_wigllzivi@efmnx]
FIZREE 47— wwfwi fnfwi_vhf 1 0vhu#@udelw}
BIIMEBE 4T —12 1 quevh luuevh_ugellzgt#@todi]
FIREHE 4T —14 : ttdug [ttdug tfdl0wfs#@sbejul
BEIGAEBE 4T —12: zoctf {zsctf_secllver#@rabit}
EIAXHET 45 —142: rrbselrrbse_r

BITAEBE 4T —142: qoard{qgard_qealtcpi@pyzer}

FE18NHE 4F—14 : ppzqcippzqc_pbzllsho#@oxyfq}
B EE 4 —12 1 ooypb {looypb_osyl 0y and@mwxen)
FE2NMHE 4T —4 : nnxoalmmxoa nzxllgzm#@marda}

BI A ctf HERA:

ssctf{ssctf_sec10ver#@rabit}
6, Training-Stegano-1
HAK—KE R, H—RMEAwinhextZi MR, ®ERITIFEEKI T flag:

W 42 4p €€ 00 OO0 0O OO OO OO OO0 3¢ 00 00 00 28 00 BME € (
oo 00 04 00 OO 0O O4 00 OO 00 O1 OO 18 00 00 0O

0o 00 30 00 OO 0O OO OO OO OO0 OO0 OO0 00 00 00 QO g

00 00 00 00 OO0 00 4C 6F 6F 6B 20 77 68 €1 74 20 Look what
74 63 €5 20 68 65 78 ZD 65 €4 €% 74 20 72 65 76 the hex-edit rev
65 61 eC 65 €4 32 20 70 61 73 73 77 €4 3A 73 74 ealed: passwd:st
65 67 61 GE &F 49 eganol

c oo ooo

R



steganol

7, Excaliflag
Fiforemost4r B & K IR i, Hstegsolve®dE— T :

B StegSolve 1.3 by Caesum

File Analyse Help
Blue plane 3

8, Get-the-key.txt

B BB WA RHK XXt forensic100, BRXAA T RIELUAR - BIMAEL, FEHBN pcap
BT T, BRI 2K, RAwinhexd—T, FlR—NEHE, FRBN zp

fRIETS 3] key.txt:
SECCON{@INL7n+-s75FrETIVU=72}

9, glance-50

TR —MRERIQItE F, MEIERES? BEREER, KEHTENE—NoEHR, BIFHEER
ERIA
vig-¥



import os
from PIL import Image

def seoaration_gif(gif_file):
png_dir = gif file[:-4] + '/'
os.mkdir(png_dir)
img = Image.open(gif_file)
try:
while True:
current = img.tell()
img.save(png_dir+str(current)+'.png')
img.seek(current+l)
except:
pass

if __name__=="'_main__':
gif_file = '123.gif"’
seoaration_gif(gif_file)

PrEE:

#PHEER . py

from PIL import Image

path = "C:\\Users\\HP\\Desktop\\3Z#4\\Python\\text\\123\\"
save_path = 'C:\\Users\\HP\\Desktop\\3#4\\Python\\text\\"

im = Image.new('RGBA', (2%201,600)) #AIEHEH

imagefile = [] #&FATA KMBBILK
width = @
for i in range(9,201):
imagefile.append(Image.open(path+str(i)+'.png')) #&EfH, ¥EBRLFHREANInagfile

for image in imagefile:
im.paste(image, (width,0,2+width,600)) #¥& & HKIEE) 5 —KE A L
width = width +2

im.save(save_path+'result.png')

im.show()



GEL

10, 4-2
B2 —BAEERZT RN X

Eg gqnlyjtcnzydl z umaujejmjetg geydsn eu z bsjdtx tw sgqtxegc al kdeqd mgeju tw yrzegjsoj zns nsyrzqsx kejd
Ew 1tm fgtk jds kzl tw sgqtxegc m kerr csj jds wrzc kdeqd eu grzuueqzr-qeydsn_eu_gtj_usqmnejl_du

AFENMNTTF, FT —TFHANwriteup, KILR 7 517 Hr

qUIquU BETA

guipgiug is a fast and automated cryptogram solver by Edwin Olson. It can solve simple substitution ciphers often found in newspapers, including puzzles like
cryptoquips (in which word boundaries are preserved) and patristocrats (inwhi chwor dboun darie saren ).

https://quipqiup.com/

Puzzle:
Egz qnlyjtenzydl z umaujejmjetg geydsn eu = bsjdtx tw sggtxegec al kdeqd mgeju tw y¥rzegisoj zns nsyrzagsx kejd gevdsnjsoj
Ew ltm fztk jds kzl tw sggtxegc m kerr csj jds wrzc kdegd euw grzuuegzr—geydsn_eu_gtj_usgmnejl_du

Clues: For example G=R QVW=THE

flag{classical-cipher_is_not_security _hs}

11, misc1

TR —B#E


https://quipqiup.com/

d4e8elf4a0f7elf3alebelf3f4aladdd4e8e5a0eb6ecele7ake9f3baabdcdcdc3dac6fbb9elebb3e3b9edb3b7b7e2b6bledb2b6b9e2blb

LARbase64, RIMLMBAHIK, BELFHE, KMAE 0~9 a~f o it
B, H#E A 16#H=) ascii KL —HEEL ,
HiH ascii R #0128 , Wi RIIX—F 161 HlGH AL Tt FHEAT 128
B E128/5 F AL ascii:
B LR
char = "d4e8elf4a0f7elf3alebelf3f4aladd4e8e5alebecele7ale9f3baadcdcdc3d4c6fbb9elebb3e3b9edb3b7b7e2bb6bledb2b

for i in range(9,len(char),2):
print(chr(int(char[i:i+2],16)-128),end="")

C:\Users\HP\AppData', 1\Programs\Python'Pytho
That was fast! The flag is: DDCTF{9 377h61d:

Pr s finished with

That was fast! The flag is: DDCTF{9af3c9d377b61d269b11337f330c935f}

12, embarrass

THRIRE—A RER, Elinuxt #R—T flag 78 ELASHEIMOGR:

luohao@ubuntu:~/Desktops$ strings './misc_02.pcapng' | grep flag
GET / .php HTTP/1.1
GET / .doc HTTP/1.1
{Good_boy W311l_Done}
{Good_bGy W31l Done}
{Good bO®y W31l Done}
{Good_boy W311l_Done}
<p>Some antivirus programs mistake XAMPP for a virus, typically ging the file xampp-manage
r.exe This is a false positive meaning that the antivirus erroneously identified it as a virus, when
it is not. Before we release each new version of XAMPP we run it through virus scanning software. A
t the moment we are using <a href="http://www.kaspersky.com/virusscanner"=Kapersky Online Virus Scan
ner</a>. You can also use the online tool <a href="https://www.virustotal.com/">Virus Total</a> for
scanning XAMPP or send us an emaill to security (at) apachefriends (dot) org if you find any issue.</
p=
<tr><td class="e">filter.default_ s<f/td=<td class="v"><i>no value</i></td><td class="v"><i=no val
ue</iz<ftd></tr=
<tr=<td class="e"=windows tracing_ s <ftd=<td class="v"=3 </td=</tr=> http log.csdn.netivhkjhwbs

BOBBIHEELRT

flag{Good_bOy_Wa3lIl_Done}

13, EBHRFE

a. XA H TR F R —A . swifE & i S0
b.FH B —AMEEEI TR, Mpotplayer
C.ITIXAN swisC 4 F X A T BATHF

d. AR 98 PR TE B A L AT



Rii A TR IR e B3R £ R 57 Wl R, WY THAIXE A —B base64 :

MHK AR
FREUHK: U1IDe0YzaVpoYWIfa3U0aWxIX1QxMTF9

base64f#igEflag: SYC{F3iZhai_kudile T111}
14, /N/NFIPDF

THTRR—A pdfset , NEFERERBCH, Sfformost 48— T, BHEBEE 2BHRT=KkEHF, &
&—kflagi f:

’ i g LU o B N HAA TR T L e |

Eg G -
T ai DL p e 3 7 4 Fin  WET60
SRR | g 4 g ¢

00000000jpg  00000143jpg  00000160.jpg

SYC{so so so easy}

ZH REFFHATOL B =F pdf KRS

1, HIFKX : pdf : ¥flaglaBAEBRRRTE ) FTE EHERNEN word HEERIEF REEER
flag

2, HFKX : stegano : FIHARLUKENEK 7K flaghs A KB XX F Tl (AEHAKTE) ) £%EH
B txtSCHF R BLAE o



3, mFEKX: /MpHpdf: BAXH ) HEH formost 44 B binwalks) B

15, Cephalopod
THEEG, ZkM ESAF RSP BRFRHE flag RERE R TH—k flag.png:

SHHE) EREE) WMEN BERG) MG oifR) FZEhE) BiEy) FERwW) TR #EH)

AmZ® RE Q &= = Qe QfE

N ERZ ke ~ Cul-/> 7 Figme +

sESHR - BE CIORSHKDE  [ZRE o[t &% || =&

Heo. Tine Seurce Destinatien Frotecol Length Info gl
70 15:18:43.372323  10.0.2.7 10.0.2.10 ceph 169 Client Session Ll
7115:18:43.373461  10.0.2.10 10.0.2.7 ceph 178 ACK | Client Session
72 15: 3.373492  10.0.2.7 10.0.2.10 TCP 66 54924 + 6812 [ACK] Seq=1367 Ack=1704 Win=32768 Len=@ TSval=23..

73 15:18:43.580082  10.0.2.7 10.0.2.10 ceph 75 ACK
74 15:18:43.618204  10.0.2.10 10.0.2.7 TCP 66 6812 + 54924 [ACK] Seq=1704 Ack=1376 Win=35456 Len=@ TSval=27.. g
75 15:18:44.869235  10.0.2.7 10.0.2.10 ceph 315 client Request .
Tag: message (@x07) ~ 08 00 27 4a 44 a@ 98 00 27 da 21 48 08 00 45 @0 ‘1D ‘IH--E
Message Header, Type: C_CEPH_MSG_CLIENT_REQUEST, From: client4137, Fro 01 2d 25 43 40 0@ 40 06 fc 77 @a @0 02 07 0a 00 -%C@-@ W
v client Request, Operation: MDS OP CREATE 02 ea d6 8c la 9c 62 45 6e 70 52 4b 9e bb 8o 18 bE npRK
oldest TID: 3 01 00 19 3¢ 00 00 01 01 ©3 0a 00 @0 5d 16 00 04 2 1

22 92 07 @6 00 00 00 00
00 00 00 18 00 7f @@ 02
00 90 00 20 00 92 00 08
00 00 00 @@ 24 08 a9 9e

MDS Map Epoch: 5
Flags: oxe2
Number of Retries: @

Number of Forwards: @ 95 00 00 20 02 00 00 00
Number of Releases: 1 @0 0O 00 OO 60 00 B0 00
Operation: MDS_OP_CREATE (0x00081301) c1 80 00 00 80 81 0O 00
Caller User ID: @ 00 00 00 0@ 00 00 00 00
Caller Group ID: @ 00 00 00 Q0 00 00 B0 00
Inode: @ oodo @1 01 00 60 00 00 00 00
v Path, Tnode: Gx0000000000000001, Rel: “flag.png" @0e0 2e 70 Ge 67 01 00 00

00 00 01 @@ 00 00 00 00
00 8@ 55 @@ 09 08 55 03
00 90 00 00 00 00 00 00

Encoding Version: oxel
Inode: ©x0000000000000001
v Relative component: flag.png

. od 59 55 55 87 33 3¢ 77 9f YUU - 3<w
Size: 8 00 @@ 6d 23 bl 6b 9e a4 9e mit -k |
Data: flag.png
v Second Path 4
< >
@ 7 Dpata (ceph.string.data), 8 ¥ S48 339 - 2BR: 339 (100, 08) BB Default

WG BER GEREGEHER) Kilflag.ong BEHEIHFAE 75 MR E:

ceph ve27..

...cephclient. kernel_version .4.4.0-62-generic
...entity id....admin2$. .

I ooc
HE 45, 22 B AL, 20 BHE AF, 51 ran(s). ATHH

B3 (7540 bytes) v SRS AT E
Ei: | | [EETF—w]
B BEl Save as-

-
o

Close Help

EFF—: KRBT png P CH: &8 JRIGEIER =) save as flag.png (EEREWIE, FoEHESE
%)



Wireshark - i8Es TCP i (tcp

.stream eq 2) - Cephalopod.pcap

¢ 5500060000000E000000000000550000000000C55550 d+"
..... 10600000001 .00000000. ........G.......

oo oo ol el@: 080 o oo e c o
[| 5253800 0 TS = FEo 0 0 0 0 6o cil=@o 0 o0 ollo
........ l....v.Av. . L8uul. .. =
..a.D. ALK
Qf2.B.<.<...@1

oo 8% | o@o#io o o [| Tt oFllo o o offio « F o 0

R JEHE 2 T flag.png:

HITB{95700d8aefdc1648b90a92f3a8460a2c}

16, hit-the-core

TETRZ—A corextf4:

Na/. | o W80 000EcEBo03([ " 0%o0 0ol lA80 0000000
TP .Vv...C..cl+n...1Q8gE.D.
S P PO, P T 1.)_8.. *.Tuv.ti...=v3.).....j..f [ x I,
._*{Q...y.-b
..y..::LA.D..S>;..w.P.FPt.#.X...:
LW v
129 P AL, 8 MEE AH 8 rurnls).
[ERE (a3 k) vl RTAREEEEH el o / %2 5D
; AECIT -
= | ¢ drrays / | BT
e I¥H whiA | [ 8| [swessw || E | cless || meo |
UTF-16
e i
)5 H winhex T7F, MER B R SKATHEIRK) ToXHE:
00 00 14 00 00 00 24 00 OO0 00 05 A2 SA 5% 00 00 5 GEY
o0 00 00 00 00 0O 00 00O OO0 00 00 00 00 00 04 04
10 00 00 00 01 00 00 00O 00 00 00 00 FF FF FF FF VAR
o0 00 00 00 01 01 00 00O OO0 00 00 00 00 47 07 SE G z
0C FF FF FF FF 14 00 00 00 31 30 30 30 30 30 30 VYV 1000000
30 30 30 31 2E 30 30 30 30 30 30 320 30 01 00 01 O0O001.00000000
22 00 00 00 00O 0O 00 OO OO OO OO OO0 00 23 CB 24 ™ FES
00 00 00 00 00 FF FF FF FF FF FF FF FF 01 00 00 VVVVVVVY
00 23 CB 24 00 FE FF FF FF FF FF FF FF 01 00 00 #ES byy¥yiVvyy
g0 00 00 00 00 00 00 0O 00 01 00 00 00 w"EPN
47 0D OA 1a OA 00 00 00 OD 49 43 44 52 00 00 06 G THDR
D& 00 00 09 BO 08 06 00 00 00 14 S5F FF 77 00 00 O s _yw
00 06 62 4B 47 44 00 FF 00 FF 00 FF RO BD A7 53 bEGD ¥ ¥ ¥ *=8“
00 00 00 0% 70 48 5% 73 00 00 2E 23 00 00 2E 23 pHYs .# .#
01 78 A5 3F 76 00 00 00 07 74 4% 4D 45 07 E1 08 ¥V tIME a
15 0% 03 2% 20 35 7E CB 00 00 00 1% 74 45 53 74 } 5~E tEXt
43 6F €D €D 65 €6E 74 00 43 72 65 €1 74 65 €4 20 Ccrment Created
77 €9 74 68 20 47 49 4D 50 57 81 OE 17 00 00 20 | with GIMPW
00 4% 44 41 54 78 DR EC BD 5% 76 EC CA 8E 24 EA IDATxUikyviEZSa
DO 00 B2 DE 9B FF 60 51 1F 5B 21 91 0OC 92 €E €€ B 2By Q0 [!' "nf



/NENAR /S core:

core XF: Bk (corefile) , W L #ME (core dump) , REMERZSGAEMFERBIFEEESWLILE
ATEY, A R AR hE 2 E] ) A DA KRB R RS ARG B S B — MR S . X E R EERA TR
o

BB EE RGNS ERE S BREREER. EESTUHERPTEIETRREME, WA Lldsh
HWREFRE. IMEMER—BRER —NENFEONFEEEI S, SRS T R LT RIBITHRE
B. ANERFHFREIMENR, XE/BEERTHIEE -A/DMORSEBRT. X RS FEX OE
(core dump) . BFEMIUNIXR GRS HEIGIXFER RS, BIEES], 2P 5] DUREAZ OB AR R P R
4 RIEH

A TF, BRAKEE, KU strings 4 3R UK FRFE

strings 123.core

[JANATANA_
vgAeqacLtgazEigwiXobxrCrtuiTzahfFreqc{bnjrkwgk83kgd43j85ePgb e rwgqr7fvbmHjklo3tews hmkogooyfovbnkaiig7D
rfgh_n kiwutfbeghkoros87kstfb hjiouoes87ptfcv}

HCECT
(qoe
aliases

AL WX — B FRF T KB L KEF8 ZEKER: ALECTF B8N+ 8HEE T 554,
REPUXEFRF: (ARTMIRT, XE#EEL)

data

flag

for i in range(3, len(data), 5):
flag += data[i]

'cvgAeqacltgazEigwiXobxrCrtuiTzahfFreqc{bnjrkwgk83kgd43j85ePgb_e_rwqr7fvbmHjklo3tews_hmkogooyfovbnke

print(flag)

B 3lflag: ALEXCTF{K33P_7H3_g00D_wOrk_up}
17, pure_color

HHR—KABE S , Bdtstegsolve 45— TF:


https://zh.wikipedia.org/wiki/%25E6%2593%258D%25E4%25BD%259C%25E7%25B3%25BB%25E7%25BB%259F
https://zh.wikipedia.org/wiki/%25E8%25BF%259B%25E7%25A8%258B
https://zh.wikipedia.org/wiki/%25E4%25BF%25A1%25E5%258F%25B7_%2528%25E8%25AE%25A1%25E7%25AE%2597%25E6%259C%25BA%25E7%25A7%2591%25E5%25AD%25A6%2529
https://zh.wikipedia.org/wiki/%25E8%25B0%2583%25E8%25AF%2595

|£]
File Analyse Help

Blue plane 0

true_steganographers_doesnt_need_any_tools

| sl ]

flag{true_steganographers_doesnt _need_any_tools}

18, 21

—pngBh , TIAF, U, F winhex TR Xk REER) , E3XFKBH54 89 50 4E 47
R TG RIERITATE, F tweakpng $TH Bk :

Incorrect crc for IHDR chunk (is 932f8a6b, should be 55d5f64f)

3 IHDR Hicrei K B 55 d5 16 4f J5 KB iERIT AT,

BAFHE KO B ERO
WRE crefiinfE HERZ D

import struct
import binascii
import os

m = open("misc4.png","rb").read()
for i in range(1024):
c = m[12:16] + struct.pack('>i', i) + m[20:29]
crc = binascii.crc32(c) & Oxffffffff
if crc == @x932f8a6b: #H CIRMEIHE ML
print(i)

BEFTEAT09, BHFEEATOMHRE N161EH]y 02 c5

)



flag is wdflag{Png_

C2c_u_knOW}

f5flag

wdflag{Png_C2c_u_knOW}

19, Janos-the-Ripper

R IEERE —A BA BRI Butwinhextt KBLR—4 Zip, FHBCA zip
RIERITFETNY, HEBBAEEN : fish

| B ARCHPR 4.54 - 50% - ]
iF) RER Hiij

II]EE’] ZIPRAR[ACE/AR] Kﬁ hi Al
|L- \Users\HP \Desktopymisc100.zip 8h

Advanced Archive Password Recovery iHER:
25 183H0% 7,763,827

Bt 1 |2t 326ms
EISEEOLAD 23,815,420
EAEHMOS fish

+75#EAS 66 69 7368

2019/9/15 17:0 = L v #E
2019/9/15 17:d -
2019/9/15 17:03:46 - LIS LRS!

2015/9/15 17:03:46 - fish' ;E;z/\fc#m-/\ﬁ)&uq v

SaI0S: fish E: 24,261,959 pfs
| 2AetiE: !ﬁ't%ﬂ?hﬂ:
| O%EE = 4, 23t 14,776,336, 2HE: 7,521,593
50%

|ARCHPR version 4,54 (c) 1997-2012 ElcomSoft Co. Ltd.

f# k18 2flag:
flag{ev3n::yOu::bru7us?!}

20, 2017_Dating_in_Singapore
01081522291516170310172431-050607132027262728-0102030209162330-02091623020310090910172423-02010814222930-06
i R L e K !

128 $7, B—BAR FHRENMT, KAWRAAD PR —HKE, KRR 31,
Wiz H i KIS, REMERHE —ME— A e &, REMEE T TR



Calendar for Year 2017 (Singapore)

January February March April
We Th Fr Sa| |Su Mo TuWe Th Fr Sa| |Su Mo Tu We Th Fr Sa| [Su Mo Tu We Th Fr Sa
4 56 7 1.2 3 4 4 1
11 12 13 14 8 9101 4 5617 8
18 19 20 21 12 14 15 16 17 18 11 12 1314 15
25 26 27 28] (19 2122232425 18 19 20 21 22
25 26 27 28 29
30
6:0 120 20:0 25:@ 4011:0 190260 50120 200 28.@ 40 11:019:026:@

May June July August
Su Mo Tu We Th Fr Sa| [Su Mo TuWe Th Fr Sa| |Su Mo Tu We Th Fr Sa| [Su Mo Tu We Th Fr Sa
3 456 2 3 1 4 5
T 9 10 111213 7 8 910 6 7 9 10 11 12
16 17 18 19 20| (1§ 12 13 14 1516 17 13 14 18 19

21 23 24 2526 27
28 3

30 11:019.0 26:@

1% 19 20 21 22 23 24
26 29 30

1.09017.024.@

1
1:09:0 17:( 23.@ 30:0

20 21 23 24 25 26
27 28 30 31

80 150 220 290

September
Su Mo Tu We Th Fr Sa
2
3 o 78 9
10 12 13 14 15 16
Y 2 23
24 26 27 28 29 30

6:0 13:0 20.@ 28:0

October
Su Mo Tu We Th Fr Sa
2 4 56 7
sf 9 11 1213 14
17 16 18 1920 21
28 23 25 2627 28
3

6:012:0 208 280

November
Su Mo Tu We Th Fr Sa
1 2 3 4
6 8 9101
13 1§ 15 16 17 18
1 22 23 24 25
2 29 30

4011.018:@27.0

December
Su Mo Tu We Th Fr Sa
2
3 6 78 9

10 11 1 14 15 16
17 18 14720 21 22 23
24 27 28 29 30
31

3.0 100 18:@ 26:0

1Jan New Year's Day

2 Jan 'New Year's Day' observed

28 Jan Chinese Lunar New Year's Day

29 Jan Second day of Chinese Lunar New Year
30 Jan Chinese Lunar New Year observed

Holidays and Observances:
15 Apr Easter Saturday

16 Apr Easter Sunday

1 May Labour Day

10 May Vesak Day

25 Jun Hari Raya Puasa

9 Aug National Day

1 Sep Hari Raya Haji
18 Oct Diwali/Deepavali
24 Dec Christmas Eve
25 Dec Christmas Day

flag:

HITB{CTFFUN}

21, 41

fRIEEE—kE H, HFformosty B RK— E%EE, EEST
B3 Wk “—F WEBRA, fI—Atips.txt K& 48 day2.png Ft dayl.png £ 7 A

R—FHER KN, HKENH,
HZERBUE KE:

python2 bwm.py decode

B EKED:

dayl.png day2.png flag.png

00000

D0000¢

“;ﬁ@”




22, & KModbus
Modbus 2 — i & 17 :
Modbus i 24 8 77 7E F T 85 1§ AR FoAt ST HE P 1) 2% I R4
K% HModbus i #1815 @i & M Y B kAT

Fiwireshark 5T AR E R, BEEE SHFTR + #BE sctf ZRFH HEHXK:

S o g mem = -

e

192.168.130.1 Modbus... 1@3 Response: Trans: 1; Unit: 1, Func:  3: Read Holding Re..

192.168.130.130 TCcp 54 62234 > 502 [ACK] Sea=23353 Ack=32694 Win=525312 |en=a -
~ @@ 50 56 cO @@ @8 PO c 29 @2 23 7c @8 08 45 @@ PV )-#]--E
@e 59 7c 1f 40 00 40 @6 38 ab ce a3 82 82 c@ a8  -Y|-@-@ B
1g Registers (3) 82 e1 01 f6 f3 1a ab 23 64 c6 fd ff of 46 50 18

@@ e5 c9Y ba €9 @0 @0 @1 0 00 00 2b el @3 28 ee

73 0@ 63 90 74 @0 66 00 7b @@ 45 0@ 61 @0 73 @0

79 @@ 5T 00 4d @0 64 0@ 62 @@ 75 0@ 73 @0 7d ee
0060 @@ [Ny 00 ee 0o @0

1s]

B2 sctf{Easy Mdbus} =R E EMRER

IE#Z R : sctf{Easy _Modbus}

23, 51

Re—A NHNESCHERBM X, A file 28— T Ex£&%A N data ,
EHANEE, KERFEHM xortool TR

S22k key: GoodLuckToYou


https://zh.wikipedia.org/wiki/%25E9%2580%259A%25E4%25BF%25A1%25E5%258D%258F%25E8%25AE%25AE
https://zh.wikipedia.org/wiki/%25E4%25B8%25B2%25E5%258F%25A3
https://zh.wikipedia.org/wiki/%25E4%25BB%25A5%25E5%25A4%25AA%25E7%25BD%2591
https://zh.wikipedia.org/wiki/%25E4%25BA%2592%25E8%2581%2594%25E7%25BD%2591%25E5%258D%258F%25E8%25AE%25AE
https://zh.wikipedia.org/wiki/EIA-485

root@ubuntu: fhome/luohao/Desktop# ls

1100 123 misc_02.pcapng outguess
root@ubuntu: /home/luohao/Desktop# xortool 123
The most probable key lengths:

Key-length can be 3%*n

st poss € s the key!
root@ubuntu: /home/luohao/Desktop# xortool 123 -1 13 -c 20
1 possible key(s) of length 13:

Found 1 plaintexts with 95.0%+ valid characters
See files filename-key.csv, filename-char_used-perc_valid.csv

Hp-BREEEAKE, cRIUARXERN TR IIMTERELRE, LWOIXANE-BREZH
(20) , —EHIXCH—#Z00

RJE AT B

import os

c = open("123",'rb"').read()
key = "GoodLuckToYou"
def xor(c,k):
keylen = len(k)
res "
for pos,c in enumerate(c):
res +=chr(ord(c) ” ord(k[pos % keylen]))
return res
print xor(c,key)

NFRR R s

xortool T &,



xortool.py & & T python I jii4, FHT 5E—xorstr, HBHE:

o JEtEkeyHIKE
o J5iEkeyHIfH
o fRER— L2 T xoe 2 I SCA

24, can_has_stdio?

FTH A R — K H brainfuck® 3¢, 7E£:f#1515 Blflag

25, MISCall
AEERH A, HkaliE—T, KMAbzip23 M, Er4A 123.bzip2

:~/desktop/share# file 123

123: bzip2 compressed data, block size = 900k
~/desktop/share# mv 123 123.bzip2
:~/desktop/share# 1s

123.bzip2 kali.jpg

:~/desktop/share# tar xvf 123.bzip2
ctf/
ctf/flag.txt
Lgit/
.git/description
.git/refs/
.git/refs/heads/
.git/refs/heads/master
.git/refs/stash e
.git/refs/tags/ blog.csdn.netivhkjhwbs

R T —AMalg tt>CHEf gitse %, flag.txtd & A flag

ZX A qit stash BEAT YK DL R & e/ B 1 SC A4

BEtICF, ST —MNRIE AR, ERXA AL
desktop/share/ctf# git log

commit be n953b 2f98ab59b10 yc42afe5abc (HEAD

Author: Linus Torvalds <torvalds@klaava.Helsinki.Fi=>
Date: Thu Jul 24 21:16:59 2014 +0200

Initial commit

BEBUEIIR, BEFFIRTH —FiLk

:~/desktop/share/ctf# git stash list

-> master)

stash@{0}: WIP on master: bea99b9 Initial commit

B3 — T 53R B A7 Al SO


http://tool.bugku.com/brainfuck/?wafcloud=2

:~/desktop/share/ctf# git stash show
flag.txt | 25

5.py | 4
2 files changed, 28 insertions(+), 1 deletion(-)

T SR E
BHEWAT git stash apply B, < &R 3CHFER B3h& ik, 7] UL IEfag. txt BB B Hu4T

:~/desktop/share/ctf# git stash apply
error: W THXHEMNAMBUARTHRSHEFES
flag.txt
FEEHMNREZRINEEMENR.
IE 7 £2 IF
:~/desktop/share/ctf# rm -rf flag.txt
‘'desktop/share/ctf# 1s
:~/desktop/share/ctf# git stash apply
master

--staged <X #>..." LEEEZF)

BAEFUERTNTE :
(A "git add <x#>..." EMERZMAE)
(M "git restore <¥ff>..." EETHEWHD )

.csdn.net/ivhkjhwbs

1217s.py 18 Zlflag:

NCN4dd992213ae6b76f27d7340f0dde1222888df4d3

26, 3-1

XA FwinhexdT K &rarsC sk, E& S hrar, BERKIER N LR ++_ ++030, AIRERITH, K
MXR—MRER, FRBN .pcap, HwiresharkiTF,

AT THR PR/ E flag,
H®EB T — flag.rarsc s,

GET /flag.rar HTTP/1.1
User-Agent: Wget/1.14 (linux-gnu)
Accept: */*

Host: 10.1.10.61:8000

Connection: Keep-Alive

HTTP/1.0 200 OK

Server: SimpleHTTP/@.6 Python/3.6.0@

Date: Wed, @2 Aug 2017 @2:53:59 GMT
Content-type: application/octet-stream
Content-Length: 169

Last-Modified: Wed, @2 Aug 2017 ©2:46:46 GMT

.......... v...U..<..... ,7RZ....flag.txte.....-m.1
20®s=00|[Wedrozn"n0c0c00000300003 Jy.K.;
..... (e 5 c s@ RO 0 Loifi 2o Tocofz0c oz 0caf{Zocs " c0csccocsczo sczalMliocs

XY SHOAFETR RN flag.rar, BEA—A flag.txt>e
fRERIFEERN, RAWMEER
LSk EN, RMET—DFHRF (FE6A F, FHT —LEEHRS, FM—Bpythonin# Kz



...rrocoott

... localhost login:

Password: jfm

Last login: Sun Jul 23 10:49:11 from 10.1.10.61
[roct@localhost ~1#

[root@localhost ~1#

[root@localhost “1# 1lss

. [om. [01; 34metf. [On
[01; 34nthread_syn. [On
anacenda—ks.cfg . [01;31nflag. rar. [On
[01; 34nVundle. vim. [On
[root@localhost “1# ccdd

flag. txt
flag. txt. 1 . [0
cc i/
[root@localhost ctfl# cedd wr ireshark/
[reot@localhest wiresharkl# 1lss

1 2 38 test

[root@localhost wireshark]# ccaatt 11

Rar!.
flag. txt0

o nEr.. z
lo+ho L 4sogH ]l

1%aaFTsQ0Kr +hvZshl ZsmAUQEaTGTTsULEUEbWSajE():[Iroot@lcca

PING baidu. com (111.13.101.208) 56(84) bytes of data.

64 bytes from 111.13.101.208 (111.13.101.208): icnp_se;
64 bytes from 111.13.101.208 (111.13.101.208): icnp_se;
84 bytes from 111.13.101.208 (111.13.101.208): icnp_se;
84 bytes from 111.1%3.101.208 (111.13.101,208): icnp_se
L.

——= baidu. com ping statistics ——
4 packets transmitted, ¢ received, 0% packet loss, tim
rtt minfaveg/max/mdev = 31.921/33. 067/34. 784/1. 155 ns

r.2...u¥Q. ... [root@localhost

. [01; 34ngit. [Om . [01;34nipe. [On test. txt

1;34ninage. [0n . [01,34nsignal. [On . [0134nthread. [On

...uf0.Bné=i.5..%....48.. ...xj.".
wireshark]# ccaatt 22

lhost wireshark]# ppiinnzg bbaaiidduu. . cooonm

o=l ttl=48 tine=33. 4
=2 tt1=48 tine=32.1
tt1=48 tine=34.7
0=4 tt1=48 tine=31.9

ms
ms
ms
ms

e 3037ns

[reot@localhost wireshark]# ccaatt 33
v
A 485, 107 BOR AE 121 BAE HH, 202 vaen(s) SHEBHE.
B4 TE (2696 bytes) v SRARELIES ASCIT -
B | |[ET—tw]
i $TEN Save as 3R [El Close Halp

from Crypte import Random

from Crypto.Cipher import AES

inport sys

inport hasefid
IV = *QWERTYUIOPASDFGH

def decrypt(encrypted) :

aes = AES.new(IV, AES. NODE_CEC, IV)

Tetwrn aes. decrypt (encrypted)

def encrypt(messaze) :
length = 16

count = len(message)

" padding = length — (count % length)

message = message + \0' * padding

aes = ABS.new(IV, AES.MODE_CEC, IV}
return aes. encrypt(nessage)
str = 'this is a test’

exanple = encrypt(str)

print (decrynt (exanple))

HEE g48. 107 IR HE. 120 BEE AE. 208 runls) SR
E4F1E (2696 bytes)

~

BRIFEFHES AsCII

= 7

- |

|ERT— @]

IR

TED Close Help

=

Save as~




from Crypto import Random
from Crypto.Cipher import AES
import sys

import base64

IV = '"QWERTYUIOPASDFGH'

def decrypt(encrypted):
aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.decrypt(encrypted)

def encrypt(message):

length = 16

count = len(message)

padding = length - (count % length)
message = message + '\@' * padding
aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.encrypt(message)

str = '"this is a test'

example = encrypt(str)

print(decrypt(example))
XRE—BINEMA, %R 19aaFYsQQKr+hVX6hi2smAUQ5a767TsULEUebWSajEo=
FRENE, BESD.
passwd={No_One_Can_Decrypt Me}

fiRa% flag.rarfg 3| flag:

WDCTF{Seclab_CTF_2017}

27, EAERNEE

R—KE R, ZEAUEHforemost B — T, BB H SRR
i tstegsolve EE—T,

RILT — 5k “4EA5:

He 2 — B 163 -



HIBER S

H30% B

hii 75 Rt

e [
Auio

HHBlwinhexd, BT H1.pyFRrH:

0 1 2 3 4 5 6 7 8 % A B C D E F
03 F3 0D 0A 79 CB 05 58 63 00 00 00 00 00 00 00 6 yE Xc

00 01 00 00 00 40 00 00 00 73 OD 00 00 00 €4 00 @ s d
00 84 00 00 S5A 00 00 €4 01 00 53 28 02 00 00 00 » 2 d s(

€3 00 00 00 00 03 00 00 OO0 16 00 00 00 43 00 00 < c
00 73 78 00 00 00 64 01 00 64 02 00 64 03 00 64 sx d d d d
04 00 64 05 00 64 06 00 64 07 00 64 03 00 €4 08 d @ a a 4

00 64 09 00 €4 DA 00 €4 06 00 64 OB 00 64 02 00 d d d d d
€4 07 00 €4 08 00 64 0C 00 €4 0C 00 64 0D 00 €4 d A4 d d d d
OE 00 €4 09 00 €4 OF 00 €7 1€ 00 7p 00 00 €4 10 d d g } 4
00 7D 01 00 78 1E 00 7C 00 00 44 5D 16 00 7D 02 ¥} x | DI 1}
00 7c 01 00 74 00 00 7¢ 02 00 83 01 00 37 7D 01 (R

00 00 00 4E 65 66 00 00 00 €% 6c 00 00 00 65 €1
00 00 00 69 67 00 00 00 6% 7B 00 00 00 69 33 00
00 00 €9 38 00 00 00 €9 35 00 00 00 69 37 00 00
00 69 30 00 00 00 €9 32 00 00 00 €9 34 00 00 00
69 31 00 00 00 €9 €5 00 00 00 €9 7D 00 00 00 74
00 00 00 00 28 01 00 00 00 74 03 00 00 00 €3 €8
72 28 03 00 00 00 74 03 00 00 00 73 74 72 74 04
00 00 00 €6 6C 61 67 74 01 00 00 00 69 28 00 00
00 00 28 00 00 00 00 73 04 00 00 00 31 2E 70 79
52 03 00 00 00 01 00 00 OO0 73 OA 00 0O 00 00 01
48 01 06 01 0D 01 14 01 4E 28 01 00 00 00 52 03
00 00 00 28 00 00 00 00 26 00 00 00 00 28 00 00
00 00 73 04 00 00 00 31 2E 70 79 74 08 00 00 00
3C 6D 6F 64 75 €C €5 3E 01 00 00 00 73 00 00 00

EXR—A pycXX ., AR 1.pyc BuEkalif#AT kB, BE1.py X

uncompyle6 1.pyc >1.py

BE1.pyCH:

uncompyle6 version 3.5.0

Python bytecode 2.7 (62211)

Decompiled from: Python 3.7.4+ (default, Sep 4 2019, 08:03:05)
[GCC 9.2.1 20190827]

Embedded file name: 1.py

Compiled at: 2016-10-18 15:12:57

def flag():
str = [
162, 1e8, 97, 103, 123, 51, 56, 97, 53, 55, 48, 51, 50, 48, 56, 53, 52, 52, 49, 101, 55,
flag 3
for i in str:
flag += chr(i)

print fl

RIAR—ANEE, AVIMERAFEM— flag O HAXANERE, REPTEANEAHRSBflag:

flag{38a57032085441¢7}

28, banmabanma



ML E R, L2 —B &#Y, HEBERKEBELED
K178%3]: FLAG IS TENSHINE

flag: flag{TENSHINE}

29, AT BE T R S K

KRR B, TEL % 57 B i Kfag

(1) BEMAAIEH oursecretix M RETEIE, SAJE BB BN E ) 3519,

B —FERE, RIR EH TN AN SRR 0405111218192526 , AREHEI—A- try.zip3c i

Make your secrefs invisible in just 3 easy steps !

ret

[ R UNHIDE
- Step 1: Select a carrier file D Step1: Specify a carrier file IL/ I

[ No carrier file selected [ greenjpg Size: 260610 bytes
Step 2: Add/remove file or message Step 2: Enter password

®ada | Bhemove [serssrenssrences ‘

T Name Size (k] ~A
i e Unhidel ouble click to save)
Type Name Size (k)
File try.zip 1
< >
Step 3: Password |:|
s I ’

& e M r)

(2) fREtry Zp RIMFEEN, FIHT RIRR:

FIITVEN TS -0 IRYASY T Ll [STEL

A 8 uy.zip - ZIP BB, AN 689 (5T
Z5E -~ s HsE EE Exras CRC22 {RENIEcoffecHIEHEE 4 -0
[ ¥
ﬂﬂag.zip * 592 604 WIinRAR ZIP B48f8 2017/4/20 15.... CC9B3374
readme.txt * a7 109 377 201774720 14:... BAS59D7...
coffeefi&H,

BEAERT, HBEW 4%y
BB R: 19950822

(3) BRIEEHRE WA flag.Zp®EEH, HBSCRE, BH2FG: Y29mZmV



B ARCHPR 4.54 - 0% — X ‘
W) RER)  EEIH)

2R84 2

HIEER) ZIP/RAR ACE/AR] Kﬁz B e il
“L- \Users\HP\Desktop\flag. zip I BR=r

O4EmhiEs!

Advanced Archive Password Recovery hiH{E B
Si0g n/a
S iE 3m 18s 307ms
EISREOS A nfa
EAEHINS Y 29mZmvi 4
Aol Sy 59 32 35 6d 52 6d 56 6¢ a
b 377... V Wi
2019/10/22 20:37:47 - Y29mZmVI' Ex AT HRI— 1 ERO0S v
éi ] EI :’ nfﬂ 331;!]5 nfa
e gl 1h 54m 9s
BﬂKI&ﬁETﬁ‘h , nlt#alilﬂ"(fﬁ 9 ’J‘ﬁE]
0%

ARCHPR version 4,54 () 1997-2012 ElcomSoft Co. Ltd.

(4) XBEBEWHA XM, flag.zip XFEEEW
H ARCHPRIZ#: BT, a7 SXHBAME, HRP%2 Zpthins
¥ 01 BCh 00 fR7E, MRS Eflag.txt

S0 4B 03 04 14 00 00 08 08 00 66 76 94 4A 7D AF | PK w73y
72 SF 1E 00 00 00 1E 00 00 00 08 00 00 00 66 &C r¥ £1
61 &7 2E 74 78 74 2B 4C 4% 29 28 2C CF 2B 48 2E  ag.txt+LI) (,I+H.
C8 49 CD 53 2D 28 02 BZ E3 AB E3 AB AA B4 52 1c EIfs-( *a«a«* R
D2 0B 6B 01 50 4B 01 02 3F 00 14 00 [01)f§ 08 00 & k PR 2

€6 76 94 4A 7D AF 72 9F 1E 00 00 00 1E 00 00 00 f£v”J} r¥

08 00 24 00 00 00 00 00 OO0 00 20 00 00 00 00 00 $

00 00 66 6C 61 67 2E 74 78 74 OR 00 20 00 00 00 flag.txt

00 00 01 00 18 00 Ee FC D6 7E A2 B% D2 01 2C E6 F0~¢10 , &
57 €5 82 B% D2 01 2C E6 57 €5 82 BY D2 01 50 4B We, 0 ,&We, 0 PK
05 06 OO0 00 00 OO0 01 00 01 00 SA OO0 00 0O 44 00 Z D

qddpgwnpcplen?prawn_{_zz*d@ga}

(4) BEWRT, FEMH, hnflagls b ERH,

HEW R R MZEN 2B B3 gwir{ddneq_@dpnwzgpc%nzqqpp_*}
(5) H#AT JBUER B 3flag:

flag{ssctf_@seclover%coffee *}

30, simple_transfer

BE—AMREQ, 7, HHNEFERERTKRODME, 2-EFE

HE EHFTRPER FHEfag, RET—ANME, BER, BRAGHER
Bhd ok, BE, £TEELEASRES, RIHE NFS i, WEH KT,
RILFES A FFRF A file.pdf



4297 61.
4298 61.
4300 61.
43e1 61.
4303 62.
4304 62.
4306 62.
4307 62.
4308 62.
4314 62.

844642
844943
845705
845888
583091
583488
583621
583814
583851
584232

10.08.2.
10.9.2.
16.09.2.
10.08.2.
10.0.2.
10.09.2.
10.08.2.
10.0.2.
10.09.2.
10.08.2.

(SR ST ST S S ST S SR S

B os0UE LV E WL B WG

10.0.2.4 NFS
10.0.2.5 NFS
1¢.0.2.4 NFS
10.0.2.5 NFS
10.0.2.4 NFS
1¢.0.2.5 NFS
10.0.2.4 NFS
10.0.2.5 NFS
1¢.0.2.4 NFS
10.0.2.5 NFS

FHAOATHR REA file.pdf
ERBITAIF RS, ATRER T HREHAH 8,

HTH#E A foremost 45 MER, 4EE2 T —/pdfscf4:

218 va
266 V4
21e va
266 V4
23e va
122 v4
242 va
13e va
174 v4
114 va

call (Reply
Reply (call
Call (Reply
Reply (call
Call (Reply
Reply (cCall
call (Reply
Reply (cCall
Call (Reply
Reply (call

In
In
In
In
In
In
In
In
In
In

(maH,

4298) GETATTR FH: ex@163bd75

4297) GETATTR

4301) GETATTR FH: @x@163bd75

4308) GETATTR

4304) LOOKUP DH: ©x©163bd75/file.pdf
43@3) LOOKUP Status: NFS4ERR_NOENT
4307) SETCLIENTID

4306) SETCLIENTID

4314) SETCLIENTID CONFIRM

4308) SETCLIENTID CONFIRM

TREEET )

HITB{b3d0e380e9c39352¢c667307d010775ca}

HITB{b3d0e380e9c39352c667307d010775ca} HiEHRAT

31,Just-No-One

REERMARAR T, XEA R DEERAR

g Setup

Password
This installation is password protected.

Password:

Please provide the password, then dick Next to continue. Passwords are
case-sensitive.

< Back Next > Cancel

WHEM:

23848 Finnounp L B & E 466,

innounpf B M A hk: http://innounp.sourceforge.net

innounp.exe -x setup.exe

TEAE = exextfF, MM, EREMERL, BRI Epassword:


http://innounp.sourceforge.net/

il

%
{app} 2018/1/14 15:46

[ innounp.exe / 2016/4/11 10:57

| install_script.iss

13 Y11 r
1;J setup.exe g . 0o

E Cmder

A innounp.exe -x setup 2
; Version detected: 5500

#1 {app}\binie.exe
Reading slice C:\Users\CTF\Desktop\CTF\misc\se
#2 {app}\binie.c

3 install_script.i

AR R iinstall_script.issH & I 2551 &
; PasswordHash=888e209e5d76a3135d04b8baccabd7936a0dd376
; PasswordSalt=0e559522ecf62077
{8 F hashcatf# % 13 2| % 15 4: 1234567

HSLPr EHBEAHAM, BFREEITITREMETH

\soft\Binathlon 10\bin10.exe - o X

BARRIMBLER T flag

RERR T, BAEEARSKELT, 887 ZRPEmMIRE EH flag MAREKIRE, RIERMAR

'|'¢E= Setup - Binathlon 10

License Agreement \ )

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

EULA SHALL NOT EXCEED THE PRICE PAID FOR THE SOFTWARE, IF ANY. IN NO A
EVENT SHALL MORE SMOKED LEET CHICKEM OR. ITS SUPPLIERS BE LIABLE TO

YOU FOR ANY CONSEQUENTIAL, SPECIAL, INCIDENTAL OR INDIRECT DAMAGES

OF ANY KIND ARISING OUT OF THE USE OR INABILITY TO USE THE SOFTWARE,
EVEN IF MORE SMOKED LEET CHICKEN OR ITS SUPPLIER HAS BEEN ADVISED

OF THE POSSIBILITY OF SUCH DAMAGES, OR ANY CLAIM BY A THIRD PARTY. 7.
RENTAL. YOU MAY NOT LOAM, RENT, OR LEASE THE SOFTWARE. 7A. YOU MAY
SUBMIT THIS TO GET TEN POINTS: [EeJy=gi=CieaTe=NIEA=. 8. UPGRADES. IF

THE SOFTWARE IS AN UPGRADE FROM AN EARLIER RELEASE OR PREVIOUSLY
RELEASED VERSION, YOU NOW MAY USE THAT UPGRADED PRODUCT ONLY IN
ACCORDANCE WITH THIS EULA. IF THE BINATHLON 10 SOFTWARE PRODUCT ¥

©I accept the agreement
()1 do not accept the agreement

< Back | Next > Cancel




WRAE S XHiRflag: HEAMER, HEEEXMHEA,
ILOVEREADINGEULAS

32, warmup

B, PISURMB, BKE

%e%% open_forum.png 454 open_forum.zip, RGN (X BRICEBAF, FHERLEARSE, REE
™

RERE, WKER, AEKEREBUKE: (A B S XgithubEmE#K)

python bwm.py encode fuli.png fuli2.png res.png

flag{bWm_Are WOnderfu1}

33, Erik-Baleog-and-Olaf

Epngsk, FE&BCN .png

i stegsolve ¥TFF KILLE P IHFINANKI T, H AR 40D, W8] — 3K RIE 1 456D
A #BETAEANE:

BHEH, AAHK,
X sk E G stegsolved , HREI—KEFENE R, RETR

m
kS

H#EB Blflag: flag{#justdiffit}



34, Py-Py-Py
REeUifE M, 55— L2 7E pyc/pyosXfFeh BaiElfs B i
TFARIIR B8 pycSCf st kalith 4w i%N pySCiF

uncompyle6 123.pyc > 123.py

IR =K ik b
AKT, BHAHB—H,

if _name__ == '__main__"':
while True:

flag = raw_input('Please input your flag:')

if flag == crypto(fllag, 'decode'):
print('Success"')
break

else:
continue

E3, flag == crypto(fllag,'decode’)
HEEX—B RBEMERT  #in—4a] print crypto(fllag,'decode’)
RIERRK flag K1 The challenge is Steganography, BEERZAK, tnflag(HR TR %}

C:\Python2T\py : sers/HP /Desktop/>

The challenge 1s § hy

Process finished with exit code 0

XAENEELE hiRERE,
EMEMR T —TF, EFUFE pycXfHH7iE+ R 5 B HkRE TR,

FEEH 3 stegosaurus XA T H, githubHH,

python3 stegosaurus.py -x 123.pyc

zauruz—mazterﬁztegﬂsaurus—master python3 stegosaurus. py

: Flag{HiD3_PalOad_ln Python}

Flag{HiD3 PalOad_1n_Python}

35, reverse _it

BUGE winhex X B SUIF png MEHRE#T T BE, (XEMTERE, FHHTEE)



%6 78 CB 00 OO 00 41 00 OO OO0 20 00 23 10 27 00  -=E A # '

0o 00 %1 00 OOQ 0O Z0 0O 13 10 00 OO0 20 00 10 0O N

o0 00 30 00 B2 10 A€ 00 0O OO0 10 OO 00 00 30 0O o, i E
Bl 10 Z¢ 00O 00 OO 10 0O 00 OCQ 50 00 A1 10 00 00 % & E

10 00 10 00 OO 00O 30 00 21 10 70 OO 80 00 00 0O 0 !'p e

22 00 D4 D4 00 00 €€ 96 87 54 2D 00 1E FF 00 00 ¢ && f-37— ¥
54 00 54 00 10 10 10 00 &4 54 64 R4 - d”d= ¥

v

B B R RN png, BB —KIEEKIE A
{Yxa3_nido}N02232

BIEE A E k.

SECCON{6in_tex7}

SO E

def swap_nibbles(byte):
return ((byte << 4) | (byte >> 4)) & oxff

= open('1234', 'rb")

= open('1234.txt"', 'wb')

.write('"'.join(map(chr, map(swap_nibbles, map(ord, i.read()[::-1])))))
.close()

.close()

O H O O K

B Fr #

import sys
from PIL import Image

i = Image.open('1234.jpg")
o = Image.new(i.mode, i.size)
idata, odata = i.load(), o.load()
for y in range(i.size[1]):

for x in range(i.size[@]):

odata[x, y] = idata[i.size[@] - x - 1, V]

o.save('qwe' + '.jpg')

36, mysql
Bor: BATEMysqIBHEEHFR T flag, BERERCLECMERT . REEIR EIKflaghd ?
2 1, A undrop-for-innodb % & mysql#sk il i 35

undrop-for-innodb ZEgithub -4,



git clone https://github.com/twindb/undrop-for-innodb
cd updrop-for-innodb
make

PUPE SN
make : bison & AKIH, WFEEZHE bison

apt install -y bison

RIEBEIIT make frd 23

(XERBEFE - XKAXME, RREEFEHICE—T)
BERA - TEEKERNDEEZMS: —4fibdatatBdE i, —HBERENBIBEERNESEH
fEstructure.sqlHE 2| T RIIE M :

CREATE TABLE ‘user” |
*id® smallint(5) unsigned NOT NULL AUTQO INCREMENT,
‘name” wvarchar({ '} NOT NULL,
‘password’ wvarchar(i’) NOT NULL,
PRIMARY KEY (" id")
} ENGINE=InnoDB AUTO INCREMENT=: DEFAULT CHARSET=utff;
/*140101 SET character set client = @saved cs client
/*140103 SET TIME ZONE=@QLD TIME ZONE */:

7 mysqISC i E il 2 A S fFibdata 1 Ui, BERNFEZWXHHRE T

XERWET —A XK, backup, RJEIEHEM IR LA B H#E

c_parser , dictionary , stream parser , structure.sql, ibdatal
(1D @ Bl

B4, B TFmysqléinnodbIxh %R 8 FI B+treeZ 51 7E 7 $U4E %% 6] SCfribdatat &, LA & EAE A
stream_parser T B #E4T R :

./stream_parser -f ibdatal

:~/document/undrop-for-innodb/backup# ./stream_parser -f ibdatal
Opening file: ibdatal
File information:

ID of device containing file: 2049

inode number: 2102140

protection: 100755 (regular file)

number of hard links: 1

user ID of owner: 0

group ID of owner: Q

device ID (if special file): [0}

blocksize for filesystem I/0: 4096

number of blocks allocated: 36864

time of last access: 1571886241 Thu 24 11:04:01 2019
time of last modification: 1571886241 Thu 24 11:04:01 2019
time of last status change: 1571886241 Thu 24 11:04:01 2019
total size, in bytes: 18874368 (18. MiB)

Size to process: 18874368 (18. MiB)
All workers finished in @ sec

TS, FTLAERIE H R T AR — 1 pages-ibdatal H%, HPFEEWANTFEHR, —MRAEERIHFN
FHEWEAFR, H—MREEMHREYPERE H *:



ges-1bdatal
FI; PAGE_INDEX

FIL_PAGE_TYPE_BLOB Z2E ( bobao.360cn )

RATFEHEERENRE AT B RURGHEET AR, BARNEREOEIERERE, KhE—1
T3CH (0000000000000001.paged HALEHiA Bk B HIF IS BAMRINRZIE R, K— Bdezi, o
L4 I35 440 — AN A recover_dictionary.shié 5 i 28 8] — Mestili fE L AN R, X ELAL R HUSR
T.

(2) @ XA

BRI E S A EREERNRIMER, BABMTEELRTE, URNmysq &l fEdE, &Ly
REIR B ER B I EIE. c_parser LA LARIRMEMNT T, Al & BRMOZTOUFR— DN NERGH GREHD .

T HR BHX T A AMdictionary B3, BEHEMEEHETFHRABMERREN, WHRGENTE —NICHRREHE
SYS_TABLES.sql32 /4

./c_parser -4Df pages-ibdatal/FIL_PAGE_INDEX/0000000000000001.page -t dictionary/SYS_TABLES.sql | grep ctf

:~/document/undrop-for-innodb/backup# ./c_parser -4Df pages-ibdatal/FIL PAGE_INDEX/00000000000000
01.page -t dictionary/SYS TABLES.sql | grep ctf
000000000506 07000001350221 SYS TABLES "ctf/user" 13 3 1 0 0 "
0

000000000506 07000001350221 SYS_TABLES "ctf/user" 13 3 1 0 0
0

SET FOREIGN KEY CHECKS=0;

LOAD DATA LOCAL INFILE '/root/document/undrop-for-innodb/backup/dumps/default/SYS_TABLES' REPLACE INTO TAB
LE "SYS TABLES® CHARACTER SET UTF8 FIELDS TERMINATED BY '\t' OPTIONALLY ENCLOSED BY '"' LINES STARTING BY
'SYS _TABLES\t' ("NAME', ‘ID', 'N_COLS', ‘TYPE', "MIX ID', "MIX LEN', ‘“CLUSTER _NAME', ‘SPACE");

-- STATUS {"records expected": 7, "records dumped": 3, "records lost": true} STATUS END

000000000506 07000001350221 SYS_TABLES "ctf/user" 13 3 1 r_@ N¢k#:+"
0 I UV NWDS

Z i F c_parser T B AT 848 B R R 5115 B U8 BAVAB B R B 1A Ktk e
BAE R userXNMRIRFIMEN 13, BERXANRIME, BRI —KREEAZuserRTERRIGER

ZR KIS HIAE " dictionary/SYS_INDEXES.sql"SUAFH AT LAE B, T LR L ) 508 TS 2 58 =N Hi I
0000000000000003.page

./c_parser -4Df pages-ibdatal/FIL_PAGE_INDEX/0000000000000003.page -t dictionary/SYS_INDEXES.sql | grep 13

:~/document/undrop-for-innodb/backup# ./c_parser -4Df pages-ibdatal/FIL_PAGE_INDEX/06000000006000
03_page -t rh'r"‘rw‘nnar\‘lf‘;v‘; TNDEXFS qr!'l \ grep 13

600000000506 07000001350145 SYS_INDEXES 13 15 "PRIMARY" 1 3 0 42

000000000506 07000001350145 SYS_INDEXES 13 15 "PRIMARY" 1 3 0 42
94967295

SET FOREIGN_KEY_CHECKS=0;
LOAD DATA LOCAL INFILE '000000000506 07000001350145 SYS_INDEXES 13 15 "PRIMARY" 13
0 4294967295

/root/document/undrop-for-innodb/backup/dumps/default/SYS INDEXES' REPLACE INTO TABLE "SYS_INDEXES® CHARAC
TER SET UTF8 FIELDS TERMINATED BY '\t' OPTIONALLY ENCLOSED BY '"' LINES STARTING BY 'SYS INDEXES\t' (' TABL

ID', 'NAME', ‘N_FIELDS', ‘TYPE', ‘SPACE', "PAGE_NO'); \ netvhkihwbs

XELE|—%user WRFIER, HEmMysql FEFHIRIMEN 15, WRIMESR S MK HHE T+, BI77 4k
T RS K2



BEAC BRATTEE R R B R 51 0 ML B T BEAT T (S — ARSI Z L, RALHEWREER
FX D » AT IRAEYT BT BEh N KIHEE:

./c_parser -5f pages-ibdatal/FIL_PAGE_INDEX/0000000000000015.page -t structure.sql | more

AL ORI TR ST DL GL LY X Bl . /c parser -5f pages-ibdatal/FIL PAGE INDEX/00000000000000
5.page -t structure.sgql | more
SET FOREIGN KEY_ CHECKS=0;
LOAD DATA LOCAL INFILE '/root/document/undrop-for-innodb/backup/dumps/default/user' REPLACE INTO TABLE "u
er’ CHARACTER SET UTF8 FIELDS TERMINATED BY '\t' OPTIONALLY ENCLOSED BY '"' LINES STARTING BY 'user\t' (°
d*, “name’, “password’);
-- STATUS {"records expected": 8, "records dumped": 8, "records lost": false} STATUS END
-- Page id: 307, Format: COMPACT, Records list: Valid, Expected records: (4 4)
000000000503 54000001340110 user 1 "root" "63a9f0ea’bb98050796b649e85481845"
000000000503 8400000134011A user 2 "guest" "elOadc3949ba59%9abbe56e057f201883e"
000000RE0503 84000001340124 user 3 "test" "098f6bcd4621d373cadedeB832627b4f6"
000000000503 8400000134012E user 4 "flag" "71e55075163d5c6410c0d9eaed499c977"
-- Page id: 307, Found records: 4, Lost records: 6, teaf pager LS
-- Page 1id: 307, Format: COMPACT, Records list: Valid, Expected records: (0 0)
-- Page id: 307, Found records: @, Lost records: NO, Leaf page: YES
-- Page id: 307, Format: COMPACT, Records list: Valid, Expected records: (4 4)

5 3flag:

71e55075163d5c6410c0d9eaed99c977

S5ERE: (LHAKREZE, RBRE—ER, HRBHIZ¥)

B —PRIEIBwebZ £/ H, HEBIRESwriteupRIRFTEC, SHRAFKMT B, 5
BT, WMARB/EHPIR, KA BRE
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