BB it F—Web# FREE L (— AL ¥ > WebtH <A
AEESLY

FTR BB HISEXS F 2019-11-03 18:05:55 K #i 867 Wi 7
NERE: Bt R Web #F 8 Zid
FRAN S B . A SONE EJRAISCE, EE CC 4.0 BY-SA FRAUMMNL, #EiEM LR SCH b B AR = B

A HERE: https://blog.csdn.net/weixin_43908872/article/details/102885011
KA

¥ —/. view_source
%S chromedT JFJT k% T B HREER, FF12800, Ctl+uZmBEAN, ¥ &Efaghiik R A Cyberpeace{xooooood
. get_post

K FHTTPHI P Flig R 75 RgetMlpost
B ARSEILFE E—AHackbarfidiff, #EFirefox BiChrome¥sinEpa]
BRER R —IR5ER, BIA1E Hiflag

[w ﬂ Elements Console HackBar %

]"ﬁ )EH GETjiﬁj:/_\Eéiy/l\:% j\ja:{aj\:,1 E)"Jﬁ% LOAD URL SPLIT URL EXECUTE URL :SQ
ﬁ%ﬁ u POST?\iﬁ Eﬁ{%%ﬁ%iﬁ/[\% j"jb’)[ay\jz E/\] ﬁé Ub_RILIE://‘H1.198\29.45:42540/?a=‘|
cyberpeace{fcf252e832d303dd9afff269296a0c9f}

enctype

Enable -
application/x-www-form-urlenco... v

- POST

HTTPh GETAIPOSTHIA1E K 77 A X 5 -

GET:Web il % 8345 5 R .7 B A AR L AR MURLS B KR, M fEaction)@ 48 E KURLMbIE & — @& A k5548 . (i
B T R AT AE B R ARIED

POST.: 3l Yo 5 K HE %R B TT 3| 44 AR S B AR AHTTP I B SE A WA KA %L Web 5545, TIARIENURLS HifeiE. (BHEA
S BRTEHAEA)

#F=8i. Robots


https://blog.csdn.net/weixin_43908872
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2596%25B0%25E6%2589%258B%25E9%25A2%2598&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25AC%2594%25E8%25AE%25B0&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_43908872/article/details/102885011

HTTPRUBE R & 1H —EE X TWebHlLaE N AEK .

KRB E AR RS E S, AR AHBR — L. AP ATA, HE TIEAHEAT AR, X —ARERE
HAFE I SRR Arobots.txt.  BAREERTENCAT B AR SCfF 28T, Se3kHXrobots.txt, iR 75 AT ABEAT T

FriA, TIFRE R 2 AR, RIEBE, VikErobot.txt,

® Not secure | 111.198.29.45:56114/robots.txt
AT AR Biflag

User-agent: *
Disallow:
Disallow: flag_1s_h3re.php

TR FRE 875 207 113X A4S php3XfF, 15 2lflag

® Not secure | 111.198.29.45:56114/f1ag 1s h3re.php

Getting Started -...  [e]_ Learn to Code - f... & GoDaddy Domain.

BETFREI—TF, robotxt3C I :

1.User-Agent{T

BN IEFE LU —NEREZA T HIE XK User-Agent 17 FF 46
2.DisallowfT fAllow4T

KIRfEUser-AgentiT 2 JG, &3\EE kS o Vr4e e HLag A R ELURL % 4% .
TREHMBFEM T, REITELEERKEKEE K Bflag

S0 backup

B A BEBRENFEHRLE
BFE R VR
B, BATATLARIIE bak2 % M SCFHIESK, Nk .bakja 4T URL

[x ﬂ Elements  Console  Sources Network  Performance  HackBar >

LOAD URL SPLIT URL EXECUTE URL SQLl ~ XSS ~

URL
http://111.198.29.45:52584/index.php.bak

BT UARB T 8 & SRR, TRE, BEUERA, TITRIAE Eifag


https://www.cnblogs.com/dyyxll/articles/91057.html

% 7.5 cookie

HTTPIUB IR R 58115, cookieRIAMMUETH /-, SEIMBEALTERRIF TR cookieHBE T —MHAF=H (name=value) X
BERE B RIERSIR, HiBidSet-CookiesiSet-Cookie2HTTP I B B #K H W B FH - & £

BT REREEH, &EHK~Zcookie, FEHH Mchromei Y28 = anm 3 Flcookie LA & & HIHTTP response. Fr LA E B &
chromeJf &k TR .

&= Hhackbar, executed® HHJURL, Mnetwork T#kF]|cookie

[x ﬂ__l Elements Console Sources Network Performance Memory HackBar > 1 X
® O | ¥ Q | [JPreservelog [J Disable cache | Online v 4 ¥ o 4
Filter [} Hide data URLs XHR JS CSS Img Media Font Doc WS Manifest Other
| 20 ms 40 ms 60 ms 80 ms 100 ms 120 ms 140 ms 160 ms 180 ms 200 ms El
Name X Headers Preview Response Cookies Timing
TOMENt-Lncoaing: gz1p
B 111.198.29.45 &
. Content-Length: 276
__| bootstrap.min.css
: . . Content-Type: text/html
|_| glyphicons-halflings-regular.w... P
. . Date: Sun, ©3 Nov 2819 @8:07:49 GMT
__| glyphicons-halflings-regular.ttf
Keep-Alive: timeout=5, max=99
Server: Apache/2.4.7 (Ubuntu)
Set-Cookie: look-here=cookie.php
Vary: Accept-Encoding
4 requests | 582 B transferred | ¢ X-Powered-By: PHP/5.5.9-1ubuntu4.26 -
:  Console b 4
#T FFcookie.php, % Flflag
[w ﬂ Elements  Console  Sources Network Performance Memory  Application i X
® ©® V¥ Q U Preservelog [J Disable cache | Online v 2 % o
Filter [ Hide data URLS XHR JS CSS Img Media Font Doc WS Manifest Other
I 10 ms. 20 ms 30ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms 100 ms 110||
Name X Headers Preview Response Cookies  Timing
[] cookiephp v Response Headers view source -
See the http response — bootstrap.min.css Connection: Keep-Alive
|_| glyphicons-halflings-reqular.w... Content-Encoding: gzip
|| glyphicons-halflings-regular ttf Content-Length: 253
Content-Type: text/html
Date: Sun, 83 Nov 2019 ©8:12:808 GMT
flag: cyberpeace{@577ad6a893c99e9390b29ddob5320d5}
Keep-Alive: timeout=5, max=100
4 requests | 578 B transferred | ¢ N <
s Console X
P © | top Yy ® Default levels ¥ <

F 758 disabled_button



X— B IR A B, BRiEdisabledM T, #%41—i%, flagihtik T .

¥R Ftdisabled i R .

ERBRRZH,

disabled: X T HIEBTEHAR, BFEselect, radio, checkbox, button&. 1B —AN AT ffidisabled ¥ Mtrue, Mi%K #
MNTRREIRENAE s, AP HITEEE (RirAHNEEmAS) SHZMATELN, REEN— SR LRTRAN, XNMRE
HNTUR A SRR

S — R LB B9 B readonly, {HIX A R4t Stinput B I ftextareafll (text/password)

FLB simple_js
XA, HE—RESEZHA VR Eflagh i BEM, XEREATEEHLBIlaghigR. LEFRAN:

<html>
<head>
<title»Js</title>
<script type="text/javascript">
function dechiffre(pass_enc){
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab = pass_enc.split(',');
var tab2 = pass.split(',');var i,3,k,1=0,m,n,0,p = "";1i = 8;j = tab.length;
k=3+ (1) + (n=8);
n = tab2.length;

for(i = (0=0); 1 < (k = j = n); i++ ){o = tab[i-1];p += String.fromCharCode((o = tab2[i]));
if(i == 5)break;}
for(i = (0=0); 1 < (k = j = n); i++ ){

o = tab[i-1];
if(i » 5 & 1 < k-1)
p += String.fromCharCode((o = tab2[i]));

}
p += String.fromCharCode(tab2[17]);
pass = p;return pass;

String["fromCharCode"]
(dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c \x31\x31\x35\x2c \x36\x39\x2c\x31\x31\x34\x2c\x31\x31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30") ) ;

h = window.prompt('Enter password');
alert( dechiffre(h) );

</script>
</head>

</html>
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ping -c¢ 3 127.0.0.1 & cat /home/flag.txt

PING 127.6.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.856 ms
cyberpeace{ff825e79a89f6017c13cc4fe2751el126}64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.046 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.042 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.042/0.048/0.056/0.005 ms
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<?php
show_source(__FILE_ );
include("config.php");
$a=@$_GET['a'];
$b=@$_GET['b'];
if(%$a==@ and %a){

echo $flagl;
}

if(is_numeric($b)){
exit();

}

if($b>1234){
echo $flag2;

}
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<?php

show_source(__FILE_ );

include("config.php");

$a=@$_GET['a'];

$b=@$_GET['b'];

if($a==0 and $a){
echo $flagl;

if(is_numeric($b)){
exit();

}
if($b>1234){
echo $flag2;
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