UL

zorropub

re3sry o F 2021-11-21 1620:56 & A o 3412 ﬁ )
NEARE: Bt reverse 4
FRAVEB: ASCHEEEATE, G CC 4.0 BY-SA RN, HEiEM EESCH b fmAsEg,

ASCEER::  hitpsy/blog.csdn.net/vhips/article/details/121453934
AL

185, Tk, 6446,

2.IDAR ¥ .

i = seed;
ve = @;
while ( 1)
{
++v9;
181 - 1;
}
if (v9 1=18)
{
puts(”Looks like its a dangerous combination of drinks right there.");
puts("Get Out, you will get yourself killed");
exit(-1);
b
srand(seed);
MD5_Tnit(vie);
for (1 =0; 1 <=29; ++1 )
{
v3 = rand() % 1000;
sprintf(s, "%d", v9);
v3i = strlen(s);
MD5 Update(vil®, s, v3);
v12[1i] = v9 ~ LOBYTE(dword_6020C0[i]);
¥
vl2[i] = @;
MD5_Final(vi1l, v1@);
for (1 =8; 1 <= 15; ++1i )
sprintf(&s1[2 * 1], "%02x", (unsigned _ int8)v11[i]);
if ( stremp(sl, "5eba99affl@5c9ff6ala913e343fect7") )
{
puts("Try different mix, This mix is too sloppy");
exit(-1);
}

return printf("\nYou choose right mix and here is your reward: The flag is nullcon{%s}\n", 412); P
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File Edit Format Run Options W w Help
random

i range (65537):
a=0
SeedFi_

1
1f=1-1
at=1
a==10:
nt (seed)

| & Python 2.7.18 Shell - O X

File Edit Shell Debug Options Window Help

Python 2.7.18 (v2.7.18:8d421aa21f2, Apr 20 2020, 13:25:058) [MSC +, 1500 A4 bit (AM =
D64)] on win32

Type “help”, “copyright”, “credits” or "license()” for more information.

222
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windows & 4 :

1 #include<stdio.h>

2 #include<stdlib.h>

3

4

5 int main()ff

6 srand(1023);

7 int x[]={0xc8,8x32,0xce,0x2,0x7f,axb8,0x7e,dx88,0x49,0x7f ,0x5e,0x34,0x54,0x13,0x96, @x48,0x28 ,@xfc,0x@,0x8e,0x26,@x1b,0x2a,0xf5,0x5f ,0x68,@xeb,0x79,08x1d,@x4e};
8 for (int i=@;i<38;i++){

9 printf("%d,",rand()%1002);
10 }

1R

C:\Users\86150\Desktop\Ei5 i\ zorropub\zorropub.exe
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donstpast@donstpast-virtual-machine: =
donstpast@donstpast-virtual-machine:~$ gcc '/fhome/donstpast/Desktop/zorropub.cpp

donstpast@donstpast-virtual-machine:~$ gdb '/home/donstpast/a.out’

L 0] gdb (Ubuntu 7.11.1-0ubuntu1~16.5) 7.11.1

Copyright «C) 2016 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/flicenses/gpl.html=>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu”.

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.qrg/software/gdb/bugs/=.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...

Reading symbols from /home/donstpast/a.out...(no debugging symbols found)...done#

(gdb) r

Starting program: fhome/donstpast/a.out

808,14,219,336,499,953,745,120,164,303,30,151,640,588,660,722,336,42,901,749,596

~224,448,92,346,526,634,259,819,402,[Inferior 1 (process 3607) exit%ﬁ) ormally]
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import random
import subprocess

#4 iseed
seed=[]
for i in range(65537):
a=0
seed.append(i)
while i:
i&=i-1
a+=1
if al=10:
seed.pop()

HRW
for i in seed:
p=subprocess.Popen("'/home/donstpast/Desktop/zorropub’,stdin=subprocess.PIPE,stdout=subprocess.PIPE)
out = p.communicate(('1\n%s\n'%i).encode('utf-8'))[0]
if "nullcon".encode('utf-8"')in out:
print(out)
print(i)

donstpast@donstpast-virtual-machine:~$ python '/home/donstpast/Desktop/2.py'
Welcome to Pub Zorro!!

Straight to the point. How many drinks you want?0K. I need details of all the dr
inks. Give me 1 drink ids:

You choose right mix and here is your reward: The flag is nullcon{nuilic@n_sd4yz x
@rin6_1s 4m4zing}

or—59§06
donstpast@donstpast-virtual-machine:~




or- donstpast@donstpast-virtual-machine:~$ '/home/donstpast/Desktop/zorropub'
Welcome to Pub Zorro!!
Straight to the point. How many drinks you want?1
OK. I need details of all the drinks. Give me 1 drink ids:593@6

-
You choose right mix and here is your reward: The flag 1is nullcon{nullc@n_q4yz X
@rin6é_1s 4m4zing}
donstpast@donstpast-virtual-machine:~5%

4.get flag

nullcon{nu11cOn_s4yz x0r1in6_1s_4mdzing}
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