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No. Tine Source Destination Protocol Length Info
§ 83 6.003746 192.168.1.102 220.181.164.39 HTTP 938 GET /h.js?c12f88b5c1cded1a732dea597a5ec94c HTTP/1.1
64 5.963239 192.168.1.102 115.231.236.116 HTTP 690 GET /captcha.php HTTP/1.1
595.912733 115.231.236.116 192.168.1.102 HTTP 74 HTTP/1.1 200 OK (text/html)
48 5.863091 192.168.1.102 115.231.236.116 HTTP 676 GET /user.php?action=login&email=flag HTTP/1.1
| 35 2.812445 220.181.57.241 192.168.1.102 HTTP 310 HTTP/1.1 200 OK (GIF89a)
332.777385 192.168.1.102 220.181.57.241 HTTP 1094 GET /hm.gif?cc=1&ck=1&c1=24-bit&ds=1366x768%ep=48625%2C137478et=3&F1=18.0&ja=1&1n=zh-CN&10=0&1t=143559054...
262.7408374 115.231.236.116 192.168.1.102 HTTP 74 HTTP/1.1 200 OK (text/html)
i 20 2.684925 192.168.1.102 115.231.236.116 HTTP 863 POST /user.php?action=login&do=login HTTP/1.1 (application/x-www-form-urlencoded)
12 2.638713 115.239.211.92 192.168.1.102 HTTP 304 HTTP/1. OK
10 2.629900 192.168.1.102 115.239.211.92 HTTP 644 OPTIONS /v.gif?pT &type=307581=47365&t=0&5=473658v=605&=12000& =h ttp%3A%2F %2 Fwww . wooyun.org¥%2Findex... —
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1435283549,1435557576,1435590542; bdshare_firstime=14337754¢

Referer: http://www.wooyun.org/user.php?action=login\r\n

[truncated]cookie: _ cfduid=d473dba79254a41d53bdeaae31cb7dc3b1433775400; Hm_lvt_c12f88bscicded1az32deas97a5ec94c=1434:
Connection: keep-alive\r\n

Content-Type: application/x-www-form-urlencoded\r\n

Content-Length: 65\r\n

\r\n

[HTTP request 1/3]
Response in frame: 26
[Next request in frame: 48]
File Data: 65 bytes

v HTML _Form URL Encoded: application/x-www-form-urlencoded

> Form item: "email" = "flag"
> Form item: “password" = "ffb7567a1d4faabdffdbsaee22fsfacd”
> Form item: “captcha" = "BYUG"
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