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cyberpeace{3d76813a34db4bafde70efe8fdad5c09

O O=Em ODesa DEdE NRs (dewmss O Orr B e « Oasis B wsEs @ Hacksar

Q @3 HTML + 2 VEEEn hov s + W @ B
<html> iE O i FE A
b <head> (= </head> T
v <body> =, ::pefore, ::after {3 { bootstrap.min.css:7

<h3>— T EERE R </ h3> bieit—ben—sieingrd basgerbeoxy T
: box sizingr b borderboxs T
<input ¢ tn btn-default® disabled="" style="height:5@px;uidth:288px;" type="submit" valus="flag" name="auth"> box-sizing: border-box;
</Form> ¥
<h3>cyberpeace{3d76813a34dbabar9eT e faGFdascaIF)</n3> #65%E body
</body> body {3 { bootstrap.min.css:7
</html> font-family: "Helvetica

Neue”, Heluetica, irial, sans-serifiS D (@F
font-size: 14px:
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Intercept HTTP history WebSockets history Options

‘,’9 Request to http://111.200.241.244:49625
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Action | | Open Browser
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Pretty Hex \n =

FOST fcheck.php HTTE/L.1
Host: 111.200.241.244:49625
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x&4; rv:594.0) Gecko/20100101 Firefox/%94.0
Accept: text/html,application/xhtmltxml, application/xml;c=0.9, image/avif, image/webp,*/*;¢=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW; q=0.7, zh-HEK; ¢=0.5,en-US; ¢=0.3 , en; c=0.2

Accept-BEncoding: gzip, de/™

Content-Type: application Scan

Content-Length: 24

Do passive scan
Origin: http://111.200.24

Connesction: close Do active scan

Referer: http://111.200.2

Upgrade-Insecure-Requests Send to Intruder Ctrl-1
Send to Repeater Ctrl-R

username=admingpassword=
Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser >
Engagement tools >
Change request method

Change body encoding

Copy URL
SN (@~
Copy as curl command CSDN @y
& QO 8 111.200.241.244:49625/check php B W o o
MARETTUERR Less-4 Error Based- ... FE L o
3 © @ Attack Save Columns 3.Intruder attack of 111.200.241.244 - Temporary attack - Not saved to project file - O X 0
0| Resus  Target Positions Payloads Resource Pool Options
‘ Filter: Showing all items ‘@
Request Position Payload Status Error  Timeout  Llength Comment
1000 1 wildcat 200 44
1001 1 polina 200 44
1002 1 freepass 200 441
1003 2 admin 200 434
1004 2 123456 200 437
1005 2 password 200 434
1006 2 12345678 200 434
1007 2 querty 200 434
1008 2 123456789 200 434
1009 2 12345 200 434
1010 2 1234 200 434
1011 2 11111 200 434
1012 2 1234567 200 434
101 A nn 224
Request Response

pretty [ Hex =

POST /check.php HITE/L. L

Host: 111.200.241.244:40625

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4; rv:94.0) Gecko/20100101 Firefox/94.0
hceept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8
Accept-Language: zh-CN, zh; q=0.8, zh-TW; ¢=0.7, zh-HE; 0. 5, en-Us; =0, 3, en; =0.2
Accept-Encoding: gzip, deflate

Content-Type : application/x—www-form-urlencoded

Content-Length: 30

Origin: http://L11.200.241.244:49625

Connsction: close

Referer: http://111.200.241.244:49625/

Upgrade-Insecure-Requests: 1
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<{?php
show_source(_FILE ):

inclu
$a=03
$b=03
if (Sa

de ("config. php”) ;
_GET["a" ];

_GET['bv’ 1;

=0 and 3%a){

& e 1



ecno  ariagil;

}
if (is_numeric ($b)) {
exit();

}
if(8b>1234) {

echo $flag2:
}
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moz-extension://88b6e851-3554-435f-9d9b-f8c55e518ad5/theme/hackbar-panel.html#
O O=s Dess Oz N (Oadsmss O OnF B e § oeses B umEs @ HackBar

Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

@ Load URL http://111.200.241.244:61023/?a=0,b=1235;

gg Split URL . )
CSDN @~

B8 B A RE Agettt S Ui, WSS Elflag1 BT 8 7, E152Ilag2)E ¥ 7. AT IRIEEA I Ra=0, Hitiflag1fd
2l

[ R 1 = P B = P @ LESS~ CIHTUI DAdTU™ ... ‘ WHI—=—_L ko ) RHEMIML @ SIS TR E AR @ VVIHITIC I3 UIC LAY ‘ AT

<?php
show_source(_FILE );
include (“config. php”) ;
$a=@$_GET[ a’ 1;
$b=@$ _GET['b’1;
if($a==0 and S$a){
echo $flagl:
}

if(is_numeric($bh)) {
exit();

}
if ($b>1234) {

echo $flag2:
}
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Cyberpeace{647E37C7627CC3E401

O O== Deas Dtz Nug (Oeesz Ou Orr B e t oesns 28 aaes @ HackBar
) Load URL http://111.200.241 .244:63366/?a=0;|
yé Split URL

CSDN @H~
) Execute . . - o

B AR His_numeric, MR BANH EREFEFERPAText)RE, BEHBA. sTUEEAKER, @H—NKTF1234
b ¥ & BN BT 45 Zlflag2

LL\QU/Ladw) |

echo $§flag?2;
}
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™ O=== Desa DEsE N (Oemsss Qe Ors B e 7 T 88 aaes @ HadkBar

4 Load URL http://111.200.241.244:63366/?b=1800;
gg Split URL
) Execute . .
[] Postdata [] Referer [ User Agent [] Cookies Clear All CSDN

BIVE

O walETss @) Less-4 Error Based- ... (@ #FFLiE D EEML @ FFEs @) Where is the FLAG (@ YR

ISRAGETATUR— & 9a, B 1R E
15HLAPOSTAIUBEEIRA— 1 & 9b,(E/920VEE
cyberpeace{a8c52b4d2d69d4d4641d4874010cd392)

N O==% Deua OEtE NEs (Oatmess Que Ons Ber ¥ OEsms 3 wBEs @ HackBar

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

@ Load URL http://111.200.241.244:55859/7a=1
gg Split URL

» ) Execute ‘
Postdata [] Referer [] User Agent [ Cookies Clear All
ADD "

b=2

e

~aL N

L+Jget, T post.
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L SO E/JYAA Y LESS T4 CIIUI Dadtu- ... W LI ) ML o TR @y YWIHETE I3 UIE FLAY By AR

<?php
show_source(_FILE_):
include (“config. php”) ;
$a=0$ GET[ a ];
$b=0% GET[ b’ ];
if(8a==0 and S$a){
echo $flagl;
}

if (is_numeric ($h)) {
exit();
}

if($b>1234) {
echo $flag?;
}
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moz-extension://88b6e851-3554-435f-9d9b-f8c55e518ad5/theme/hackbar-panel.html#
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Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

@ Load URL http://111.200.241.244:61023/7a=0,b=1235;

gg Split URL
CSDN @ff~

B B " RE Agetts 275, W AR Eiflag1 BT84, EREfag2/5¥5r. #iEEam IR B Ra=0, Hidiflag17d
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[ R 1 = P B = P @ LESS~ CIHTUI DAdTU™ ... . WHI—=—_L ko ) RHEMIML @ SIS TR E AR @ VVIHITIC I3 UIC LAY ‘ AT

{?php
show_source(_FILE );
include ("config. php”) ;
$a=0$_GET[ a’1;
$b=@$ GET['b’1;
if($a==0 and $a){
echo $flagl;
}

if (is_numeric($b)) {
exit();

}
if ($h>1234) {

echo $flag?;
}
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O O==2 Diws DateE Neg (assss Oue Trs Bee  oasns 3 aaes @ HackBar
) Load URL http://111.200.241 .244:63366/?a=0;|
yé Split URL

CSDN @Hf~
) Execute - o

FAEHs_numeric, WMERBM B NH B ZEZFRRIATexit R L, B4, T EBEAKEE, #WiH—AKTF1234
HIb ) E B 7T 45 Fllflag2

LL\dD/LEL0%) |

echo $flag?2;
}
Pl
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N O=m Desa DEmtm N (Iemmss Ouse Ornr Bee T oais 8 oaes @ Hadear
& Load URL http://111.200.241.244:63366/?b=1800;



gg Split URL

» Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All CSDMN @Hf~

FILE
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