BB tH 51 3% mwp

R4dish “*" F 2019-05-14 13:18:03 Rfi " 2474 Wik 3
srIER: CTF-Writeup SCE#5%%: CTF-Writeup
B B ASCATEEIRGISCE, M5 CC 4.0 BY-SA BN, H8IE M LIRS0 H A EM A7 1 .

ACHEE: https://blog.csdn.net/qq_40934487/article/details/90204245
KA

CTF-Writeu BV ARE
4RXEITH
RS

babyre

file— T RILE64elf X, HEFIDATEE:

int __cdecl main(int argc, const char **argv, const char **envp)
{

char s; // [rsp+@h] [rbp-20h]

int v5; // [rsp+18h] [rbp-8h]

int i; // [rsp+1Ch] [rbp-4h]

for (1 =0; 1 <= 181; ++i )

{
envp = (const char **)(*((unsigned __int8 *)judge + i) ~ @xCu);
*((_BYTE *)judge + i) "= oxCu;

}

printf("Please input flag:", argv, envp);

__iso0c99_scanf("%20s", &s);

v5 = strlen(&s);

if ( v5 == 14 && (unsigned int)judge(&s) )
puts("Right!");

else
puts("Wrong!");

return 0;

MR ME ., MA—AMMag, REKERHIN14, judgeik[E1, NRIE#HKag. &R ETE —AMorfE¥F, fEFHRSMC, T
BEHSR, X B IDCHAGAMEEADAF TR

auto start,i,a;
start = 0x600b00;
for(i=0;i<=181;i++)
{
a=Byte(start+i)”exc;
PatchByte(start+i,a);

RIEEFHjudge R HL:

55 push rbp
.data:0000000000600B01 48 89 E5 mov rbp, rsp
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.data
.data

L YYvvvvvvvvobvuyBY4
:0000000000600BO8
:0000000000600B08
:0000000000600B08
10000000000600BOC
:0000000000600BOC
10000000000600BOC
:0000000000600B10
:0000000000600B14
:0000000000600B18
:0000000000600B1C
:0000000000600B20
:0000000000600B24
:0000000000600B28
:0000000000600B2C
:0000000000600B30
:0000000000600B34
:0000000000600B38
:0000000000600B3C
:0000000000600B40
:0000000000600B47
:0000000000600B49

:0000000000600B49
:0000000000600B49

0000600B751 j

.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data

:0000000000600B49
:0000000000600B4C
:0000000000600B4AF
:0000000000600B53
:0000000000600B56
:0000000000600B59
:0000000000600B5C
:0000000000600B60
:0000000000600B63
:0000000000600B66
:0000000000600B69
:0000000000600B6B
:0000000000600B6D
:0000000000600B71
:0000000000600B71

000060084717

.data
.data
.data
.data
.data

.data

:0000000000600B71
:0000000000600B75
:0000000000600B77
:0000000000600B7E
:0000000000600B80

:0000000000600B80
:0000000000600B80

00P0600BAD! j

.data:
.data:
.data:
.data:
.data:
.data:
.data:

.data

.data:

0000000000600B8O
0000000000600B83
0000000000600B86
0000000000600B8A
0000000000600B8D
0000000000600B90
0000000000600B93
:0000000000600B95
0000000000600B9A

43
Cé

cé
cé
cé
cé
cé
cé
cé
cé
cé
cé
cé
cé
cé
c7
EB

8B
48
48
48
8B
48
48
48
OF
8B
31
88
83

83
7E
c7
EB

8B
48
48
48
OF
8B
48
OF
38

8Y
45

45
45
45
45
45
45
45
45
45
45
45
45
45
45
28

45
63
8B
01
55
63
8B
01
B6
4D
CA
10
45

7D
D2
45
29

45
63
8B
o1
B6
45
98
B6
c2

/U
EQ

El
E2
E3
E4
E5
E6
E7
E8
ES
EA
EB
EC
ED
FC

FC
Do
45
Do
FC
CA
55
CA
12

FC

FC

FC
Do
45
Do
10
FC

44

Vs
66

6D
63
64
7F
6B
37
64
3B
56
60
3B
6E
70
00 00 00 00

D8

D8

o1

oD

00 00 00 00

D8

05 Eo

judge

loc_600B0cC:

loc_600B49:

loc_600B71:

loc_600B80:

mov Lrop-28n], rai
mov byte ptr [rbp-20h], 66h
endp ; sp-analysis failed
mov byte ptr [rbp-1Fh], 6Dh
mov byte ptr [rbp-1Eh], 63h
mov byte ptr [rbp-1Dh], 64h
mov byte ptr [rbp-1Ch], 7Fh
mov byte ptr [rbp-1Bh], 6Bh
mov byte ptr [rbp-1Ah], 37h
mov byte ptr [rbp-19h], 64h
mov byte ptr [rbp-18h], 3Bh
mov byte ptr [rbp-17h], 56h
mov byte ptr [rbp-16h], 66h
mov byte ptr [rbp-15h], 3Bh
mov byte ptr [rbp-14h], 6Eh
mov byte ptr [rbp-13h], 76h
mov dword ptr [rbp-4], ©
jmp short loc_600B71
; CODE XREF:
mov eax, [rbp-4]
movsxd rdx, eax
mov rax, [rbp-28h]
add rax, rdx
mov edx, [rbp-4]
movsxd rcx, edx
mov rdx, [rbp-28h]
add rdx, rcx
movzx  edx, byte ptr [rdx]
mov ecx, [rbp-4]
xor edx, ecx
mov [rax], dl
add dword ptr [rbp-4], 1
; CODE XREF:
cmp dword ptr [rbp-4], 13
jle short loc_600B49
mov dword ptr [rbp-4], ©
jmp short loc_600BA9
; CODE XREF:
mov eax, [rbp-4]
movsxd rdx, eax
mov rax, [rbp-28h]
add rax, rdx
movzx  edx, byte ptr [rax]
mov eax, [rbp-4]
cdge
movzx  eax, byte ptr [rbp+rax-20h]

cmp

dl, al

.data:000000

.data:000000

.data:000000



.data:0000000000600B9C 74
.data:0000000000600B9E B8
.data:0000000000600BA3 EB
.data:0000000000600BA5
.data:0000000000600BA5
.data:0000000000600BA5
0000600BICTj
.data:0000000000600BA5 83
.data:0000000000600BA9
.data:0000000000600BA9
0Q0PO60OB7ET]
.data:0000000000600BA9 83
.data:0000000000600BAD 7E
.data:0000000000600BAF B8
.data:0000000000600BB4
.data:0000000000600BB4
0000600BA3 1]
.data:0000000000600BB4 5D
.data:0000000000600BB5 C3
.data:0000000000600BB5

KILDASESS H R I 45 R, BT ABRAIT R &g

for(i=0;i<14;i++)

{
argv[i]=argv[i]™i;

}

for(i=0;i<14;i++)

{
if(argv[i]!=current[i])

{

return 0;

}
}

return 1;

A fiflag:

07
00
oOF

45

7D
D1
o1

00 00 00

FC o1

FC @D

00 00 00

loc_600BA5:

loc_600BA9:

loc_600BB4:

_data

add

cmp
jle
mov

pop
retn
ends

RIS, LA EAL

short loc_600BA5
eax, ©
short loc_600BB4

; CODE XREF:

dword ptr [rbp-4], 1

; CODE XREF:

dword ptr [rbp-4], eDh
short loc_600B860
eax, 1

; CODE XREF:

rbp

current = [Ox66,0x6D,0x63,0x64,0x7F,0x6B,0x37,0x64,0x3B,0x56,0x60,0x3B,0X6E,0x70]

for i in range(len(current)):

print chr(current[i]”*i),

flag: flag{n1c3_jOb}

easy_re

.data:000000

.data:000000

.data:000000

file— T R AI2MELF X, REHDATHARIAGHERMTFTK . FADE.exeXRE—F RAMEFZLTUPXIIFREKERF,
AT AT 5E, WA U UPXLE



=» upx-3.91-amd64_linux ./upx -d easy_re
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2013

UPX 3.91 Markus Oberhumer, Laszlo Molnar & John Reiser  Sep 30th 2013
File size Ratio Format Name
7540 <- 4352  57.72% linux/386 easy_re

Unpacked 1 file.
=> upx-3.91-amd64_linux

T IDAFT I BUAT LATR M A R ARG RAR T

int __cdecl main(int argc, const char **argv, const char **envp)
{

int pipedes[2]; // [esp+18h] [ebp-38h]

_ pid_t v5; // [esp+20h] [ebp-3@h]

int v6; // [esp+24h] [ebp-2Ch]

char buf; // [esp+2Eh] [ebp-22h]

unsigned int v8; // [esp+4Ch] [ebp-4h]

v8 = __ readgsdword(0x14u);
pipe(pipedes);
v5 = fork();
if ( lvs)
{
puts("\nOMG!!!! I forgot kid's id");
write(pipedes[1], "69800876143568214356928753", 0x1Du);
puts(“"Ready to exit ")
exit(o0);
}

read(pipedes[0], &buf, ©x1Du);
__iso0c99_scanf("%d", &v6);
if ( v6 == v5 )
{
if ( (*(_DWORD *)((_BYTE *)lol + 3) & OxFF) == 204 )
{
puts(":D");
exit(1);
}
printf("\nYou got the key\n ");
lol(&buf);

}
wait(9);
return 0;

pipe() & %

pipe B HURFE inuxZi A2 _E BT — /MR #L,  pipesd — M P ANBERR 2 18] A 5 S\ ABR AR i IR EGRR P, TSR Bt —Fhik 2 A
HRRMIBER T, DR Epipelt, FRMTERUPN MBI RBMAEEE, KD HTERE, H—DNEERT
EEE, WEERES S5 —RNIORERH B, MHwite(HATEALIE, £ Hread()isk %k,

#include<unistd.h>
int pipe(int filedes[2]);

REME: HZh, REe, BMERE-1. ZHHABETpipef AR XFRHERF. fd[e] REE, fd[1]: 5EE.



FEmainF e 2 Fpipe i T —ANE1E, IApipedes[1]t 2 E#fE, pipedes[O]at & ikliE. AHork LR THRE, T
BRI K 69800876143568214356928753" E NEIEH, AJFBRHFHFE, e QiR & &+ 175 5 2 2lbufE &
H, REANE—ANMEE, ERXNHFENTHERPD—B 4 &%, olR B4 Riagh &% .

int __cdecl 1o0l(_BYTE *al)

{
char v2; // [esp+15h] [ebp-13h]
char v3; // [esp+1l6h] [ebp-12h]
char v4; // [esp+17h] [ebp-11h]
char v5; // [esp+18h] [ebp-10h]
char v6; // [esp+19h] [ebp-Fh]
char v7; // [esp+1Ah] [ebp-Eh]
char v8; // [esp+1Bh] [ebp-Dh]

v2 = 2 * al[1l];

v3 = al[4] + al[5];

v4 = al[8] + al[9];

v5 = 2 * al[12];

v6 = al[18] + al[1l7];

v7 = al[1@] + al[21];

v8 = al[9] + al[25];

return printf("flag_is_not_here");

RAORBHSHRDURE, XANRHEEmMBERRE T RINFRE, BERH T /i BREARAGFEE, TRELHN
M, KOG T — -

i1c=a TOAy [ SUATCOA |

[ebp+vaP:C], 8

Tdbp+var_C], 1 .O ]_: l
sBort loc_808486D3
Y
=]
mov eax, offset format ; "%="
lea edx, [ebp+var_13] oc_88486D03:
mov [esp+d], edx ov eax, offset aFlaglsNotHere ; "flag is not_here”
mowv [esp], eax ; format ov [esp], eax ; format
call _printf all _printf
jmp short locret_SB486E@
1
Yy
ol e =

locret_88486EB:
leave

retn

lel endp

KAAAT

(-58. 1463) (B64.14) 000006AD 080486A0: 1o1+B9 (Svnchronized with Hex View—1)

A UATE R 72 3 ARG R 4 A R 0 7 B b T LR



current = [0x36,0x39,0x38,0x30,0x30,0x38,0x37,0x36,0x31,0x34,0x33,0x35,0%x36,0x38,0x32,0x31,0x34,0x33,0x35,0%36,0
x39,0x32,0x38,0x37,0x35,0x33]

print chr(0x39*2),

print chr(current[4]+current[5]),
print chr(current[8]+current[9]),
print chr(current[12]*2),

print chr(current[18]+current[17]),
print chr(current[10]+current[21]),
print chr(current[9]+current[25]),

out:
rhelheg
[Finished in 0.0s]

key

ZAEF R windows bk HIB2AL AT AT S, A IDAH R I mainR I H RS A, B ERFRFE R T JUMEXEE B K755

?W?h?a?t hr?ar?p?p?e?n?
C:\Users\CSAW2016\haha\flag_dir\flag.txt
Congrats You got it!

=W=r=0=n=g=K=e=y=

string too long

HZFETEFERME:

= ./key.exe
?W?h?a?t hrar’p?prern?

18iZ“C:\Users\CSAW2016\haha\flag_dir\flag.txt"k 2| 5| F XA 57 5 ik FATT AT DL AR 5k B AR MOX AN B 4% P S B3R
BT ABRATEE AN AV XA S, REHEBITREF .

= ./key.exe
=W=r=o=n=g=K=e=y=

HELASE —IRA— R, REEEERE:



v1l3 = sub_1D20CO(&v38, v11, v39, v12, v42);
vl4d = std::cout;

if (v13)

{
v22 = "=W=r=o=n=g=K=e=y=";

}

else

{
vl5 = print(std::cout, "|--------------mmmmemee o [");
std::basic_ostream<char,std::char_traits<char>>::operator<<(v15, sub_1D2C50);
vl6 = print(std::cout, "| [");
std: :basic_ostream<char,std::char_traits<char>>::operator<<(v16, sub_1D2(C50);
vl7 = print(std::cout, "| [");
std: :basic_ostream<char,std::char_traits<char>>::operator<<(v1l7, sub_1D2C50);
vl8 = print(std::cout, "| [");
std: :basic_ostream<char,std::char_traits<char>>::operator<<(v18, sub_1D2(C50);
v19 = print(std::cout, "\\ /\\ /\\ /\\ /\\==============|");
std: :basic_ostream<char,std::char_traits<char>>::operator<<(v19, sub_1D2C50);
v2@ = print(std::cout, " \\/ \\/ \\/ \\/ \\=============|");
std: :basic_ostream<char,std::char_traits<char>>::operator<<(v20, sub_1D2C50);
v21 = print(std::cout, " [-----mmmmme- [");

std: :basic_ostream<char,std::char_traits<char>>::operator<<(v21l, sub_1D2C50);

std: :basic_ostream<char,std: :char_traits<char>>::operator<<(std::cout, sub_1D2C50);
vl4 = std::cout;

v22 = "Congrats You got it!";

}
B RMRAL, BATEVIIANO, vI3ZEHsub_1D20CO() R EME, AT IFENIXA R Eflagh R, AR~
T

B18B138A FF15 685086B8] call F [ <&HS !
837D DB 18 cmp dword ptr ss:[ebp-8x28],6:1¢
8045 C4 lea eax,dword ptr ss:[ebp-8x3C]
FF#5 D4 dword ptr ss:[ebp-8z2C]
BF4345 CY cmovnb eax,dword ptr ss:[ebp-8x3C]

eax
dword ptr ss:[ebp-8z44]
BCX
FUAT AL TIFd PCR,000F0 PLF GG -[BOp- OR5H ]
E8 958DB8080
28Q0_CLC AR Do i it it msucpi48.std::
68 582C6E01 key.810B2C50
85CA test eax,eax
. BF85 E380088 key. 01881421
BA FC520B61 (mov edx,key.B818B52FC B e e "
E8 B816068688 |call key.B18B2A08
8BCE mov ecx,eax
g3kl dwor tr [ <&MS ! i il msucpliyB.std::
mov ecx,dwor tr [ <&HMS I i msucpl4B.std::
BA 26853B8B61 |mov edx,key.B810885328 ASCIT *
68 582C6E01 key.810B2C50
E8 9B1680808 |call key.B18B2A00

msucpi4B.std::basic_ios<{uchar_t,std::char_traits<wchar_t> >::setsy

P T2 | BO3FFE1S
8000001E
@050C1F8|ASCIT *idg_cni™bjbfi|gsxzb"
UOOEOETZ
6DED6629
6FEB72E8| ucrtbase .6FEB72ES
6FEB72EC| ucrtbase .6FEB72ED

8683FFEBB
863FFE BC

RUERAEXAN KB, H—NFRBEANT RS, HLhgitflag. 484 TEK, KT RIEXH P EHRFRES:

86182 8c5 8B7D 6C mov edi,dword ptr ss:[ebp+BxC]
3979 18 cmp du I [ec sedi

GF4279 18 cmovh edi,dw
ae8182a8cF 8379 14 18 cmp y F




Iy SEeU.aeTeZouy
Moy ecx,
mov ebx, dword ptl 551 [ehp+ﬂx1h]
cmp edi,ebx
mov edx,ebx
cmovh edx,edi
test edx,edx Switch {cases 08..3)
fkey.008102141
esi
mov esi,dword ptr ss:[ebp+8x18]
sub edx, Bzl
8681828EC Xkey. 08162181
| . 1t case of switch B861828E1

ds:[BB837FDEB]=006CC248, (ASCII "aaaaaaaaaaaaaéaaaaaaaaaaaaaaaa')
80837FDES

» 0037FCEY ECLCLERL
. BBGCCIDA|ASCIT " [“UZe uv¥a¥] s joy"
8837FE3C
881681328 | key.8010132B 3EH Key.B81020C0
8837FD28
6808801E
B86CC1FS |ASCIT "idg_cni™bjbfi|gsxb”
880800812

GFE372E8 UCIthase GFE372E8

MOMZ M3 M4 NS Conmatid
J294: 105000 £ : |04FFF SEiE: T527TT0F

L

ESF  EBF  HOW

BET A BN B A R BAT a0t B3 — SRR AR P 5 B B3 —AME, BT BAIX B gl mT BAT 5 R R 3 7755 & 5 2 flag o

001820FF|| .~ 73 EF Xkey.0801020F B
ge162161 83FA FC cmp edx,—Ox! cases 1,2,3 of switch 0801820E1
oe102104|| .. 74 34 B xkey. 9616213A
061062166 gno1 lmou_al by

00162188 2n06 '

se16216a|| .. 75 27

oe16216C 83FA FD

ge10210F|| .. 74 29 i \key 00102134
oe162111 gau1 o1 nov al,byt
06102114 3046 61 cmp al,

00182117|| .. 75 1A HE xkey.88102133
08162119 83Fn FE cmp edx,-0x2
oe10211c|| .. 74 1C 2 xkey.os10213n
0816211E gAu1 02 nov al,byt
0e162121 346 02 cmp al,

oo182124|| .. 75 @D Xkey.00102133

-

88182126 83FA FF cmp edx,-0x
ae182129 . Th BF Xkey.8816213n
ae182128 8Au1 B3 mov al,buyt
BB1B212E JAuh 83 cmp al,

|:I [l]l]ﬁ[:[:1F8]. 69 (-1 )
al=61 ("a")

LLEFISHNY - BA37FD28
0610656060 7 DB37FCE4|. 6000861F
ge165610 . Q037FCES|- A@6CCIDOASCII "“["UZe uYa¥] s joy"
ag185624a B837FCEC |- B837FE3C
00165638 0O37FCFO|| 00101328 R[0T key.00181328 3£ 5 key.00102
ao1850480 BO37FCFY || 9827FD28

BA37FCF8|| aa@eamE

Aa37FCEC

e Cpe b b b Cpa pe b b b Cpa b b b b b pa b PUCba b b pa b b b

-

flag: idg_cni~bjbfijgsxb



data = [0x66,0x31,0x4B,0x33,0x7B,0x63,0x35,0x3A,0x65,0x66,0x6C,0x32,0x31,0x74,0%x34,0x3B,0x31,0x74,0x31,0x7A,0x61
,0x78,0x70,0%x69,0x6D,0x39,0x7D,0x35,0%x2B,0x3F,0x67,0x74,0x75,0%x78,0x3B,0%x3D,0x76,0x63,0%x39,0x76,0%x7B,0x76,0%x37,0
x2B,0x62,0x75,0x68,0x55,0x7B,0x62,0%x54,0x3D,0%x2D,0x61,0x6D,0%x32,0x71,0%x7D,0x3D,0Xx66,0Xx68,0X5B,0Xx78,0X6B,0Xx7B, 0X7
9,0x3F,0x78,0x72,0x71,0x65,0x7B,0x3F,0x7D, 0x6C, 0x35,0x2D, 0x73,0x64,0x32,0x2D, 0x4D, OX6F , 0x2B, Ox3A, OX6A, 0X7B, 0X39,
ox3D,0x73,0x59,0x5B,0x64,0x61,0x6C,0x76,0x70,0x78,0x3F,0x7A,0x33,0x7B,0x3F,0X6E,0Xx6F,0x7B,0Xx5B,0x6B,0x35,0X6C, OX
6C,0x7B,0x7A,0x6A,0x73,0x75,0x35,0x5B,0x6B,0x66,0x6C,0Xx61,0%x2B,0x72,0x36,0X5A,0%x67,0%x37,0x32,0X6F,0Xx30,0X73,0X6B
,0x71,0x36,0x63,0x47,0x6C,0x35,0%x63,0x77,0x5B,0x3D,0x64,0%x3F,0x33,0x76,0%x39,0%x71,0x35,0x2D,0Xx76,0Xx6B,0Xx6A,0x53,0
x76,0x7B,0x34,0x73,0x71,0x74,0x67,0%x3D,0x66,0%x30,0x63,0x7A,0x7B,0x2B,0x6A,0x75,0x72,0Xx6A,0x66,0x6C,0x5B,0x74,0%x6
2,0x5D,0x6C,0%x72,0x66,0%x46,0x31,0x3B,0%x32,0x7D,0%x75,0x64,0x68,0%x62,0x3F,0%x30,0x67,0%x38,0Xx7B,0x6F ,0Xx6D,0x3A,0%x54,
0x34,0x64,0x68,0x3B,0x7A,0x3A,0x6F,0x7A,0x2D,0x44,0x6E,0%x3D,0x6D,0%x3D,0%x75,0x78,0%x3B, 0X6F ,0X5B,0%X67,0%x73,0%39,0X
7B,0x2B,0x7A,0x71,0x78,0x2B,0%x73,0x71,0%x2D,0x64,0x73,0%x78,0x63,0x74,0%x63,0x76,0Xx79,0x6B,0x55,0%x73,0x32,0X6F,0x64
,0x64,0x72,0x74,0x34,0x33,0x70,0x77,0x76,0x3A,0x66,0x30,0x3B, OX6E, Ox6A, Ox6B,0x72,0x62,0x39, 0x6C, OX6F ,0x73,0x36,0
X67,0x30,0x7B,0x69,0x68,0x3F,0x72,0x71,0x61,0X6E,0x74,0x66,0x78,0x24,0x73,0x73,0x6C, 0x71,0x64 ,0x3A, 0x72 ,0X76 , OX7
1,0x69,0x78,0x72,0x3B,0x6A,0x7B,0x3F ,0x6F ,0x3A,0x73,0X6E ,0x2B, 0x5B, 0x69 ,0x5B,0x79,0x41,0x31,0x31,0x3B,0x67,0x73,
0x6D,0x72,0x38,0x6C,0x6D,0x30,0x3F,0x33,0x7D,0x3B,0x2B,0x69,0x76,0x2B,0x54 ,0X66 ,0x3A, 0x34,0x47 ,0x74,0X76 ,0x32, OX
3A,0x2D,0x32,0x30,0x75,0x70,0x69,0x30,0x5D, 0x37,0x3F,0x37,0x37,0x3D, 0x3B,0x71,0x7A, 0x78,0x7B, 0x6D, 0x2D, Ox57 , 0x3B
,0x30,0x76,0x74,0x75,0x65,0x68,0x5D, 0X6B, OX6F ,0x38, 0x64,0x3F, 0x3D, 0x77,0x3A, 0X66 , 0x62 ,0X68, Ox64 ,0x7B, 0x45,0x3A, 0
x3B,0x31,0x39,0x3F,0x70,0x3D, 0x6B,0x3A, 0x62,0x2B,0x7D, 0x64 , OX6F ,0x68,0x74 ,0x36,0x77 ,0x70,0x45 ,0x71,0x2D, OX7A, OX5
D,0x32,0x71,0x62,0x56,0x31,0x7D,0x64,0x68,0x34,0x31,0x36,0x71,0x77,0x39,0x3A,0x78,0x6D, 0x5B , 0x3B, 0X65 ,0x64 ,0x3B,
Ox3A,0x65,0x63,0x62,0x2D,0x30,0x3A, OX6E ,0x69,0x2D, 0x73,0x34,0x75,0x32,0X6B, 066 ,0x36,0x5D, 0x32,0x77, OX6E , 0x34, OX
35,0x61,0x6D,0x7A, Ox6A, 0x72,0x75,0x6E,0x3D, OX6F ,0X66 , Ox6B,0x78,0x2D, 0x3D, Ox68, 06D, Ox67 , 0X6F , 0x2D, 0X6C, OX7A, OX3B
,OX6A,0x39,0x30,0x39,0x3D,0x72,0x6D,0x6F ,0x37,0x78,0x63,0x6A, 0x34,0x6C, OX65,0x30, Ox68,0x78,0x73,0x5B, 0x69,0x5D, 0
x2D,0x76,0x6A,0x6C, Ox5B, 0x3F , Ox6F ,0x31,0x32,0x3A,0x73,0x76,0x34,0x75,0x70,0x69,0X6F ,0x37,0x6D, 0x61,0x31,0X68, 0X5
2,0x79,0x37,0x35,0x35,0x36,0x2B,0x35,0x37,0x6B,0x72,0x65,0x76,0x3A, 0x68,0x4C, 0x51,0x2B,0x31,0x63,0x78,0x36,0x35,
Ox7A,0x35,0x76,0x35,0x5D,0x3B,0x36,0x6E ,0x3D, 0x5B,0x70,0x38,0x33,0x3B, OX6E ,0x3D, 0x7B, 0x7A, OX6D, 0x7B, OX6B, 0x32, 0X
70]

v5 = 0

flag = ""

for x in range(33):

flag+=chr(data[v5-1+1])

v5 = v5+10

print flag
#flag{The-Y31llew-turb4ns-Upri$ing}

import base64

data = "you_know_how_to_remove_junk_code"

# for x 1in data:

# print chr(ord(x)”6x25),

print base64.b64encode("\IPzNKIRzMIRzQIzW@HIS@zOPKNzFIA@"
print base64.b64encode (" \xD7\x6d\xf8\xe7\xae\xfc"

data="69800876143568214356928753"

flag = data[l]+data[l]+data[4]|+data[5]+data[8]+data9]|+data[12]|+datal12]|+datal[18]|+data[17|+datal10]|+datal21]|+dat
al9]+datal25
print flag

print chr(ord ")*2
print chr(ord +ord

print chr(ord +ord

print chr(ord +ord

+ord

9
0 8
1 4
print chr(ord("6")+ord("6"
5 3
print chr(ord("3 2
4 3

print chr(ord("4")+ord("3"

#rhelheg
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#include<stdio.h>
int main()

{
int i,v6,v4,v3;
Vv6=0;
for(i=1;i<20;i++)
{
Vv4=0;
v3=i-1;
while(19>v3)
{
printf("var_%d+", (v3*(v3+1))/2+v6);
V3++;
}
printf("==var_%d\n", (v3*(v3+1))/2 +i );
V6++;
}
return 0;
}

#include<stdio.h>
int main()
{
int i,j,v3,v5;
v5=0;
for(i=0;i<=1024;i=(v5*(v5+1))/2)
{
v3=0;
for(j=0;j<=v5;j++)
{
printf("%d ",i+j );
}
printf(" = %d\n",1<<v5 );
V5++;
if(v5==20)
{
return 0;
}
}

return 0;

ERMZIRM, RKIABALRK, emmm

from z3 import *
var_0 = Int('var 0")

var_209 = Int('var_209")

<nlver = Saolver()



solver.add(var_@+var_1l+var_3+var_6+var_10+var_15+var_2l1+var_28+var_36+var_45+var_55+var_66+var_78+var_91+var_105
+var_120+var_136+var_153+var_171==var_191
solver.add(var_2+var_4+var_7+var_ll+var_l6+var_22+var_29+var_37+var_46+var_56+var_67+var_79+var_92+var_106+var_1
21+var_137+var_154+var_172==var_192
solver.add(var_5+var_8+var_12+var_17+var_23+var_30+var_38+var_47+var_57+var_68+var_80+var_93+var_107+var_122+var
_138+var_155+var_173==var_193
solver.add(var_9+var_13+var_18+var_24+var_31l+var_39+var_48+var_58+var_69+var_81+var_94+var_108+var_123+var_139+v
ar_156+var_174==var_194
solver.add(var_14+var_19+var_25+var_32+var_40+var_49+var_59+var_70+var_82+var_95+var_109+var_124+var_140+var_157
+var_175==var_195
solver.add(var_20+var_26+var_33+var_4l+var_50+var_60+var_71+var_83+var_96+var_110+var_125+var_141+var_158+var_17
6==var_196
solver.add(var_27+var_34+var_42+var_51+var_61l+var_72+var_84+var_97+var_111+var_126+var_142+var_159+var_177==var_
197

solver.add(var_35+var_43+var_52+var_62+var_73+var_85+var_98+var_112+var_127+var_143+var_160+var_178==var_198
solver.add(var_44+var_53+var_63+var_74+var_86+var_99+var_113+var_128+var_144+var_161+var_179==var_199
solver.add(var_54+var_64+var_75+var_87+var_100+var_114+var_129+var_145+var_162+var_180==var_200
solver.add(var_65+var_76+var_88+var_101+var_115+var_130+var_146+var_163+var_181==var_201
solver.add(var_77+var_89+var_102+var_116+var_131+var_147+var_164+var_182==var_202
solver.add(var_9@+var_103+var_117+var_132+var_148+var_165+var_183==var_203
solver.add(var_104+var_118+var_133+var_149+var_166+var_184==var_204
solver.add(var_119+var_134+var_150+var_167+var_185==var_205

solver.add(var_135+var_151+var_168+var_186==var_206

solver.add(var_152+var_169+var_187==var_207

solver.add(var_170+var_188==var_208

solver.add(var_189==var_209

solver.add(var_0==1

solver.add(var_1l+var_2==2

solver.add(var_3+var_4+var_5==4

solver.add(var_6+var_7+var_8+var_9==8

solver.add(var_10+var_11l+var_12+var_13+var_14==16

solver.add(var_15+var_16+var_17+var_18+var_19+var_20==32
solver.add(var_21+var_22+var_23+var_24+var_25+var_26+var_27==64
solver.add(var_28+var_29+var_30+var_31+var_32+var_33+var_34+var_35==128
solver.add(var_36+var_37+var_38+var_39+var_40+var_4l+var_42+var_43+var_44==256
solver.add(var_45+var_46+var_47+var_48+var_49+var_50+var_51+var_52+var_53+var_54==512
solver.add(var_55+var_56+var_57+var_58+var_59+var_60+var_6l+var_62+var_63+var_64+var_65==1024
solver.add(var_66+var_67+var_68+var_69+var_70+var_71+var_72+var_73+var_74+var_75+var_76+var_77==2048
solver.add(var_78+var_79+var_80+var_8l+var_82+var_83+var_84+var_85+var_86+var_87+var_88+var_89+var_90==4096
solver.add(var_91+var_92+var_93+var_94+var_95+var_96+var_97+var_98+var_99+var_100+var_101+var_102+var_103+var_10
4==8192
solver.add(var_105+var_106+var_107+var_108+var_109+var_110+var_111+var_112+var_113+var_114+var_115+var_116+var_1
17+var_118+var_119==16384
solver.add(var_120+var_121+var_122+var_123+var_124+var_125+var_126+var_127+var_128+var_129+var_130+var_131+var_1
32+var_133+var_134+var_135==32768
solver.add(var_136+var_137+var_138+var_139+var_140+var_141+var_142+var_143+var_144+var_145+var_146+var_147+var_1
48+var_149+var_150+var_151+var_152==65536
solver.add(var_153+var_154+var_155+var_156+var_157+var_158+var_159+var_160+var_161+var_162+var_163+var_164+var_1
65+var_166+var_167+var_168+var_169+var_170==131072
solver.add(var_171+var_172+var_173+var_174+var_175+var_176+var_177+var_178+var_179+var_180+var_181+var_182+var_1
83+var_184+var_185+var_186+var_187+var_188+var_189==262144
solver.add(var_190+var_191+var_192+var_193+var_194+var_195+var_196+var_197+var_198+var_199+var_200+var_201+var_2
02+var_203+var_204+var_205+var_206+var_207+var_208+var_209==524288

print solver.check
print solver.model
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def yhsj(max):

n=0
row

y=yhsj(
for i i
pri

out:
[1]
[1, 1]
[1, 2
[1, 3
[1, 4
[1, 5
[1, 6
[1, 7
[1, 8
[1, 9

R
P
E
>
P
B
P
>

= [1]

while (n<max):

n+=1

yield(row)
= [1] + [row[k] + row[k + 1] for k in range(len(row) - 1)] + [1]

row
20)
ny:
nt(i)

1]
3, 1]
6, 4,

1]

10, 10, 5,

15, 20,
21, 35,
28, 56,
36, 84,

15,
35,
70,

1]

6, 1]

21, 7, 1]

56, 28, 8, 1]

126, 126, 84, 36, 9, 1]

[1, 10, 45, 120, 210, 252, 210, 120, 45, 10, 1]

330, 462, 462, 330, 165, 55, 11, 1]

495, 792, 924, 792, 495, 220, 66, 12, 1]

715, 1287, 1716, 1716, 1287, 715, 286, 78, 13, 1]

364, 1001, 2002, 3003, 3432, 3003, 2002, 1001, 364, 91, 14, 1]

[1, 11,
[1, 12,
[1, 13,
[1, 14,
[1, 15,
[1, 16,
[1, 17,
[1, 18,
[1, 19,
> 1]

55,
66,
78,
91,
105,
120,
136,
153,
171,

165,
220,
286,

455,
560,
680,
816,
969,

1365,
1820,
2380,
3060,
3876,

B Ja K md 50 2 B Ay

3003, 5005, 6435, 6435, 5005, 3003, 1365, 455, 105, 15, 1]

4368, 8008, 11440, 12870, 11440, 8008, 4368, 1820, 560, 120, 16, 1]

6188, 12376, 19448, 24310, 24310, 19448, 12376, 6188, 2380, 680, 136, 17, 1]

8568, 18564, 31824, 43758, 48620, 43758, 31824, 18564, 8568, 3060, 816, 153, 18, 1]
11628, 27132, 50388, 75582, 92378, 92378, 75582, 50388, 27132, 11628, 3876, 969, 171, 19

1111211331146411510105116152015611721353521711828567056288119368412612684369111045120210252210120451011115516533
0462462330165551111126622049579292479249522066121113782867151287171617161287715286781311149136410012002300334323
0032002100136491141115105455136530035005643564355005300313654551051511161205601820436880081144012870114408008436
8182056012016111713668023806188123761944824310243101944812376618823806801361711181538163060856818564318244375848
620437583182418564856830608161531811191719693876116282713250388755829237892378755825038827132116283876969171191

6 LB AR AE, DT AEERRTER

JR AR B ik

$ ./reverse_box ${FLAG}

95eeaf95e1942349995821722F492f72b19a7aaf72e6e776b57aee722fe77ab5ad%9aaeb156729676ae7a236d99b1ldf4a

WE R, SWMAFRHlaghint ik, BFENZAHKNREX-MFRFE (MRS TEMERE, RFERELMH mmp)
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lint _ cdecl main(int al, char **a2)

29

3| size t i; // [esp+18h] [ebp-1ech]

4| int w4; ff [esp+lCh] [ebp-188h]

5| unsigned int v5; // [esp+l1Ch] [ebp-8h]
6

7 w5 = _ readgsdword(@xl4u);

8 if (al <=1)

9 1

1@ printf("usage: %s flagin™, *a2);

11 exit(1l);

12

15 make boxs(&v4); /7 HERbox#ig
14| for (i = @; 1 < strlen(a2[1]); ++i )

15 printf({"¥e2x", *((unsigned _ intd *)}&w4 + a2[1][1]));
16| putchar(l@);

17| return @;

13}

SARGEBATHI R 2 R 51 7 box B T i H Xof o2 (8

make_boxs R %1 :

[int _ cdecl sub_se4858D(_BYTE *al)
A

unsigned int vl; // =ax

int v2; // edx

char v3; // al

char v4; // 5T1B_1

char v5; // al

int result; // eax

unsigned _ int8 v7; // [esp+lah] [ebp-Eh]
char v8; // [esp+lBh] [ebp-Dh]

char v9; // [esp+1Bh] [ebp-Dh]

int v1@; // [esp+lCh] [ebp-Ch]

vl = time(@);
srand(vl);
do
w18 = (unsigned _ int8)rand();
while ( !vie );

21 =

(unsigned _ int8)_ ROR1_ (v8, 4) ~ (unsigned _ int8)_ ROR1_ (v8, 5) ™ (unsigned __ int8)_ RORL_ (v8, 6) " (unsigned _ intB8)__ RORL_ (v8, 7) ~ (unsigned __ int8)(v8 ™ *al);

result;

h
while ( v7 != 1 );
return result;

'}

WRIERS 18] o T srandBIFR T, RIEER—MRENEL SREIERENLA B IX A B ik 24 liboxs 8, ATULE R, BT REE
HLAE B 7 B T unsigned __int83R M, XK RE —ANFHARA, Pl EREZ0~255 5T ABATA IR — T, flaghtk
BT, Xt RH R 0x95

Ak R 0x80485b4

.text:080485B4 cmp [ebp+var_C], ©
.text:080485B8 jz short loc_80485A7
.text:080485BA mov eax, [ebp+var_C]

W F 2 5 K ebp-Oxc & 2 0~255
2B AbIT A 0x8048704

.text:080486FF movzx eax, byte ptr [esp+eax+1Ch]
.text:08048704 movzx  eax, al
.text:08048707 mov [esp+4], eax

.text:0804870B mov dword ptr [esp], offset a@2x ; "%@2x"



5 M PR MOXO5 LB, EHARSE, MR ETbox B & IEH T, R4 5 i B fn ok

Breakpoint 2, 0x08048704 in ?? ()

$1 = 214

oxffffdedc: Oxd6 Oxc9 Oxc2 Oxce Ox47 Oxde Oxda Ox70
oxffffde54: 0x85 Oxb4d Oxd2 ©Ox9e Ox4b 0x62 Oxle Oxc3
Oxffffdo5c: Ox7f Ox37 Ox7c Oxc8 Ox4f Oxec Oxf2 Ox45
Oxffffdee4: 0x18 Ox61 Ox17 ©xla Ox29 Ox1l Oxc7 Ox75
Oxffffdoe6c: Ox02 Ox48 Ox26 Ox93 Ox83 Ox8a Ox42 ©x79
oxffffdo74: Ox81 Ox10 Ox50 ©x44 Oxc4 Ox6d Ox84 ©xad
oxffffdo7c: Oxbl Ox72 Ox96 Ox76 Oxad Ox23 Oxbo Ox2f
oxffffde84: Oxb2 Oxa7 ©x35 Ox57 Ox5e ©x92 ©x07 ©OxcO
oxffffde8c: Oxbc 0x36 Ox99 Oxaf Oxae Oxdb Oxef 0x15
Oxffffde94: Oxe7 Ox8e Ox63 OxO6 OX9c OXx56 Ox9a ©x31
Oxffffde9c: Oxe6 Ox64 Oxb5 Ox58 Ox95 Ox49 Ox04 Oxee
oxffffdead: Oxdf Ox7e OxOb Ox8c Oxff Oxf9 Oxed Ox7a
oxffffdoeac: Ox65 Ox5a Ox1f Oxde Oxf6 Oxf8 Ox86 0Ox30
oxffffdeb4: Oxfo Ox4c Oxb7 Oxca Oxe5 0x89 Ox2a 0x1d
oxffffdebc: Oxed4 0x16 Oxf5 Ox3a Ox27 0x28 Ox8d 0x40
oxffffdocd: Ox09 Ox03 Ox6f Ox94 Oxa5 Ox4a Ox46 OXx67
oxffffdocc: Ox78 Oxb9 Oxab Ox59 Oxea 0x22 Oxfl Oxa2
oxffffded4: Ox71 0x12 Oxcb 0x88 ©xdl Oxe8 Oxac Oxc6
oxffffdedc: Oxd5 0x34 Oxfa Ox69 Ox97 Ox9f Ox25 0x3d
oxffffdeed: Oxf3 Ox5b Ox0d Oxal Ox6b Oxeb Oxbe Ox6e
oxffffdoeec: Ox55 0x87 Ox8f Oxbf Oxfc Oxb3 Ox91 Oxe9
oxffffdefd: Ox77 0x66 Ox19 Oxd7 ©x24 0x20 Ox51 Oxcc
oxffffdoefc: Ox52 0x7d Ox82 Oxd8 ©x38 0x60 Oxfb Oxlc
oxffffd1e4: oxd9 Oxe3 Ox41 Ox5f Oxdo oxcf Oxlb oxbd
oxffffdloc: oxef Oxcd Ox90 Ox9b ©xa9 0x13 Ox01 0x73
Oxffffd114: Ox5d 0x68 Oxcl Oxaa Oxfe Ox08 Ox3e Ox3f
oxffffdllc: Oxc5 0x8b 0x00 ©xd3 Oxfd Oxbé6 ©x43 Oxbb
Oxffffdl24: Oxd4 0x80 Oxe2 OxOc Ox33 Ox74 Oxa8 Ox2b
oxffffdl2c: Ox54 0x4d Ox2d Oxad Oxdc @Ox6c Ox3b 0x21
Oxffffdl134: Ox2e Oxab Ox32 Ox5c Ox7b Oxed@ Ox9d Ox6a
oxffffdl3c: Ox39 0x14 Ox3c Oxb8 ©xBa 0x53 Oxf7 oxdd
oxffffdl44: oxf4 0x2c Ox98 Oxba Ox0O5 Oxel OxPe Oxa3

&5 B flagid J& Sk



data = [0Oxd6,0xc9,0xc2,0xce,0x47,0xde,Oxda,0x70,0x85,0xb4,0xd2,0x9e,0x4b,0x62,0x1e,0xc3,0x7f,0x37,0x7C,0xCc8,0x4f
,0xec,0xf2,0x45,0x18,0x61,0x17,0x1la,0x29,0x11,0xc7,0x75,0x02,0x48,0x26,0x93,0x83,0x8a,0x42,0x79,0x81,0%x10,0x50,0
x44 ,0xc4,0x6d,0x84,0xa0,0xbl,0x72,0x96,0x76,0xad,0x23,0xbo,0x2f,0xb2,0xa7,0x35,0x57,0x5e,0x92,0x07,0xcO,0xbc,0x3
6,0x99,0xaf,0xae,0xdb,0xef,0x15,0xe7,0x8e,0x63,0x06,0x9C,0x56,0x9a,0x31,0xe6,0x64,0xb5,0x58,0x95,0x49,0x04,0xee,
oxdf,0x7e,0x0b,0x8c,0xff,0xf9,0xed,0x7a,0x65,0x5a,0x1f,0xde,0xf6,0xF8,0x86,0%x30,0xf0,0x4c,0xb7,0xca,0xe5,0x89,0x
2a,0x1d,0xe4,0x16,0xf5,0x3a,0x27,0%x28,0x8d,0x40,0x09,0x03,0x6T,0x94,0xa5,0x4a,0x46,0x67,0x78,0xb9,0xa6,0x59,0xea
,0x22,0xf1,0%xa2,0x71,0x12,0xcb,0x88,0xd1,0xe8,0xac,0xc6,0xd5,0x34,0xfa,0x69,0x97,0x9f,0x25,0x3d,0xf3,0x5b,0x0d, 0
xal,0x6b,0xeb,0xbe,0x6e,0x55,0x87,0x8f,0xbf,0xfc,0xb3,0x91,0xe9,0x77,0x66,0x19,0xd7,0x24,0x20,0x51,0xcc,0x52,0x7
d,0x82,0xd8,0x38,0x60,0xfb,0x1c,0xd9,0xe3,0x41,0x5F,0xdd,0xcf,0x1b,0xbd,0x0f,0xcd, 0x90,0x9b,0xa9,0x13,0x01,0x73,
0x5d,0x68,0xcl,0xaa,0xfe,0x08,0x3e,0x3f,0xc5,0x8b,0x00,0xd3,0xfd,0xb6,0x43,0xbb,0xd4,0x80,0xe2,0x0c,0x33,0x74,0X
a8,0x2b,0x54,0x4d,0x2d,0xa4,0xdc,0x6C,0x3b,0x21,0x2e,0xab,0x32,0x5c,0x7b,0xed,0x9d,0x6a,0x39,0x14,0x3c,0xb8,0x0a
,0x53,0xf7,0xdd,0xf4,0x2c,0x98,0xba,0x05,0xel, 0x0e,0xa3]

index = "95eeaf95e19423499958217221492f72b19a7aat72e6e776b57aee722fe77ab5ad9aaeb156729676ae7a236d99b1df4a"
#https://docs.microsoft.com/zh-cn/previous-versions/s3f49ktz(v=vs.120)
listl = []
for x in range(@,len(index),2):
listl.append(eval("0x"+index[x:x+2]))

flag = ""

for x in range(len(listl)):
flag+=chr(data.index(1list1[x]))
print flag
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