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.text: 08048708 authenticate proc near ; CODE XREF: main+27ip
.text.

.text: 08048708 ws
.text:08048708 s2
.text:08048708
.text:@98048708 ;  unwind {
.text: 08048708 push ebp
.text:08048709 mov ebp, esp

dword ptr -808Ch
dword ptr -8Ch
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:/mnt/hgfs/vm-share# gdb no strings attached
GNU gdb (Debian 8.2-1) 8.2
Copyrlght (C) 2018 Free Software Foundation, Inc.
bmpsune iPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=>
h s free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
Type "show copying" and "show warranty" for details.
This GDB was configured as "x86 64-linux-gnu".
Type "show configuration" for configuration details.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/=.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".
Type "apropos word" to search for commands related to "word".

Reading symbols from no strings attached...(no debugqlng ﬂ%mb°1sjf°lnd%;ugg4 5o
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FbR T Wi s, b*0x08048708, AJErigfT, nHPAERIE

0x8048705 =decrypt+173=:
0x8048706 <decrypt+174=:
0x8048707 <decrypt+175=:
== Ox8048708 <authenticate=:
0x8048709 =<authenticate+l=>:
anﬂmage 570b <authenticate+3>: esp,0x8028
0x8848711 <authenticate+9=: DWORD PTR [esp+0x4],0x8048a90
0x8048719 <authenticate+17=: DWORD PTR [esp],0x804B8aa8

0000 |
0004 |
0008 |
0012 |
0016 |
0020 |
0024 |
0028

(=main+44=: mowv eax,0x0)

--= 0x0
(< libc csu init+9=>: add ebx, 0x180b)

--» @x1d9déc
--» @x1d9d6c

VOV WV VYV YW

Legend: - , value

Breakpoint 1, 0x88048708 in authenticate () https://blog.csdn.net/sjt6 70994562

info reg
Ox804e800 0x804e300
0x1480 0x1480
Ox7d ox7d
Ox0 0x0
exffffs5210 pxffffs521e
oxffffd238 xftfffd238
xf7fageee pxf7fageee
xf7faoeee pxf7fageee
0x8048725 Dx8048725 <authenticate+29>
@x282 [ SF IF ]
UAZD 0x23
0x2b 0x2b
0x2b 0x2b
0x2b 0x2b

0x0 0xe : L .
0x63 axs3nttps//blog.csdn.net/sjt6 70994562
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FAxiE 4B FEO0x282, x/282x &eax

Ox0POREB39
Ix0000087b
peeeesf
peeeesf
Xx00000069

Ix0epeea7?2

IX00000069
000BO6C
0oeee73
ooeee79

0x00000001

OxO00000034
OxO00O000079
OxO00000061
0x00008

0x00008

0x00008

0x0000006T
0x0000005T
0x00000074
Px0e0eE07d
Oxf7adbles

XEREHE, copytt kil T pythoni L B S flag

: ; ; —
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csaw2013reversing2

OxPOPORO34
Oxe0e00e06 T
fxpOpOROT2
e pEEO6e
OxPOPOROT4
OxPOPOPO61
Ox00P0P06e
Ox00e00R6d

OxPOPORO3T
Ox0OPOROTS
OxPOPORO6S
OxeeeneesT
Ox0OPORO6S
fxPOpOROT4
OxPOPOPO61
PxPOPOROTI

pEEEOT2



HRETR - MexeXXff, ERE—HITAT, MAREZHEMT, FUXERAIEHEEINT

memcpy_ailj“ew,'Maxtount,‘& d : , MaxCountj;
if ( sub 48102A() || IsDebuggerPresent() )

Piitida, HFImaink
RILdword409B 1058 4L T H4f,  J5 I BL 1% 2 5 S 4

| OBCAGCCBBh
| @BBBED1DCh
| BAEBECFCDh
| 82ABC4DZh

| ©B393D9D2h
| BA993DED4A
| 82BBCBD3h

| GB9BECBD3h
| @DDCCD79AR

KIsub_ 40100022 R %, #i 2 IREEE M4 A — AN BE AT ek
dword_409B381E & 12 it HiE

38 dword_409B38 dd GDDCCAABBh

Fpython5 HALHS

B”, "BSBED1DC", "AEBECFCD”, "82ABC4D2", * JED4", "8 13", "BIBECBD3"

(int(ali][j#*2:j#2+2], 16) int(t[j*2:j+2+2], 16)), end="")

5 %flag

flag{reversing is _net_that_hard!}

getit

Ty
JNida, EEB|H 0

while ( (signed int)v5s < strlenﬁd) )

{
if (vo &1)
v3 = 1;
else
V3= -1
*(&t + (signed int)vs + 18) = s[(signed int)vs] + v3;
LODWORD(v5) = v5 + 1;
¥
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db 'cb61b68366edeb7bdce3c6820314b7498" ,0

. MAT A VN . e WD

5 i pythonI &R AT

a=("c61b68366edeb7bdce3c6820314b7498")
for i in range (0,32):
if(i%2!=0):
print(chr(ord(a[i])+1),end="")
else:

print(chr(ord(a[i])-1), end="")

9275fcfaBaebf2d59112
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XL R R R, FpyRomFssA—TaiT, T #Hulthttp:/sourceforge.net/projects/easypythondecompiler/?source=directory
RFmFELEWRE, [2RE

import basef4

KCFeKY-+AaXNt’

REFEHEebase64/#iY, -16, 3257 HEITT

import basef4
buf = basef4. bf4deco X1NkVmtUI1Me) XCFeKY+AaXNt')

for 1 in buf

hitps://blog.csdn.net/s

X B 53 F python# 4 B #ibase64f@#ts, ANEAIEFMEE, FAREEEREE—H R, EEBRAEREAMIE, EIFN
base64 S KIS AN FIIE
)5 19 Flflag

netf {d3c0mpiling PyC}

maze

RIE R HR e 2 EAE LN, FEERECHBEARE TR, RAEBK—EREE
Heidags T, RBIRE, BE, EREFWLG, —F—PXK
BRAEHWFELMREE24, LR AN, FREEN}

scant("%s", &s1, @LL);



if ( strlen(&s1) != 24 || (v3 = "nctf{", strncmp(&s1l, "nctf{", 5ull)) || *(&byte_6010BF + 24) != "}' )
I

REHE, R, BB ESRM, B PATHIE, XAERE B LT AR KA 31E

VEF — RIS LENTU _ LITLO P Wiy
if ( (unsigned _int8)v4d == '0" )
{

vE = sub_400650(( DWORD *)&vo + 1);
goto LABEL 14;

¥

if ((vd == "0" )

{
v6 = sub_4080668((int *)&v9 + 1);
goto LABEL 14;

¥
¥
else
{
vd = (unsigned __ int8)v4;
if ( (unsigned __int8)vd == "_" )
{

vH = sub_400670(&v9);
goto LABEL_14;

if ((va =='0")
{

14:

vH = sub_408680((int *)&v9);

v5 = vb;
goto LABEL_15;
¥
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P/ ¥sub_400650\sub_400660\sub_400670\sub_4006802+13%-1 (I 5h 1k
VORR— AN TYERAE, FISREBHI BTG XBEM T .

BRI AR 1VOREBMM. &VO+HTREBEH2VORKREM. &VO+1ARME N
REvORE R\, """ L"0" R "o"4A"0"E

RIBEREERRBZERERE
M
loc_4PB7BB:
mowv esi, dword ptr [rsp+28h+var_28+4]
mowv edx, dword ptr [rsp+28h+var_28]
mov edi, offset asc_6@1060 ; " RFwREsR xR ok R ok omRR o Rg U
call sub_400690
test al, al
jz short loc_400822
vYw

R #Ecall sub_40069075 H ¥k B - i R RSN FZ/HF—1T

MW 5 X0 rcx, cux
movzx  eax, byte ptr [rax+rcx*8]
"

cmn 2ax .
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MR IE B3 AR
00000000000000...00

n kA 5EflagEE 2 T -
nctf{o00o00000000000...00}
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