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Reverse-it
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Rz

stage1

pure_color
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WATHIER T I A
(VA
Banmabanma
something_in_image
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2017 _Dating_in_Singapore
simple_transfer
can_has_stdio?
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BEAFRET
glance-50

Ditf
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low

EEENEE

easycap

base64+4
base16f#f%: https://www.qgxiuzi.cn/bianma/base.php?type=16
wireshark-1

T E MR ELE G A— A pcapIEIER, Awireshark$TH, FEHTTPEIER, HEBlpostiE R, BEFTCPHILFpassword+
B 18 2lflag.



Training-Stegano-1

TEMREA—NB R, BARNAD, BEEAwinhexdTH, & Flpasswd:steganol, BH#ER I steganol, .

Janos-the-Ripper

TR 468 — A misc100"81 30, FwinhexdTJF, SCHESkAPK, XA —ANzipE4at, HiN.zip/a%, MR T EE
o, X REGRy, RARIEM, BHEGAfsh’, #E%ES2ag.

Test-flag-please-ignore

T H AR E S 8 — A misc10”I S0, BT T 4“666c61677b68656c6C6f5f776f726c647d”, FAE N163EHI# /44 H, #
it https://tool.lu/hexstr BEITH#:15 2lflag,

What-is-this

TEM R EEREIRA B, BPKERET A

B 3lflag.

embarrass

T E R IELE N .pcapng I 3C1E, FwiresharkiT I, #%IB4H 7V iR EB R 725 S flag{fd Flflag.

amo® 1R E

HEIEETEY

N EESTiEE - <l
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SHAFTR v v ORSFNE  [=aE | [l [[T=mw || =
Ho. Time Source Destination Frotocol Lengtl Info ~
2768 182.213952 192.168.197.1 192.168.197.128 TCP 60 3368 - 52176 [ACK] Seg=1 Ack=4510049 Win=262144 Len=8@
2761 182.214539 192.168.197.1 192.168.197.128 TCP 60 3368 = 52176 [ACK] Seg=1 Ack=4513521 Win=262144 Len=0
2762 182.214540 192.168.197.1 192.168.197.128 TCP 60 3368 - 52176 [ACK] Seq=1 Ack=4514837 Win=261624 Len=8
2763 182.215143 192.168.197.1 192.168.197.128 TCP 60 3368 = 52176 [ACK] Seg=1 Ack=4516993 Win=262144 Len=0
2764 182.215689 192.168.197.1 192.168.197.128 TCP 60 3368 - 52176 [ACK] Seg=1 Ack=4520465 Win=262144 Len=@
2765 182.216267 192.168.197.1 192.168.197.128 TCP 60 3368 = 52176 [ACK] Seg=1 Ack=4521985 Win=262144 Len=0 |
2766 182.216449 192.168.197.128 192.168.197.1 FTP-DA.. 328.. FTP Data: 32768 bytes (PASV) (SIZE misc2.pcapng) —

» !

v ov v v

Frame 2766: 32822 bytes on wire (262576 bits), 32822 bytes captured (262576 bits) on interface @
Ethernet II, Src: Vmiare_b2:75:e@ (B@:8c:29:b2:75:e8), Dst: Vmware_c@:00:08 (80:50:56:c0:00:08)
Internet Protocol Version 4, Src: 192.168.197.128, Dst: 192.168.197.1
Transmission Control Protocol, Src Port: 52176, Dst Port: 3368, Seq: 4554753, Ack: 1, Len: 32768
FTP Data (32768 bytes data)
Setup frame: 1236

[Setup method: PASV]
[Command: SIZE misc2.pcapng]
Command frame: 1241

[Current working directory: /]

B8ed

B8 66 6c 61 67 7b 47 &f
33 6c bc 5F 44 6f 6e 65

08 02 le 0O 00 00 85 @2
oo oo AR B AR A0 66 00

6f 64 5f 62 38 79 5f 57
7d @8 @c 10 00 00 82 08

-flag{Go od_b@y_W
311 Done Jrerrres
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TEM AR — AN E SN . pcapng I SCHE, Fwireshark$T 7, AR ¥E & H “t#h & FIModbus™# Z i3 8" Modbus/TCP B I ZL 38 Ui »
Fkfag LR, BEETCPH, % Fscti{Easy_Mdbus}
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BHERZERER, B#EmodbusiEififlagsctf{Easy Modbus}, A .
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TEM, R—AAREH2FERCM, Jukkali, binwakBEEXMHER, R—AdpE4gHEE,

# binwalk dezf31b893164d56b7aBeSedb47d9beS

DECIMAL HEXADECIMAL DESCRIPTION

fREAEAR B —A ctf KIS
K, XHEREFEWANIME, —A .git KISXHERM—A flag. txt BISCAHE, ITIT flag. txt &Kk Zlflag,
|
THF) HEE) ER0) BZBV) EEHH)
Nothing to see here, moving along...

HEEM .git TF, M git stash list: &FHstashT BLerifs
git stash show: ERMT WL ;

o # g1t stash list
stash@{®}: WIP on master: bea99b9 Initial commit

o # g1t stash show
flag.txt 25

S.py b4 444
2 files changed, 28 insertions(+), 1 deletion(-)

git stash apply: :RFIEATERE, MEZAITERE, EASEFENEREIIRFRE CHERERKag bAE a2 BUER) .

- # git stash apply
On branch master
Changes to be committed:
(use "git restore —staged <file>..." to unstage)
- " |-J_.|_ a: = ™%

Changes not staged for commit:
(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes in working directory)

Untracked files:
(use "git add <file>..." to include in what will be committed)

- # 1s
flag.txt flag.txt.bak s.py

217s.pyf5 Elflag.

# python s.py

NCN4dd992é13ae6b?6f2?d?34&fﬁdde1222888df4d3

flag_universe
TR RS 2 — S pcapng X4, FwiresharkfT 7, BEFTCPEIEN,

ImxhZ3tUaGlzIGlzIGZha2lgZmxhZyBoYWhhaGF9

base64f# % Jaflag{This is fake flag hahaha}, & —MEKiflag, 4kEBESTCPEIER, universe.pngF & Fflag, HBEFIZE14
ANTCPHIE RS, & —/new_universe.png, ¥ R IEHHER1F Bl e A ks,

M Wireshark - I8 TCP % (tcp.stream eq 14) - flag_universe.pcapng — O *




r 89504e470d0alapa0000000d494844520000041b000000321080200000077dedFFROB01000049444154789c8cfd5793655972e7872eb *
1d5d121335294c8aceeaad?21a841808c3450334da05%efdcb9edB35FF98dF885F82d687c216914¢ch511136c6191830e8668be982aaab
abbaddcadBd79ftb3c55aebIefcc2bd7666560dbl1fd222228+d87b2d5f2efefe?777fbf80Fff2cf39937a39099d89d1e7655%4d692
e7426199b421793689d1655959e659592c173b97b%dee7 7767 ad2bbdde5d5f5bdb3d3F168FcFAF9F383c93AchFdeEb56942371cBcab
22efba301la®d77abcd7abb8e21799f655916538c5db7d96fa7d3IB977aeebbalB63bdebBfEfE6lffecec77FTdIfff7ffeeddioffe874
ffec3f5d575683bebdcOba28dd13a5bBdA75dd7aeebf398cchbcIcI1ch2cdbeb98e2d]lclc178340a5deB84297F9cc3bl 762781912259
bdd3aeb96ee7f3b2288bbcdBed775d170e8f8F56cbb5dbddc3d178321c8514b7dbed/ebfcfb2cc5a3blaBdcbe3d714a69bd5e8718cab
2f4c91clclcbchidbbaaef3i3c9fcfe/29a50F 3IFffcfBd5ab57abd5aa288ad168648c71ce3tAd737179797070909cf5de1 7459165598
blaeebbaaebdf/defbdffddddffdclif7eftBe2c58bdf3efo964b95c3aefbha3dfl783cbebabal2cel545915272ce7dfdfed7efbecf38ef
77e3cledf2693bbbdataraelb8bl5883184508d86defbabh98c315555596b9ba639353adabc3665591645b15c2ef9ch1B8c26eb7cbf3
bc2ccbddbe57d7f5e9e9e96432b9b9b9994 c 26fbfdbeaebbb34c5114ceb91842dbbb2cB2cf3b9bcdb22c5b2c164dd31445717c7cdch
66dB8a1288a8b8b8bfd7effE831ffceld9b3E7799e8F0683b22c4308fbfdbeebIae75c599683cleBfatalaastdfefbefi7189e3d7blE
42188d463146562ccb32634cdbbbbdd7cdb6336bad31abb99af57addbbed743a3d3d3d5d2c1bceb3f1789ce7FAF9FIf9f3eVcf87c3e
17befbdf7d77Ffdd7 7+ 7777 F78FFFFB8FA5511clelear94524a65595e562bfba2ebbac964329bcd96cbeSb3fcf8aa2180cB631ch
ed769b65d9d1d1d16830e8babeIedfcfEbb310428c713a9d8610168b45dbbaf7eeddf3dec718e7+3b9b5Ft6bdf7deBb21F87583c1cB7
b3f9bcdl68bct76bb3d3d3d5dads62184F178dc75ddeeb73b393979f8f0el/c3effc/7ffcc/aaaacab2b6cdb7Ebd5eb3B6ce3l9V6aaae
ebcdbbd375dd783c9ecdbbceb9fdiebfd9%cach5de7bbbbdd7756ddb3ae7aaaalabcBbcb98ed76bbbeaft990a228baaesbatd7b3d96
ch7dbadd7ebc96432188c%2a68931422693basef7fb7dB8c139e79c8b31765d5 7551541 34180cb22c3b383860bb3FFFfcf3478f1ebd
fice3bceb9972+5f9e9f9f5bEb2793499665485a511431cbddbeci3a374d5396a5Ff73eas54144555556ddbae56ab972f5f1eld1dEess
9ebbd3f3I83IBOB215c5F5Fd7753d1a8dbBAdE34cBBE1054129e579Freebbef9e%e9% dedcdcI9cIFIFBFREEIbEEdIFFFFcfI77dei927a5
341a8d524a373737887a5dd755552d1668b5%63bcffiddbecibadcdededeai’31e79381c3ae776bbld62d6751d4729cffibaae77bbld7
£393838984c2631chfd7edfbbbddbbbdddiec/6bbd96c36180cF42677bbddbab5%acdhb93c9c439b75aadbbdbad730ef1188d46bc91
75ceb22cct73cef2f9f9+9783cTee79d77eababeb9b969db36a5edbd9fdc26a3d168b15870cfbcf2debd7b29256ed85adbbt2d7aa%
aaaicctfdldedeSatdc97ebfife/9d7/6ebtefebba%%edc264551ec7bbbabb99ccfad2b9273dbed 76b95c6659cEbl15aad563c 2521763
4478369b4dBafefBfBdBe7c562bdbacat8Beaabc289b2eba2c3f3e3dbbdabebebc94c5282b8babtBbdbdac3ft19453debbed783cdebc3
6B8FchBIBABcIbB%efbfdbe2882329743c1866fb7achdf8d31e837ef3dEeb9e5242098418b22c1b94c576beBc5d9379571445ecdaabdd
Bff3723alb3efbf2eb878fceSeVcf37430c80Fc693e572311cbe2facatai8767bb7dedad2dB8al2edlbbed7a7a/a73cfebbb3699a868
3dfbbedbB581545d134fbbaaed 3I08dcdt44595655966529a5100207bB86ddbddee134398cd26555571c38083682elbdcfb2cc39c78720
cf2184ab669%eabadbbbabaa2a8ald257164551d7+5d5d555d334a3d1a8280ad4694a0985F0eB8d1lal2ccbebt339d28865d96eb73146bde
bEab51a9515c2892c2d97cbfd7e3f9d4eb3i2clbBcBbceb9f57abd5c2e79a2b22c51bBdE823b626cb328ed5e5e5e56038383939d9636
Bbc5c27b9fe7dY%ededed743a6683dB0+2ce37abdcbB88a05b58d45555a5945053d65al687d598cdb6fbfdbet9labbbd9eeichl1Badal2
cchb2ccbeaba7bce?160379b4d5114373737d32e934c6b8d96cB683c1292969dbbe2f5fbelc8f679¢c324c5e90e 75dd 79d9F9F9F9cOchB v
19 Eo T, 0 FEEF S, 0 tureis).

BATE (1178 kB) STAITEAIES | EREHE - % i
ik | | EET—1- ]

R IEN Save az JEE Help

BE# Blwinhext R Apng Bl fr, T Hzstegtir &15 Flflag.




* hitps://blog.csdn.netiqq_43081170

# zsteg 1.png
"\n\n\n111???"
"F2&6%rq.9Qz"

ret Sub-key

Reverse-it

TEFE, Mbinwalk s Hr e, TokaE

# binwalk @da964l1b7aad4efb8f7eb45f4T7eaecbb2

DECIMAL HEXADECIMAL DESCRIPTION

Fwinhex43#r, 3044 B ifjpg e

kB, RIERE Hreverse-it, B3N BHEATREE,

e e Era s mrwm U U e A W U o U e U daa o I fes g

00001DEQ 10 00 10 00 00 00 30 00 21 10 70 00 80 00 00 00 ......0.!.p.S...
00001DFO A2 00 D4 D4 00 00 €6 96 87 54 2D 00 1E FF 00 00  ¢.80..f-2T-..¥..
00001EQO0 84 00 84 00 10 10 10 00 €4 94 €4 A4 01 00 OEE,,.,,.....d"dn...yr
ooommo i

BT Linuxdy 217 TR U N E T R,
xxd -p BIfE| tr -d '\n' | rev | xxd -r -p > REFEHMXHEL, BE—kEH,

{Yxs3_nio}N02232

FF HImageMagick T B ¥ B i#17 #%, 19 Zlflag.

¢ IMDisplay - reverse
File Edit View Transform Window Help

0w = & %

SECCON{6in_tex7}

# IMDisplay - 2.png
File Edit View Transform Window Help

Iafr=oy = & %

SECCON{6in_tex7}



T

T EMH AR RS 2 — > bmp I SCHE, T Elkali, [ zsteg & .omp , HEIflag.

# zsteg Bt & .bmp

"quxf{you_say_chick_beautiful?}"
"i2,CBake."
"UuluuusvuluUUUUUUUULULLLULLLLULUL "

"VoXDR\\da"
: TIM im

-\-\.\-\-\-\-\-\.\-\-\.\-\.\-\-\.\-\.\-\.DDDDDDDDDDDD\.\.\.\.DDDDP PDDP

Aesop_secret

TR R, TR —KINBE BN SRERE, BEFEITHE, PR, BAEZS R
https://tu.sioe.cn/gj/fenjie/ B 2|ISCC.

s iy SRR Diemunsy gy En ok S L e, - =
R Hramaa Fokrae o B ‘“""’.,?r'ﬁ'.‘i o .M;.uqm; AT I
#riren Friend it § gn‘-‘ Ao g-. m4 Atomimo g d 3:
ﬂ“"‘" ALEEN AL ALEER G 2 }5 G Lo HA e LT T na 35-‘."\% {"Z‘" ‘!&%W" na
S LA [ i . ol i ad fuamiy
AT AT AR A Al 4 L ot Rl L

000018CO C4 16 6B EC Bl B2 06 04 00 3B 55 32 46 73 64 47 A.kiz®...;U2FsdG
QO00018D0 56 6B 58 31 3% 51 77 47 €B €3 67 44 30 €€ 54 6R VEX19QwGkcgDOfT3]
O00018ED 5A 78 67 69 64 52 Th 51 4F 47 62 43 57 41 4C 63 ZxgijRzQOGECWALK
000018F0 34 T3 52 44 €5 63 32 77 36 78 T3 59 2F 75 T8 35 4sRDecZwexsY/uxS

00001900 33 56 75 6A 2F 41 4D SA 42 44 4A 38 37 71 79 5A 3Vuj/AMZBDJSTQyZ
Q0001910 4C 35 6B 41 €6 31 €6 6D 41 48 34 4F €5 31 33 45 LSKAfIfmAH40el3I
Q0001920 TS5 34 33 35 62 66 52 42 75 54 67 48 70 6E 52 6R u435bfRBuZgHpnRj
Q0001930 54 42 GE 35 ZB T8 73 44 4% 4F 4E €% 52 33 74 30 TBn5+xsDHONiR3tO
00001940 2B 4F 61 38 79 47 2ZF 74 4F 4B 4A 4D 4E 55 €1 75 +0a8yG/tOEJMNUau

Q0001950 €5 €4 T 4D 7
Q0001%e0 3D 3D OD OH

[T
1=y
&)

34 76 34 51 4B €9 46 75 6E 77 edvMyN4v4QKiFunw

1R % & H Aesop_secrethyaesin®, BB ERISCCRMERIEN, MEMKEEflag.

flag{DugUpADiamondADeepDarkMine]] mEEx U2FsdGVEX180vTUIZubDnmvk2ISAkbSJt4 ZvEUWpPETXb4 3fBuze FRUK
® AES GMo6QaaMNFHZriDDVOEQ/qt38Twi 3thQ==

(O DES
C RC4
(O Rabbit
(O TripleDes
i
ISCC



R S
TR HREGR— A, B SH—MDSE, #ITMDSHRE, W%,

BB Fodkali, FlAbinwalkE 2B HE —NE4EE, FlHforemosti#AT 3¢
e, BE—/NEHES,

# binwalk mail2LiHua.jpg
DECIMAL HEXADECIMAL DESCRIPTION
JPEG image data, JFIF standard 1.1
TIFF image data, little-endian offset of first image directory: 8
0x4B49 Zip archive data, encrypted at least v2.@ to extract, compressed size: 37, uncompressed size: 26, name: key.txt
19436 0x4BEC End of Zip archive, footer length: 22

- # foremost mail2liHua.jpg
Processing: mail2LiHua.jpg

og.csdn.net/q

BEAT MR R 46 7 B,

o i
0% 00 / 00:00:00

. keey. bt |
0% 00 / 00:00:00

BEAEN |
key.txt ‘ ‘
[ BESEs=Ed

F1E
B Bk 4

WRAE & #k, ~>TF100040 %, iL/EAL,

I

AZPRBATIRIE, REHME.

&
Advanced ZIP Password Recovery



& W A A & @ o

Open Save Start | Stop  Benchmark  Help About

1

it

Encrypted ZIP-file Type of attack
||EI:\Users\J_ing\Desktnp'\lihua.zip | j . b azk

Range Length Dictionary Plaintext Auto-save Options  Advanced
Brute-force range optiohs

Al caps latin (& - 2] Start from:

All zmall latin (a - 2]

Al digits [0 - 9) End at

Al zpecial zymbals (1G] Mask: | 7777LiHua

Space

All printable |Jzer-defined

<

98 <& <& <

Password successfully recovered |

Advanced ZIP Pazzword Recovery statistics:

Tatal passwords 12,880,617

Tatal tirme 875ms

Average speed [pazswords per second) |14,686.419

Fazzword for this file 15CCLIHuA
|_ Pazsword in HEX N 3B 4343406948 7561
4
H — . Y

stage1

x

D

|

T

fif 54618 2lflag -



TEME, KpngBl A Fstegsolve$T 7, Green plane18 | —/ 443,

[E2] I

File Analyse Help

Green plane 1

Offset(h) 00 01 ©O2 03 04 05 06 07 08 OS5 QA QOB OC OD OQOE OF

RAEA .pyc # 3, FIFHEasy Python

# Embedded file name: test.py
str = [65,108, 112,104,97,76,97,98]

for i in str:
flag += chr(i)

print flag




C:\Users Desktoprpython 1. py

A1phalab

pure_color

T#E M, FstegsolvefTH, Blue plane 075 %flag (& Rflag{oooosd) .

| [E-I e 1.3 by Caesum -~ 0 >
IF|Ie Analyse Help

Blue plane 0

Hear-with-your-Eyes

T AL, R—AEM, AAudacitydT I, EEHE KIS 2iflag.

@Rﬁﬁfél
o |5k- F
S ]| ﬂ
Ok
8k |
4_k.
- 0
a 0k

AT FI Bk S I S £ B

TR EEELS, ——KjpgB v, RIEMEERAITNAERSE, A oursecret TR BRI, HiGRjog LR EHIH
¥ 0405111218192526



Make your secrets invisible in just 3 easy steps |

HIDE UNHIDE
Step 1: Select a carrier file D | Step1: Specify a carrier file IV' |

| No carrier file selected |§§fi]ﬂ’~]ﬂ5§%graen.jpg Size: 260610 bytes
Step 2: Addiremove file or message Step 2: Enter password
@Add @mmml |................
Type MName Size (k) -
(double click to save)

Type MName Size (k)
File try.zip 1

< >

Enter password again|:| <
o
& nide

*]‘3:':’

© try.zip - Bandizip 6.25 - X |
P REE R0 EWO) WAV EEH)

B [

FE 23

£ tryzip £ N EEEEF B #E Eas EEAE EsE BIRTIAREER(CRC) B IE
readme.bet* 109 97 TENHE 2017/4/20 14:59:33 Store  ZipCrypto ba59d790 A
B flag.zip 604 592 ZIP BT 2017/4/20 13:24:10 Store  ZipCrypto ccb3374 A

<
I" {RAlE coffeefiE ARSI~~~ I

IR el coffeelfidk HREZ D A~ , FIFIARCHPRIATIEN, TEHILIFIE S F(0~9), KE®IESAHL,



&%) ARCHPR 4.54 Professional Edition - *
MiEE tRER) EEIH
* %)
. 8 KR & % e o 0
ﬂ%—? Frg! =1 EfENht O HE #EAD =t plitu
TNEERY ZIPRARJACE[ARD 371+ Hpal
||C:‘l,leers‘l,J_ing‘lDownIoads‘l,try.zi|:| | |§j:| ~ |
SE KE =& By SiEE Em =8
I%:’J?’é@iilﬁ
FEAERTHG-I) FaT: | | @
ClemE ST HE-2)
RS0 -
Ok s P
Ll rrErRTEN=4F APEw ] co
#EEO
2020/3/28 16:14:08 - S7{E"C: \Wsers\1_ing\Downloads\try. zip "B F
2020;'3!28 16:14:08 - AR OIS RE « TREFROS - ﬁd\-b’:ﬁ*eié?ﬁ
2020.’3!28 16:14:08 - {813 AMAO S LEREEFEX v
SEH%: PR
EReE: BRI
HEE TS
0%
ARCHPR version 4.54 () 1997-2012 ElcomSoft Co. Ltd, 7 h
BB N 19950822 ,
O<EriTks! >
Advanced Archive Password Recovery $5HER:
SO 30,950,821
S5 25 9Bms
PIgEE(O< F) 14,752,536
EAWEIOS 19550822 Lig
+7it O % 313939353038 3232 !
b 77 vV T

fRIE4E18 Biflag.zipfreadme.txt, XUiITHflag.zip, R AMKTF, EHARIEREE, BHIE~

E B B
Ji‘ Lt il
ko= =] piisl =
£2 flag.zip £ - FEEERN EEioh #8 BXEE FEESE InESE BIRTLAEI(CRO) B =8
readme.tt® m 97 IEIE 2017/4/20 14:59:33 Deflate  ZipCrypto ba59d720 A
R flagzip™ 136 180 ZIP EEEE 2017/4/20 14:58:22 Deflate  ZipCrypto fb390cf0 A
€
OMAT, EHRREEE, SR
BEAT BB
EAEIOS X
Advanced Archive Password Recovery i5iHEE:
SO 111,000,001
SitadE 95 958ms
FHERE(OS A 22,388,059
EAIROS FIhE| L3
+MHOS FIhE| L3
"2 K v i#E




Hreadme. txtE4E, &E I fflag tFIERITRRK(CRCYEMF, MiZAHXHKHE, FIFHARCHPREEIT B CBH,

&%) ARCHPR 4.54 Professional Edition - *
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TR, R—MRDHE A,

HFEBEEGEZNY, FIHAELFZEAM T E https://online-barcode-reader.inliteresearch.com/ i3 £lflag.

Free Online Barcode Reader

To get such results using ClearImage SDK use TBR Code 103.

If your business application needs barcode recognition capabilities,
email your technical questions to support@inliteresearch.com
email your sales inquiries to sales@inliteresearch.com

File: HSES.png News File
Pages: 1 Barcodes: 1
Barcode: 1 of 1 Type: Code39 Page 1 of 1
Length: 16 Rotation: none

Module: 1.6pix Rectangle: {¥=71,Y=93,Width=410,Height=1197}
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TEMHE, FIFAfiefy &2 3CHN Linux EXT filesystem, B
strings badimages |grep Flag f8Zlflag.

# strings badimages|grep Flag

.Flag.txt.
Flag.txtt.
.Flag.txt.
.Flag.txt.
.Flag.txt.
Flag.txtt.
.Flag.txt.
Flag.txtt.
.Flag.txt.
Flag.txtt.
.Flag.txt.
.Flag.txt.
.Flag.txt.
Flag.txtt.
Flag.txt
Flag.txt
Flag.txt
Flag.txt
/mnt/test/Flag.txt
Flag{}
Flag{ycaplefvjs2kit7T}
/mnt/test/Flag.txt
Flag{}
Flag{yc4plefvjs2kit7T}

blog.csdn.net/gg_43

a_good idea

TEM AR EREBR —KE R, FIAbinwalk /3 H 3XfF, RKIERA E4EE, foremostff k4515 2 — MxtSCHFBHENE UL —HKE
F, BRSO, WENtry to find the secret of pixels, Z=XKBNMGRIME, WikEL—HEFEH/F)HBeyond
Compare# ATt L8 B — AN — 478, 3515 Zlflag.

BE —MREABRREE BE —MERBEREE

dn.net/qq 43 170

2017 _Dating_in_Singapore

TR RS R —TkpdfE fr, STHFR—ANE,

Calendar for Year 2017 (Singapore)

January February March April
Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa
12 3 4 567 1T 2 3 4 1 2 3 4 1
8 9 10 111213141 |5 6 7 & 9 10 11 5 6 7 8 9101 2 34 5 67 8

15 16 17 18 19 20 21 12 13 14 15 16 17 18 1213 14 15 16 17 18 9 10 11 12 13 14 15
22 23 24 25 26 27 28| [19 20 21 22 23 24 25| |19 20 21 22 23 24 25| |16 17 18 19 20 21 22
29 30 3 26 27 28 26 27 28 29 30 31 23 24 25 26 27 28 29
30
6:012020:028:@ 40 11:019:026:@ 50 12:0 200 25:@ 4.0 11:019:0 26:@
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1 2 3 4586
7 8 9 10 111213
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23 29 30 3

R e T

Su Mo Tu We Th Fr Sa
12 3
4 5 6 7 8 910
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30

A MO AT R .

Su Mo Tu We Th Fr Sa

1
2 3 4 5 67 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31

P W, W e )

Su Mo Tu We Th Fr Sa

1 2 3 45
6 7 8 9 101112
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30 31
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10 11 12 13 14 15 16
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24 25 26 27 28 29 30

15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 31

60130208 28© 60 120 208 280

September October November December
Su Mo Tu We Th Fr Sa| [Su Mo Tu We Th Fr Sa| |Su Mo Tu We Th Fr Sa] |Su Mo Tu We Th Fr Sa
1 2 12 3 4 56 7 1.2 3 4 1 2
345 6 78 9 8 9 10 11 1213 14 5 6 7 8 910N 34 5 6 78 9

1213 14 15 16 17 18
1920 21 22 23 24 25
26 27 28 29 30

4013188270

10 1112 13 1415 16
17 18 19 20 21 22 22
24 25 26 27 28 29 30
k)

30100 13:@ 260

Holidays and Observances:
15 Apr Easter Saturday
16 Apr Easter Sunday

1 May Labour Day

1 Jan New Year's Day
2 Jan 'New Year's Day' observed

9 Aug National Day

1 Sep Han Raya Haji
18 Oct Diwali/Deepavali
10 May Vesak Day 24 Dec Chnstmas Eve
25 Jun Hari Raya Puasa 25 Dec Christmas Day
26 Jun 'Hari Raya Puasa' observed | 31 Dec New Year's Eve
Calendar generated on www.timeanddate.com/calendar

28 Jan Chinese Lunar New Year's Day

29 Jan Second day of Chinese Lunar New Year
30 Jan Chinese Lunar New Year observed

14 Apr Good Friday

B E R EA — BT, BTG BT ER-E

1 01081522291516170310172431-
2 050607132027262728-
3 0102030209162330-
4 02091623020310090910172423-
5 02010814222930-
6 0805041118252627-
7 0203040310172431-
8 0102030108152229151617-
9 04050604111825181920-
10 0108152229303124171003-
11 2619120520268211407-
12 04051213192625
DB JE A 1217 M A2 A4y, PRI —4H,
L 01 08 15 22 29 15 16 17 03 10 17 24 31-
2 05 06 07 13 20 27 26 277 28-
3 01 02 03 02 09 16 23 30-
4 02 09 1le 23 02 03 10 09 09 10 17 24 23-
5 02 01 08 14 22 29 30-
6 06 05 04 11 18 25 26 27—
7 02 03 04 03 10 17 24 31-
8 01 02 03 01 08 15 22 29 15 16 17-
9 04 05 06 04 11 18 25 18 19 20-
10 01 08 15 22 29 30 31 24 17 10 03-
11 26 19 12 05 20 28 21 14 07-
12 04 05 12 13 19 26 25

IR E 2 15 Blflag .
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Calendar for Year 2017 (Singapore)

January

Su Mo Tu We Th Fr Sa
1 2 4 5 67
9 10 11 1213 14

7 18 19 20 21
23 P4 25 26 27 28
30 81

6:012:020:0028:@

February

Su Mo Tu We Th Fr Sa
12 3 4
=67 8 9 10 11

12 43 14 15 16 17 18
19 21 22 2324 25

4011:019:0 268

March

Su Mo Tu We Th Fr Sa

4
6 7 8 10 1
13 14 15 16 17 18
20 21 22 24 25

527 28 29 31

oo 9

[
(a7]

50120200280

April
Su Mo Tu We Th Fr Sa
1
4 5 868 7 8

1112 13 14
18 19 20 21

40110190 26:@

May
Su Mo Tu We Th Fr Sa
3 456
7 9 10 111213

19 15 16 17 18 19 20
21 23 24 2526 27
28 31

30 110190 26@

June
Su Mo Tu We Th Fr Sa
12 3

-r—é—-ﬁ?ﬁgl{]

Jl 12 13 14 1516 17

2 19 20 21 2223 24
252627 28 29 30

109017 P24 @

July
Su Mo Tu We Th Fr Sa

1090173238300

August
Su Mo Tu We Th Fr Sa

6 7
13 14 1
2021
27 28

18 19
23 24 25 26
30 31

80150228290

September
Su Mo Tu We Th Fr Sa
1 2
3 4 789
10 41 12 13 14 15 16

17 18=4e—20 21 22 23
24 25 26 27 28 29 30

6:013:020:@28:©

October
Su Mo Tu We Th Fr Sa
4 56 7
11 1213 14
18 19 20 21
25 26 27 28

6:0 12: 2048 2840

November

Su Mo Tu We Th Fr Sa
1 2 3 4
8 9101

6 7
P13 14 15 16 17 18
1 122232425
26 27\8 29 30

401:318:@ 270

December
Su Mo Tu We Th Fr Sa
1 2
3 6 7 8 9
10 1 14 15 16
17 18 149 20 21 22 23
2506 27 28 29 30

30100 13:@ 260

1 Jan
2 Jan

New Year's Day

14 Apr Good Friday

'New Year's Day' observed

28 Jan Chinese Lunar New Year's Day

29 Jan Second day of Chinese Lunar New Year
30 Jan Chinese Lunar New Year observed

Holidays and Observances:
15 Apr Easter Saturday

16 Apr Easter Sunday

1 May Labour Day

10 May Vesak Day

25 Jun Hari Raya Puasa
26 Jun 'Hari Raya Puasa' observed | 31 Dec New Year's Eve

9 Aug National Day

1 Sep Han Raya Haji
18 Oct Diwali/Deepavali
24 Dec Chnistmas Eve
25 Dec Chnstmas Day

Calendar generated on www timeanddate com/calendar




TEME, R—pcapt KIS, Abinwalk 03, SO B pdfSCfF , il Fforemosti#tAT X2 B, 15 Elpdf3 .

# binwalk f9809647382a42e5bfbb4d7d447b4B99 . pcap
DECIMAL HEXADECIMAL DESCRIPTION

Libpcap capture file, little-endian, version 2.4, Ethernet, snaplen: 262144
339380 @x52DB& PDF document, version: "1.5"
339454 @=52DFE Z1ib compressed data, default compression
340171 @=530CB Z1ib compressed data, default compression
6380104 @=615A48 Z1ib compressed data, default compression
6385002 @=616D6A Z1ib compressed data, default compression

z # foremost f9809647382a42e5bfb64d7d447b4099. pcap
ERROR: /root/= @ /output is not empty
Please specify another directory or run with -T.
z # foremost f98@9647382a42e5bfbb4d7d44T7b4AB99. pcap

Processing: f9809647382a42e5bfb64d7d447b40B99. pcap
[

£ 1 log.csdn.net/qg_4

T Hpdfx {415 Zlflag .

HITB{b3d0e380e9¢c39352c667307d010775ca}

can_has_stdio?



T# M4, FNotepad++iT T,

1

2

3 +

4 +t

5 +Ht

& +H[>

7 +>+4>

8 +++>++

9 ++>++++

10 +>++++++

11 >+ttt

12 ++++++++>+

13 ++++++++>+t

14 ++++++++> 4+

5 +++++++H+>++++

16 B I I I o o
7 FHH R L LLLLLLL = | PR B P23 —— L ++<<
8 LLLLLLLLLLL D PP B PRI BB B> > ————  FH++ L LLLLLLLLLLLL
19 SEBBBBBBBBBBF . —<LLLLLLLLLLLD DI P BB B BB B>~ +<
20 CLLLLLLLLLLL PP IIPIBIDIDP BB >+++ . ———< LKL
21 CLLLLLLLLI PP P IDIDPB BB >——— ., +++C <L

22 CLLLLLPIIDPBBIDPB>>+++ . ———<<<LL

23 CLLLLLLLLIPIPIIIPBBIDD>— . +4<

24 CLLLLLLLLLLLDIIIDIPIIDD>

25 >>———— .+ CCLLLLLCLLLLLL

26 LS55 5555555 A ErttleCed

7 (XIS 55555555558 S R n s <Y

8 CLLLLLLLLLLDIDIDPIDIDI>I>>—.

29 FLLLLLLLLLLLLLIIDIPIIIDIP>>>

30 +++ . ———<CLC<< CLLLLLLDDBRD

31 >3>>>>>>— . +< CLLLLLLLLLL

32 >3>>>3>>>> >3>—— . ++<

33 CLLLLLCLLL CCLF>OD>

34 >>>>>> >>>—.+

35 <L <L

36 <<< <>>

37 >> >>

38

39

40

41 SEEEEEI>H ., <L I — | HCCC LI I — L LI I I —— L B>

F) A brainfuck s i3 7E 8 fi#5 https://tool.bugku.com/brainfuck/ 1§ Elflag.

« C @ ‘EJ & https://tool.bugku.com/brainfuck/
BExmesis @ Fxti [ sSEMIt

flag{e5nlangs_fnr_fun_and_prnfit}¢

Text to Ook! || Text to short 0ok | [ Ookl to Text
Text to Brainfuck | | Brainfuck to Text |
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TR, binwalk 743X, ZLinuaC i,

# binwalk B8deb5f@c2cdB4143807bb175f58d6f3f.core

HEXADECIMAL DESCRIPTION

ELF, 64-bit LSB core file AMD x86-64, version 1 (SYSV)

8xD2C Unix path: /home/oddcoder/projects/ctf/forensics/FORE1/code
@xDBC ELF, 64-bit LSB executable, AMD x86-64, version 1 (SYSV)

@x53B14 ELF, 64-bit LSB shared object, AMD x86-64, version 1 (GNU/Linux)
@=55DBC ELF, 64-bit LSB shared object, AMD x86-64, version 1 (SYSV)

A strings &
E, B—BBRKNZFE, NE=MHFE, S5 TIRIE2fag.

cqueqacL{qazEigwiXoberrtuiTzah‘FFreqc{bnjergk83kgd43jSSePgb_e_rwqr?fvbmHjklo3tews_hmkogooyfavbnkaiiS?Drfgh_n kiwutfboghk9ro987k5tfb_hjiouo@87ptfcv}

B 3R EIA

str 'cvgAeqaclLtqazEigwiXobxrCrtuiTzahfFreqc{bnjrKwgk83kgd43j85ePgb_e rwqr7fvbmHjklo3tews_ hmkogooyfOvbnk@ii87Dn
fgh_n kiwutfbOghk9ro987k5tfb_hjiouo@87ptfcv}’

flag v

for i in range(3,len(str),5):

flag str[i]

print flag

BENERET

T ER R R 46 159 2 — 5K B lrapple.png,

[} R? RIESTH, BRET

HStegsolve$T 7,

=
} File Analyse Help
Normal Image
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Extract Preview
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Bit Planes Order settings
Apha []7 [16 [J5 [J4 3 02 [01 [0 ExtractBy @ Row () Column
Red [J7 [J6 [J5 [J4 I3 2 1 o Bit Order (@ MSBFirst () LSBFirst
=0
1§} ®? BIESTFE, BEET e B B O 2 BB Br e E—
Bue [J7 [J6 [J5 [J4 3 12 11 [0 @RGB ) GRB

RB6  (JBRG

Preview Setfings
Include Hex Dump In Preview

) GBR ) BGR

‘ Preview H Save Text H Save Bin H Cancel ‘

] e

BREA—NEHE, BES, BI—F M Mapple.pngfI B A,

[} R? RIESTH, BERET

WIE B KENHAS Elflag.

n bwn.py decode apple.png pen.png apple pen.pn
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F=IR X
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TEH MR —5Kpng B A,

y il s.//blog.csdy

B A RORHRSER R, Abinwalk 743Xk, RIL—MFiA — AN E4if, foremostsC 4,

# binwalk e®2c9de4@belsSdbabbaa8@efld27@ba.png

DECIMAL HEXADECIMAL DESCRIPTION



@ 8=0 PNG image, 926 x 11@@, 8-bit/color RGB, non-interlaced

1822 @=71E Z1ib compressed data, default compression

989714 B=F1A12 RAR archive data, version &4.x, first volume type:

o # foremost e@2c9de4@belsSdbabbaa8@efld27@ba.png
ERROR: ."root."ﬁ@."output is not empty

Please specify another directory or run with -T.
o # foremost e@2c9de4@belsSdbabbaa8@efld27@ba.png
Processing: e@2c9de4@belsSdbabbaa8@efld27@ba.png

[
- | ht

BURERFBEREE, BSEREHEY,

Offset (h) 00 01 ©O2 03 04 05 06 07 08 0% QA OB OC OD OQOE OF

QQO00000 8% 50 4E 00 00 OD 49 48 44 52 %wPNG........ IHDR
QQO00010 00 00 O3 02 00 00 00 38 le 52 ...Z2...L..... B.

QQoQ0020 34 00 00 00 00 0B 13 Q0 0O OB 4....pHYsS.......
QQOQ0030 13 01 Qo D& 89 54 & 58 4D LOiTXEXM

00000040 4C 3A 63 6F €D 2E 61 64 6F 5 2 c- oc- L:com.adobe . xmp.
00000050 00 00 00 00 3C 3F 78 70 61 ?ﬂs ....<iwpacket be
5

b k=1

00000060 &7 €% €E 3D 22 EF BB BF 22 9 64 3D 22 5" 35 gin="iwsg;" id="WS5
00000070 4D 30 4D 70 43 &5 €8 €9 48 “R T2 53 TA 4E 54 MOMpCehiHzreS5zNT
00000080 €3 TR 6B 63 39 €4 22 3F 3E 20 3C 75 3R 78 €D TO czkcHSd"?> <x:ixmp
000000%0 &D &5 74 61 20 78 6D 6C €E 73 34 T8 3D 22 61 64 meta xmlns:x="ad
Q00000RAD &F €2 €5 3h 6E 73 3h €D €5 74 €1 2F 22 20 78 3L obe:ns:meta/" x:
Q00000B0 T8 €D TO 74 €B 3D 22 41 €4 €F €2 €5 20 58 4D 50 xmptk="Adobe XMP
Q00000C0 20 43 €F 72 €5 20 35 2E 36 2D €3 31 34 32 20 37 Core 5.6-cl42 7
000000D0 3% 2E 31 36 30 39 32 34 2C 20 32 30 31 37 2F 30 9©.160924, Z2Z017/0
000000ED 37 2F 31 33 2D 30 31 3A 30 36 3A 33 39 20 20 20 7/13-01:06:39

Q000000F0 20 20 20 20 20 22 3E 20 3C 72 €64 €6 3A 52 44 46 "» <rdf:RDF
Q00000100 20 78 €D 6C €E 73 3A 72 €4 €6 3D 22 68 T4 T4 TO xmlns:rdf="http

00000110 3& 2F 2F 77 77 77 2E 77 33 2E €F 72 €7 2F 31 3% ://www.w3.org/l9
Q0000120 3% 39 2F 30 32 2F 32 32 2D 72 €4 €6 2D 73 79 6E 99/02/22-rdf-syn
00000130 74 €1 78 2D 6E 73 23 22 3E 20 3C 72 €4 66 3A 44 tax-nsi"> <rdf:D
Q00000140 65 73 €3 72 €9 70 74 659 €F 6E 20 72 €4 66 3A 61 escription rdf:a
Q00000150 62 €F 75 74 3D 22 22 20 78 €D 6C €E 73 34 T8 6D bout="" xmlns:xm
00000160 70 3D 22 €3 74 T4 70 3A 2F 2F 6E 73 2E 61 €4 6F p="http://ns.ado
Q00000170 &2 €5 2E €3 €F €D 2F 78 €1 70 2F 31 2E 30 2F 22 be.com/xap/1i.0/"
00000180 20 78 €D 6C €E 73 32 73 €D TO 4D 4D 3D 22 68 T4 xmins : xmpMM="ht

MAIN_HEAD

i8R I 48 75 B,



StRelizia

fRIE4E18 3] Ditf.pcapng , FwiresharkiTFF, KHTTPX RS H, H—AhtmlfSCH,

<html>
E <head>
<meta http-squiv="Content-Type" content="text/html; charset=UTF-8" />
- </head>
B <body>

<img src="/kiss.png" />
ZmxhZ3tPel B0bmREfSG1yMFIsb3YzX0Zve JN2ZXJI9
- </body>
- </html>

ZmxhZ3tPel80bmRFSGlyMF9sb3YzX0ZvcjN2ZXI9 base64f#iL1E Flflag.

TR R, R—KE A,




Fbinwalk 23 #7304, KIEERE zip E46 ., foremosts)

# binwalk EM 4 —#80E.png
HEXADECIMAL DESCRIPTION

PNG image, 487 x 742, 8-bit/color RGBA, non-interlaced
Z1lib compressed data, default compression
@=65720 Zip archive data, at least v2.0 to extract, compressed size: 74, uncompressed size: 78, name: tips.txt
065790 Zip archive data, at least v1.0 to extract, compressed size: 659434, uncompressed size: 659434, name: day2's secret.zip
0x106793 End of Zip archive, footer length: 22
0x106866 End of Zip archive, footer length: 22

3 # foremost HER T —# 10 .png
Processing: ER ¥ 118 . png
| foundat=tips.txt €€ 6
PK V90 ; One(UFOLOOOhOONOOROVOVHE "0 €00 . VDo
foundat=day2's secret.zipPK
*

ll |

SR JE AR B — AR B, B RS2 BRI KE DA R BB
R BB 7K EnE 218 Frflag .




itt#5://blog.csdn.net/gq_43081170

LSBI&E, BIAIT.:



import PIL.Image as Image
img = Image.open('low.bmp")
img_tmp = img.copy()
pix = img_tmp.load()
width,height = img_tmp.size
for w in range(width):
for h in range(height):
if pix[w,h]&1 == @:
pix[w,h] =
else:
pix[w,h]
img_tmp.show()

TR RS R —KE

# i KRPIL LR, WIRLZ R L 2 5epil Low Bk




F StegSolve$T F¥ 15 2| — 7k — 459,

P 4R B — & N TR &, B winhex

Cffsec (h) 00 01 ©2 03 04 05 06 07 08 0% ORA OB




Q0000180
QQo001s0
QQO001a0 00

# Embedded file name: 1.py
[102,108,97,103,123,51,56,97,53,55,48,51,50,48,56,53,52,52,49,101,55,125]

easycap

T #R K FwiresharkiT ¢, 23 ATCPHMHUKIEIER, BETCPH, B2fag.

Source Destination Frotocol Lengtl Info

197 192.155.81.86 172.31.98.199 TCP 74 7898 -+ 46846 [SYN, ACK] Seq=8 Ack=1 Win=28968 Len=0 MS5=1468 SACk
275 172.31.98.199 192.155.81.86 TCP 66 46846 » 7898 [ACK] Seg=1 Ack=1 Win=29312 Len=8 TSval=66428272 TSt
2541 1| M wireshark - J58 TCP 5% (tcp.stream eq 0) - d5baBf87969145059170a222f01e7883.pcap - O X |64259¢
9416 1 74 T<
3848 1| |FLAG:385b87afc8671deef7550290d1628071 64261¢
3912 1 775 T=
bvtes on w
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