BBt At -app3

bufsnake F 2019-07-24 18:33:02 KA\ 1430 W 2

SHFER: androiddTFALK CEARE: KBt F app3 ctf Androidi¥ 5] writeup

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ACEERE: https://blog.csdn.net/qq_40640243/article/details/97 142658

B android T 1% 7+ EUL S ALE
13CE 0 TR
RS
jadx

android-backup-extractor
DB Browser for SQLite

Lo $2 BN B R FE 48 . ab S (Android & 43 S0
sqlite3HHE 2 in 25 LA K fif %

Z3RERF, RULabS RS, B LEMET T, KILandroid K &4 X, FZHandroid-backup-extractor B fjabe.jar¥ £ 12
B H R

java -jar abe.jar unpack app3.ab app3.tar

B TR Eapp3.tar, — &I 5, KI T base.apk, HWEiREANFESITHRET

® Desktop cd apps/com.example.yaphetshan.tencentwelcome
& com.example.yaphetshan.tencentwelcome 1s

Demo.db _manifest a db

& com.example.yaphetshan.tencentwelcome tree

Demo.db
Encryto.db
_manifest



https://blog.csdn.net/qq_40640243
https://blog.csdn.net/qq_40640243/category_9161039.html
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=app3&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Android%25E9%2580%2586%25E5%2590%2591&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_40640243/article/details/97142658
https://blog.csdn.net/qq_40640243/category_9161039.html

HjaddT IF o TR P2 B L5, KB EENH

String a2 = aVar.alcontentValues.getAsString(“name”), contentValues.getAsString(“password”));
this.a = this.b.getWritableDatabase(aVar.a(a2 + aVar.b(a2, contentValues.getAsString("passwor

17 [import net.sqlcipher.database.SQLiteDatabase;

13

14 |public class MainActivity extends AppCompatActivity implements OnClickListener {
15 private SQLiteDatabase a;

16 private a b;

17 private Button c;

18

13 /% access modifiers changed from: protected =/

20 public void onCreate(Bundle bundle) {

21 super.onCreate(bundle);

22 setContentView( (int) R.layout.activity_main);

23 this.c = (Button) findviewById(R.id.add_data);

24 this.c.setOnClickListener(this);

25 Editor edit = getSharedPreferences("test", 8).edit();
26 edit.putString("Is_Encroty"”, "1")

27 edit.putString(“Encryte", "SglCipher"};

28 edit.putString("ver_sion", "3_4_0");

29 edit.apply();

3p all;

31 ¥

32

33 private void a() {

34 SQLiteDatabase. loadLibs{this);

35 this.b = new a(this, "Demo.db", null, 1);

36 ContentValues contentValues = new ContentValues();
37 contentValues.put("name", "Stranger"});

38 contentValues.put("password”, Integer.valueOf(123456));
19 a avar = new a();

40 ")
41

42 this.a.insert("TencentMicrMsg", null, contentValues);
43 b

44

45 public void onClick(View view) {

46 if (view == this.c) {

47 Intent intent = new Intent();

48 intent.putExtra("name"”, “name");

49 intent.putExtra("password", “pass");

) intent.setClass(this, AnotherActivity.class);

51 startActivity(intent);

52 b

53 b

54 |F
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package com.example.yaphetshan.tencentwelcome.a;
* compliled from: Cipher */
public class a {
private String a = "yaphetshan";

public String a(String str, String str2) {

String substring = str.substring(@, 4);
return substring + str2.substring(@, 4};

}

public String b{(String str, String str2) {
new bi);
return b.a(str);

}

public String a(String str) {
new bi);
return b.b(str + this.a);

}
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package com.example.yaphetshan.tencentwelcome.a;
import java.security.MessageDigest;

+ compiled from: SHAIManager */
LAl Ao owor

substring(@, 7));
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@ a(String, String) Stri 7 public static final String a(String str) {
@ b(String, String) Stri 8 byte[] digest;
ven g char{[] cArr = {'0', '1', '2', '3', '4', 's', '6', ‘7', ‘8', '9', 'a‘', 'b', ‘c', ‘d*, ‘e', 'f'}
i i 10 try
§ :gg:r%ngg g;rllng 11 byte[] bytes = str.getBytes();
ring ring 12 MessageDigest instance = MessageDigest.getInstance("MD5");
r©@a L 13 instance.update(bytes);
v © AnotherActivity 14 char[] cArr2 = new charl(ra + 2)1;
o onCreate(Bundle) void 15 int i = 8;
» © MainActivity 16 for (byte b : instance.digest()} {
» ®R 17 int 12=1+1;
» & net.sqlcipher 18 iAzriz[ll i cArr[(b === 4) & 15];
o 19 = ¥
v 8 ERE 20 cArrz[i2] = cArrlb & 151;
' APK signature n }
22 return new String(cArr2);
23 } catch (Exception e) {
24 return null;
25 ¥
26 b
27
28 public static final String b{String str) {
29 byte[] digest;
20 char[] cArr = {'@', '1', '2', '3', '4', '5', '&', '7', '8', '9', 'a', 'b', 'c', 'd', 'e', 'f'};
1 try {
32 byte[] bytes = str.getBytes();
33 MessageDigest instance = MessageDigest.getInstance("SHA-1");
34 instance.update (bytes);
5 char[] cArr2 = new char[(r4 * 2)1;
36 int i = 0;
37 for (byte b : instance.digest()) {
38 int i2 =i+ 1;
39 cArr2[1] = cArrli{b >== 4) & 15];
20 i=i2+1;
41 cArr2[i2] = cArr[b & 15];
a2 }
a3 return new String(cArr2);
44 } catch (Exception e) {
45 return null;
a6 }
47 ¥
as [t
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import java.security.MessageDigest;

public class b {

public static String a(String str) {
byte[] digest;
char[] cArr = {'0', "'1*, '2', '3', '4', '5', '6', '7', '8"', '9',
try {
byte[] bytes = str.getBytes();
MessageDigest instance = MessageDigest.getInstance("MD5");
instance.update(bytes);

char[] cArr2 = new char[(16 * 2)];

int i = 9;

for (byte b : instance.digest()) {
int i2 = i + 1;
cArr2[i] = cArr[(b >>> 4) & 15];
i=12 + 1;
cArr2[i2] = cArr[b & 15];

¥

return new String(cArr2);

} catch (Exception e) {
return null;

}
public static final String b(String str) {

byte[] digest;
char[] cArr = {'@', '1', '2', '3', '4', '5' ‘', '7', '8', '9',
try {
byte[] bytes = str.getBytes();
MessageDigest instance = MessageDigest.getInstance("SHA-1");
instance.update(bytes);
char[] cArr2 = new char[(32 * 2)];
int i = 9;
for (byte b : instance.digest()) {
int i2 = 1 + 1;
cArr2[i] cArr[(b >>> 4) & 15];
i=12 + 1;
cArr2[i2] = cArr[b & 15];

}

return new String(cArr2);
} catch (Exception e) {
return null;

}
public static void main(String[] args){

String two = ("Stral234"+a("Stral234")+"yaphetshan");
System.out.println(b(two).substring(0,7));

)
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